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Abstract. Integral attacks belong to the classical attack vectors against
any given block ciphers. However, providing arguments that a given ci-
pher is resistant against those attacks is notoriously difficult. In this
paper, based solely on the assumption of independent round keys, we
develop significantly stronger arguments than what was possible before:
our main result is that we show how to argue that the sum of cipher-
texts over any possible subset of plaintext is key-dependent, i.e., the non
existence of integral distinguishers.
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1 Introduction

As symmetric primitives, due to their performance advantages, are a vital part
of our security building blocks, being able to assess their security is of great
practical importance and theoretical interest. The security of block ciphers, and
actually any symmetric primitive in use, is always the security against concrete
attacks. Two of the most important attacks are certainly differential and linear
attacks. Security arguments with respect to those attacks have been studied
for quite some time already, leading to important concepts like the Markov
model in [16]. Nowadays, we are usually able to bound, under the assumption
of independent round-keys, the probability of a differential characteristic (or the
correlation of a linear characteristic). Those are good, but certainly not fully
satisfactory security arguments, as we often ignore the differential or linear-hull
effect. Stronger arguments, like a bound of the expected differential probability,
require a dedicated design, see e.g. [18] and [§].

Another classical attack vector is integral attacks, which can be traced back
to high-order differentials by Lai [15], and then exploited by Knudsen to be used
in actual attacks [14] as well as the so-called ”Square attack” [10]. In a nutshell,
given a block cipher Fy, those attacks work by identifying a subset of plaintexts
M such that summing over the corresponding ciphertexts results in a constant
sum, i.e., > s Er(z) does not depend on the secret key k. Arguments for
security against those attacks, i.e. arguments showing that such a set M should
not exist for a given cipher, are very difficult to obtain. For most ciphers, we do
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not have any argument at all and if arguments are given, they only cover very
specific sets M.

In most attacks, M is chosen as a subspace and more specifically by fixing
some bits in the plaintext to constants. This specific choice of M is not at all
necessary for a successful attack, and indeed there are examples of more involved
plaintext sets being used for improved attacks. The main reason for this choice
is the relation to the algebraic degree of the cipher. Indeed, for a cipher of
algebraic degree at most d, taking M as any subspace of dimension larger than d
leads to a successful distinguisher, as the sum is zero. Thus, a first step towards
arguing the security of a block cipher against integral attacks is to show that
its algebraic degree is maximal. However, even this special case was only settled
very recently. For a long time, only upper bounds on the algebraic degree have
been discussed. At ASTACRYPT’20 in [12], it was shown for the first time how to
compute meaningful lower bounds on the degree of round-reduced block ciphers.
Technically, this approach is based on recent progress on the division property
initially introduced in [20].

While [12] demonstrated how to compute lower bounds on the degree for
the first time, several drawbacks remained: It does not allow to exclude integral
attacks and its applicability is limited due to a lack of efficiency. Further, only
bounds for round-reduced variants could be computed.

Limited Arguments. As outlined above, even if the degree is high, there might
still be integral distinguishers and attacks. An integral distinguisher in general
makes use of a fixed set M C F% of plaintext values and a bit-mask S such that,
for any key k the value of (8, Ex(x)) is independent of the key. In [12], this
was shown for a natural, but very limited, choice of sets M, where M consists
of just fixing bits in the input. While this is, to the best of our knowledge, the
best argument against integral attacks so far, it is far from being satisfactory. In
particular, it does not capture integral distinguishers where M consists of fixing
linear combination in the input, used in [17] or [19]. More generally, it does not
capture integral distinguishers where M is not a linear subspace, as in [22].

Limited Number of Rounds. The arguments given in [12] allowed to compute
lower bounds on the algebraic degree for a fixed number of rounds. When the
number of rounds is increased, computing the bounds quickly becomes infeasible.
This is in sharp contrast to the expected result. If r rounds of a given cipher
have maximal degree n — 1, it is naturally expected that more than r rounds
have the same degree. While this intuition is probably true in most cases, it is
of course not a sound security argument. Making this argument more precise is
non-trivial. It is clear that in general, given F' of degree n — 1, representing the
(fixed-key) first-part of the cipher there always exists a function G such that
G o F is of lower degree than F'. Indeed, the easiest example is to choose G as
the inverse of F, in case I is a permutation. One might hope that in the case
of a keyed permutation, the situation is less bad, as at least the trivial example
above is not applicable anymore. However, even in the keyed case, as we show
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in Example 4, there exist permutations F' and G such that
deg(G o (F(z) + k)) < min(deg(F), deg(G)).

That is, the degree of the composition is actually smaller than the individual
degrees, for any key k. This shows that it cannot be excluded simply by assuming
independent round keys that the degree (as a keyed function) decreases.

Lack of Efficiency. The proof of the lower bound of degree proposed in [12]
strongly ties to the division property [20], which is originally a tool to detect
an integral distinguisher. To prove the lower bound, we need to generate a key
pattern whose number of division trails is odd, and countable in practical time.
As pointed out in [12], it is not easy because the number of trails exponentially
increases unless a key pattern is generated in a clever manner. The so-called trail
extension was used to generate such a key pattern and enabled to prove lower
bounds on the degree (especially the number of rounds so that this lower bound
is maximal, i.e. 63), for SKINNY-64, GIFT-64, and PRESENT. On the other hand,
the applicability of the trail extension to other block ciphers is an open ques-
tion. Interestingly, we faced potential difficulties of the trail extension when we
tried expanding applications (the tweakable block cipher CRAFT as an example).
The number of trails exceeds the practically countable range quickly, and it is
unfeasible to prove a lower bound on the degree of CRAFT.

Our Contribution. In this paper we derive strong and tight bounds against
integral distinguishers for several block ciphers. The only assumption on which
we rely for our bounds is having independent-round key, i.e., independent round
keys are XORed with the full state. Our bounds are strong as we show that for
a cipher Ej, the sum >, (3, Ex(x)) is key-dependent for any possible set M
(excluding only the whole input space and the empty set) and any possible non-
zero mask . We refer to this as the integral-resistance property. Our bounds are
tight as (in most cases) the minimal number of rounds where we can show the
non-existence matches the best known distinguishers. Our arguments extend to
an arbitrary number of rounds greater than that.

First, we fix our notation and recall the basic techniques in Sect.2. We de-
velop the necessary theory to achieve the strong arguments in Sect. 3. To for-
malize the strong arguments, which means the guarantee of the non-existence
of integral distinguishers under the sole assumption of independent round keys,
we introduce the integral-resistance property. We develop the theoretical back-
ground to utilize the division property, for not only showing a lower bound of
the degree of a cipher as in [12], but to show the integral-resistance property.

In Sect. 4 we study how adding more rounds (separated with a key addition)
will affect the algebraic degree, the minimum degree, and the strong argument
against integral distinguishers. For the minimum degree and the strong argu-
ment, we are able to show that adding (keyed or un-keyed) rounds is never a
problem, as the minimum degree never decreases and the strong argument never
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vanishes when doing so. The algebraic degree on the other hand potentially de-
creases, as also sketched above. Here we are able to present efficiently computable
criteria on the S-box that allow to exclude such undesirable behavior.

The drawback of the lack of efficiency is handled in Sect.5. We show that,
maybe counter-intuitively, a suitable rewriting of the cipher and in particular the
S-box, can have a significant effect on the running time of the techniques used in
[12]. We present (heuristic) conditions on how to choose a suitable description
of the cipher that allows to keep the number of division trails reasonably low -
a fact that is crucial as those have to be enumerated.

Finally, in Sect.6 we apply the theory and tools developed to a set of ci-
phers. Besides the ciphers treated in [12], and which present a large fraction
of the primitives used in the running NIST lightweight competition, we added
a discussion of CRAFT [5], which was previously out of reach and a discussion
of the ciphers SIMON and Simeck as examples of non-SPN ciphers. We assume
independent round keys for all ciphers. Further, for GIFT-64 and SKINNY-64, we
assume, contrary to the specification, a key addition on the full state.

For all those applications we are able to show the non-existence of integral
distinguishers. Interestingly, except for GIFT-64 and PRESENT, our result matches
the best known attacks tightly, as can be seen in Table 1.

We finally emphasize the meaning of our results. Our results guarantee that
improving integral distinguishers is impossible under our assumption. This is
strong claim compared to heuristic attack failure. For example, for CRAFT, we
guarantee no integral distinguisher for 14 rounds and more. Thus any such distin-
guisher would have to violate our assumptions. In other words, it has to exploit
the key scheduling. For SKINNY-64 and GIFT-64 our results are slightly weaker
compared to the other applications because here round keys are not XORed
with the whole state in both ciphers. Room of improvements still remains with-
out exploiting key scheduling, but it must exploit the fact that the round key is
XORed with the half of the state only.

2 Preliminaries

In this section, we are going to recall the definitions and the different notations
of degree that are commonly used for Boolean functions. We also recall what was
shown in [12] and briefly explain the necessary background on division property
to explain how this was done technically.

2.1 Degree of Keyed Functions - Definitions and Results

A block cipher can be seen as a family of (keyed) vectorial boolean permutations,
that is, bijective functions Ej, : F5 — 5 with k£ € F3'. We can represent such
functions with their algebraic normal form (ANF)

Ei(x) = ) pulk)a”

u€eFy
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Table 1. Number of rounds of the best known integral distinguisher (together with a
reference for this) vs. the number of rounds we need to ensure the integral-resistance
property under the assumption that independent round keys are XORed to the full
state. Numbers in red indicate are tight results.

Cipher Known integral distinguisher  Integral-resistance property
SKINNY-64 12 [11] 13
CRAFT 13 [5 14
GIFT-64 10 [2 12
PRESENT 9 23] 13
SIMON32 15 [21] 16
SIMON48 16 [23] 17
SIMON64 18 [23] 19
SIMON96 22 [23] 23
SIMON128 26 [23] 27
Simeck32 15 [21] 16
Simeck48 18 [23] 19
Simeck64 21 [23] 22

with 2% = [, ;" and p,(k) are functions p,, : F5* — F5 mapping keys to values
in Fy. We define the algebraic degree of E}, as the degree in the input variables
x, that is, the algebraic degree deg(Fy) is defined as

deg(Ey) := max{wt(u) | p, 7 0},

where wt(u) denotes the Hamming weight of wu, i.e. the number of non-zero
coordinates of u.

The minimum degree of Ey, is defined as the minimum degree over all non-
zero component functions (5, Ej)

minDeg(Ey) = min deg ({8, Ex)).-

Until recently, getting meaningful lower bounds for both the algebraic degree
and the minimum degree was deemed essentially impossible for block ciphers
of relevant size (i.e. at least 64-bit block size). However at ASTACRYPT’20,
Hebborn et al. [12] managed to obtain such lower bounds at least for round-
reduced variants. The main idea is that to show a lower bound d on the algebraic
degree of Ej, one ”simply” needs to show that there exists a u € Fy such that
wt(u) > d and p,, # 0. If we denote the coefficients of p,, by A, , € Fy, that is,

Ey(xz) = Z Aok,

u€Fy ,veFy

this is the same as finding a v € Fy with wt(u) > d and v € FJ* such that
Au,v 7 0, which is equivalent to p,, # 0.

Finally, they also introduced an even stronger notion, namely the appearance
of all maximum-degree monomials, which is that for any given monomial z* of
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algebraic degree n—1, and for any component function (3, F'), there always exists
at least one key k such that the monomial z* appears in the ANF of (8, Ey).

However this paper comes with significant limitations. It was shown that hav-
ing the all maximum-degree monomial property allows to rule out basic integral
distinguishers. Indeed, it can only rule out distinguishers constructed with a set
of plaintexts M built as an affine space of the form

M={z€Fyst.Vielx =c},

where I is a subset of {1,...,n} and ¢; are fixed constants in Fy. On the other
hand, the case presented in [17], where the input set is an affine space with a
more convoluted structure, is not. For example, already the affine space

M = {z € F} s.t. g + x1 = 0},

is out of scope, not to mention arbitrary subsets.

Despite these limitations, we can use the core idea of their work, which is,
after explaining how to compute such a A, ,, to decide how to choose these u
and v, allowing to actually compute A, , in practical time so that we can prove
the various lower bounds and properties. We give more details about this in
Sect. 2.3. Before that, in the next section we first give a high-level overview of
the main tool used in their work, that is, division property.

2.2 High-Level Summary of Division Property

After the division property was first proposed in [20], many follow-up works
have been proposed [7]. In [12], the various notations, definitions, and theorems
about the division property were unified by using the parity set, which was used
as another view of the division property in [7]. Here we briefly recall the main
definitions and connections with the algebraic normal form.

Definition 1 (Parity Set). Let X C F} be a set. We define the parity set of
X as

UX) = {u € Fy such that Zx“ = 1}.

zeX
The addition of two subsets X,Y C F5 is defined by

X+Y:=(XUY)\ (XNY).

In other words, we view the set of all subsets of F} as a binary vector space
of dimension 2", and this addition is isomorphic to adding the binary indicator
vectors of the sets. From this perspective, for X; C Fy,

U(do%) =Y U

holds, i.e. U is a linear mapping. Moreover, it was shown in [7] that there is a

one to one correspondence between sets and its parity set. That is the mapping

U : X — UX) is a bijection and actually its own inverse, i.e., U (U(X)) = X.
We next define the propagation as follows.
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Definition 2 (Propagation). Given F : F} — FJ' and a € F},b € FJ', we
say that the division property a propagates to the division property b, denoted
by a R if and only if b € U(F (U ({a}))).

Here the image of a set X under F' is defined as

F(X):=) {F(a)},

aeX

that is again using the addition of sets as defined above. Given U; = U(X), for
any function F, Uz = U(F (X)) is evaluated as

U =UFEX) =) UFE{z}) = D UFU{a))= > b} 1)

zeX acU(X) acl; aEsp

To determine U; after applying the function F', it is enough to consider what
happens with individual elements of U; to start with. Again, we emphasize that
the sum in Equation 1 is modulo two, that is, if an element appears an even
number of times on the right side, it actually does not appear in Us. Note that
the propagation rules shown in [21] can be proven by assigning concrete operation
to F'. More generally, the propagation for any function F' is described as follows.

Proposition 1 ([12]). Let F: Fy — FD* be defined as F(x) = y. For a € F}

and b € FJ*, it holds that a K if and only if y° contains the monomial x®.

We now generalize the definition above to the setting where F is actually
given as the composition of many functions as F' = Fro---0 Fy 0 Fy.

Definition 3 (Trail). Given F: Fy — Fy as F = Fro---0 Fy o Fy, and
ag, .. .,ar € FY we call (ag,...,ar) a (division) trail for the compositions of F
into the F; if and only if

Vi € {1,...,R},ai_1 i) a;.

, F F F
We denote such a trail by ap — a1 = -+ —%5 ag.

Using the same considerations as in Equation 1, we can now state the main
reason of why considering trails is useful.

Theorem 1 ([12]). Given F:F} - F} as FF = Fro---oFy0F;, and X C F5.
Then
UF(X)) = > {ar}
1 2 Fr
ag,...,ar,a0€UX),ao—>a1—>-—rar
Finally, we show the link between the division property and the ANF.
Corollary 1 ([12]). Let F: Fy — FY be a function with algebraic normal form

F(z) = Z Ayx®

u€lFy
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k1 kr-1
U1 VR—1
s _,_,/‘I\
'1? i s1

@

SR

Uy UR = €;

Fig. 1. Notations for the trails of a key-alternating block cipher, where the terms in
red are the parity-set vector of the corresponding state

where A, = ()\S})7 ce /\SJL)) € F3. Furthermore, let X be the set such that U(X) =
{¢}. Then

)\Ei):1<:)eiEU(F(X))@#{a17...,aR,1|€£>a12)-~-F—R>ei}:1m0d2

2.3 Proof of a Lower Bound on the Degree and Finding Key
Patterns

Now that we are equipped with the results from the previous section, we can give
more details about the work from [12] where the authors gave lower bounds on
the algebraic degree and minimum degree of block ciphers, as the techniques we
use in the next section to give strong arguments against integral distinguishers
strongly rely on their results. We put ourselves in the context of key-alternating
block ciphers, depicted in Figure 1. We assume that we have a round function f,
and the block cipher E is built by alternating applications of f with a round key
addition (with an XOR) between them. As in [12], we assume that the round
keys are independent from each other. The internal states are thus denoted by
S0, -..,Sr, where R is the number of rounds, sy is the input (plaintext) of the
block cipher and sg the output (ciphertext). The round keys are denoted by
k1,...,kr—1. The key length m is (r — 1)n.

As mentioned in Sect. 2.1, showing a lower bound d on the algebraic degree
of a block cipher is equivalent to exhibiting vectors u € F5 of weight at least
d and v € F5* (where m is the key length) so that A, , is non-zero, which in

particular means that one coordinate /\7(11)1, is equal to 1. As each round key is

independent, we can write v as (v1,...,vg_1) so that k¥ = k{'ks? ... k"'

According to the previous section, proving that ASJ{, = 1 is equivalent to

showing that the number of trails (u,v) N e; is odd. We take the same denom-
ination as in [12], and call u the input pattern, v the key pattern and up = e;
the output pattern. As mentioned in Sect. 2.1, to get lower bounds on the mini-
(1)
u

mum degree, instead of showing that a single Ay, is equal to 1, we now need to

compute the value of several of these )\Sf)v so that we end up with a set of A, ,
which spans a vector space of dimension n.

In both cases, the main goal is to find (several) u and v so that we can
compute the coefficients )\S)v in practical time, which according to the previous
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section, means being able to enumerate all corresponding trails. The core of the
work in [12] is thus to give a (heuristic) algorithm to determine which v and v to
choose so that we can actually enumerate all of these trails in a reasonable time.
As we also need to compute such )\q(f?v for our results, we give a quick overview
of their algorithm and refer the reader to the full paper for more details. Their
main observation is that having a key pattern with a high weight tends to lower
the resulting number of trails, which is quite interesting since the lower this
number is, the easier (and quicker) enumerating them should be. However, the
naive idea of simply maximizing the weight of the key pattern is not enough,
and thus they used the following strategy. We start by fixing the input pattern
u and output pattern urp = e;, and focus on finding v = (vy1,...,vr—1) SO
that the number of trails is reasonably low. Starting from ug, we first search
for a (partial) key pattern vgp_; so that the number of trails (ug_1,vr-1) —
e; is odd and low (optimally, only one trail), maximizing the weight of the
(partial) key pattern vg_1 as it should help minimize the number of trails. After
finding such a vg_1, we now search in the same way for a partial key pattern
vr—2 SO that again, the number of trails (ugr_o2,vr—2,vr—1) — €; is odd and
low (again, optimally, only one trail). The authors observed that this ”local
optimization” strategy seems to fail if we keep going too close to the first round.
Thus, we only keep doing this up to some round ”in the middle” R,,;q, leading
us to a partial key pattern (vg,,,,,...,Vr—1) so that the number of trails from
(URpgs VRpigs - - - s VR—1) tO €; is odd and low. After that, we directly search for
the remaining parts of the key pattern (vy,...,vg,,,—1) so that the number of
trails from (w,v1,...,vR,, ,—1) to ug,,, is odd and low, and finally verify that the
number of trails (u, v1,...,vp—1) — €; is still odd. If so, we proved that )\Sf’)v =1
and keep using the same strategy until we found enough (u,v) as we need. One
limitation is that for various technical reasons, the authors of [12] were limited to
SPN block ciphers, so that they were able to exploit Super S-box representations,
making ciphers like Feistel networks out of reach, and some ciphers (e.g. CRAFT)
did not have a favorable behavior regarding the trail extension technique that we
just summarized. Nonetheless, we actually managed to get results for the Feistel
networks ciphers SIMON and Simeck, as shown in Sect.6.5, as well as getting
results on CRAFT with new techniques in Sect. 5.

In summary, from [12], we can efficiently compute the value of some coeffi-
cients Ay, which we will use in the upcoming sections to prove our results.

3 Strong Arguments Against Integral Distinguishers

Here, we are going to derive necessary and sufficient conditions on when integral
distinguishers are not possible. More precisely, we aim at conditions such that
we can conclude that, for a cipher Ej, the sum

S (8, Bi()

zeM
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is key-dependent for any possible set M (excluding only the whole input space
and the empty set) and any possible non-zero mask (3. Note that this covers
a much larger set of possible integral distinguishers than commonly used in
previous works. Indeed, most classical integral distinguishers build the set M as
an affine space by fixing some bits to a constant value, while the other bits take
all possible values. Some recent works [17,11] extended this further and built
M still as an affine space, but now using constant linear combinations of bits
instead of single bits. What we aim to show here is the most general case as we
are considering any possible set M, including sets without an affine structure.

Before stating the general results and explaining how to verify those effi-
ciently for specific ciphers (under the assumption of independent round keys),
we are going to consider simple examples to clarify the approach beforehand.

For this, we consider Boolean functions only, i.e. only a single output bit.
This can be thought of as investigating a single fixed 5. All the examples will
be key-dependent with a key consisting of the three-bit key k = (ko, k1, k2).

Example 1 (Missing High-Degree Terms). As a first example, let f : F3 — Fy
be given as
Te(wo, 21, 72) = k1zoz1 + k1zo + 21 + (k1ko + k3) 22

While this function reaches the maximal degree (for a balanced function), it
clearly does not satisfy the condition that ) __,, fr(z) is key-dependent for any
non-trivial M. Indeed, considering simply M = {000} leads to a key-independent
sum, simply as the constant term of fj is key-independent. When considering
a version of fi using an additional whitening key h = (hg, h1, he) defined as
fni(x) = fr(x+ h), we get the polynomial expression

Tnk(w) = kiwoxy + (kr1hy + k1)wo + (kiho + 1)ay
+ (klkg + kg)l‘g + (k1k2h2 + k1h0h1 + k1h0 + k’ghg + hl)
which now does contain a key-dependent constant term, but choosing M as
M’ = {000,001, 100,101} leads to > .,y frr(x) = 0 again. So while lower
degree integral attacks might be avoided by adding whitening keys, high degree

attacks remain unchanged. This is due to the fact that whitening keys do not
affect the coefficients of monomials of maximal degree.

Ezample 2 (Linearly Dependent High-Degree Terms). Consider now g as
gr(zo, 21, T2) = kowox1 + k1wox2 + (ko + k1)x172.

Now, all quadratic terms are present. While for g, itself, there are key-independent
coefficients, e.g. the constant term, this is not the case for g ; defined as
9n.k(z) = gr(x + h). The corresponding expression is

gh,k(aj) = Z Au(k)

= kozox1 + kizoxe + (kohi + k1ha)xo + (ko + ki)z122
+(koho + koho + k1ho)x1 + (koh1 + k1ho + k1h1)xo
+kohoh1 + koh1ho + k1hoho + k1h1hs
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and contains every monomial of degree smaller than n with a key-dependent
coefficient. However, there are still sets M such that the corresponding sum is
key-independent. For this example, there are exactly two non-trivial sets namely

My = {000,110,011,101} and M; = F3\ M,

which yield to constant sums. Concretely we have

3 k@) = > gnalz) =0.

x€ My x€ My

The reason for this is that the coefficients of g (and thus of gp ) of the mono-
mials zgx1, rors and x1xo are linearly dependent polynomials. Indeed, the set
can be written as My = 4({110,101,011}). Thus, the sum can be written as

Z gh7k(m) = Z )\u(k) =ko+ ki + (k?o + k1),

x€U({110,101,011}) 1€{110,101,011}
that is the sum of the linearly dependent coefficients.

Ezample 3 (Linearly Independent High-Degree Terms). A slight modification of
the second example is given by

Ek(x) = koxox1 + k1xoTo + koki1x122
and the version with whitening keys leads to

Uy () = koxoxy + k1zoxa + (koh1 + ki1he)xo + kokiz12e + (kok1ha + koho)z1
+(k0]€1h1 + klho)IQ + koklhlhg + kohohl + klhohg.

As can be checked by running through all possible non-empty sets of size less
than eight, none of the corresponding sums will be key-independent.

The reason why the last example does not lead to any integral distinguishers
is, as we will elaborate in general next, that ¢x(z) (i) contains all monomials
of degree n — 1 and (ii) the corresponding coefficients are linearly independent
polynomials.

Considering a Single Output Bit. For two vectors u,v € F5, we define (as
usually in this context)

urzv & (y=1=uy=1).

Lemma 1. Let fi, : F§ — Fy be a family of functions with ANF

Jo@) = 3 puk)a

u€lFy
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and consider a version of fi with an additional pre-whitening key ko, i.e.

fk,ko (LC) = fk(x + kO) = Z QD(k7 ko)xv

veRy

Then we have
o(k ko) =Y pu(k)kG®”

urv

Proof. We express q,(k, ko) in terms of p,. We get

Frmo(@) = fr(+ ko) = Y pu(k) (z + ko)"

u€eFy
SDITCIDITTED D SN DRI Y
u€Fy v=u veFy \urv

O

Next, we show a sufficient criterion to ensure that all the polynomials ¢, (k, ko)
are linearly independent (for v # (1,...,1)). For this, we denote by u; the vector
in F3 of weight n — 1 such that its ith position is zero. That is, u; is the bitwise
complement of the ith unit vector.

Theorem 2. Let f, and fi i, be defined as above. If the polynomials p,, (k) are
linearly independent and p(;,... 1y(k) = 0, then all polynomials

.....

{qu(k, ko) | v e F3\ {1}}
are linearly independent.

Proof. Assume there are coefficients «,, € Fy such that

T = Z aUQ’U(k7 kO) = 0.
veFZ\{1}

We have to show that this implies a,, = 0 for all v. We first rewrite this as

T = Z anv(k7k0) = Z Ay Zpu(k)kgEBU

veFy\{1} veFp\{1} usv
= > | Y pen®k = > o Y poew(k)ky
veFZ\{1} vPhwv veFP\{1} wery

Sup(w)NSup(v)=0

Z Z avPvEBw(k) kg)u

we]F;" vEFP\{1}
Sup(w)NSup(v)=0
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Here, we denote by Sup(z) the set of non-zero bit positions, that is
Sup(z) = {i | 2 = 1}.

The above implies that 7' = 0 if and only if for all w € Fy, we have

T(w) := Z QyPraw (k) = 0.
vEFD\ {1}

Sup(w)Sup(v)=0

We show that this implies a,, = 0 by induction on the weight of v.

For wt(v) = 0, that is v being the all-zero vector, consider a vector w with
wt(w) = n— 1. That is, w is one of the vectors u;. The set of vectors v such that
Sup(w) N Sup(v) = @ contains only the all-zero vector and e;. We thus get,

T((L,...,1)) = a(o,....00Pu; (k) + e, p(1...,1)) (k) = 0.
By assumption p((1...1))(k) is zero, while p,, (k) is not, thus a(g,... oy = 0.

wt(v) =t < n—2: We now assume by induction that «, = 0 for all v of weight
smaller than ¢. We consider a vector w of weight wt(w) = n — (¢4 1). Then, the
set of vectors such that Sup(w)NSup(v) = @ contains one vector of weight ¢+ 1,
vectors of weight exactly ¢, and vectors of weight smaller than ¢. We split T'(w)
accordingly as follows

T(U}) = Z O‘Up'u@w(k) + Z Ay Podw (k) + Z O‘vpv@w(k)
wt(v)=t+1 wt(v)=t wt(v) <t
Sup(w)NSup(v)=0 Sup(w)NSup(v)=0 Sup(w)NSup(v)=0
By the induction hypothesis, the last part is zero, as «, = 0 for wt(v) < t.
Furthermore, the first part is zero as here v @ w = (1,...,1) and p((1... 1)) (k) is
zero, which implies

T(w) = Z avpv®w(k) =0.
Sup(‘u\;v)trglé)u:pt(v):@

Now here v®w is of weight n—1 and thus is one of the vectors ;. By assumption,
the polynomials p,,, are linearly independent and thus 7T'(w) = 0 implies a,, =0
for all v of weight ¢ such that Sup(w)NSup(v) = (). As w was arbitrary of weight
n — (t + 1) this means that a, = 0 for all v of weight t. O

This finally implies, as a corollary, that there are no key-independent integral
distinguishers in a very general sense. Any sum of output values, except for the
empty sum and summing all outputs, is key-dependent. More precisely,

Corollary 2. Let fi and fi r, be defined as above and assume that the polyno-
mials py, (k) are non-constant linearly independent, and p(i,... 1)(k) = 0. Then,
for any proper non-empty subset M C F3 the sum

> frko(2)
rxeM

depends on the value of the key (k, ko).
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Proof. Tt holds that

ka,ko(x): Z ka,ko(fﬂ) = Z qe(k, ko).

zEM eu(M) \z=¢ LU (M)

As M is non-empty and not the full space, (M) contains elements of weight
less than n. Then, the theorem above implies that the sum is non-zero viewed
as a polynomial in k and ky and thus key-dependent as claimed. a

We like to remark that this property is not only sufficient but also necessary.
Indeed, if the polynomials p,,, are linearly dependent, there exist a linear combi-
nation that is constant zero. As the whitening key does not influence the value
of the monomials of degree n — 1, this directly leads to a set M corresponding
to a constant, i.e. key-independent, sum.

Linear Combinations of Output Bits. Let us next consider a family of vec-
torial Boolean functions FEj, with the most important example being a block
cipher. We want to extend the previous arguments to this case. Here, we want
to guarantee that any non-trivial linear combination of output bits is key de-
pendent. This can be done as follows.

Consider Ej: Fy — F3 be a family of functions with ANF

=Y Pu(k)z
u€Fy

where now P, (k) is a vector in F%. A linear combination of output bits is specified
by fixing a § € F§ and considering

u€Fy u€Fy

If we can ensure that, for each fixed non-zero /3, the polynomials (3, P,(k))
fulfill the conditions of Corollary 2, we ensured that no integral distinguisher is
possible on any linear combination of output bits.

So, for any non-zero 3, the polynomials (3, P,,(k)) should be linearly inde-
pendent and (83, P(y,...1)(k)) = 0. The latter is true if and only if Py . q)(k) = 0.
Note that in the case of a block cipher, since we need the block cipher to be
invertible, it can be at most of degree n — 1 and thus we are guaranteed to have
P,...1)(k) = 0. For the former, we require that

Zai<ﬂ’Pui(k)> =0, oy € Fy

implies that all «; are equal to zero. This can be rewritten as

0= (B, P, (k Z ZB(J)p(J)
= 3" gD PO (k) Z%]pm

(2]
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with v; ; = a8 () € Fy. One way to simplify this equation is to require something
(potentially significantly) stronger, namely that all n x n polynomials

pi;(k) = PY)

are linearly independent.

On Key-Patterns and Matrices. Asking that all the polynomials p; ; are
linearly independent can be put into the following context for input-, output-
and key-pattern. Consider the polynomials in its ANF

pij(k) == P =Y ALk

’UE]F%

The values of ASEQU are equal to the parity of the number of trails (u;,v) — e;,
that is trails with input pattern u;, key-pattern v and output pattern e;. If we
want to show that all those polynomials are linearly independent, it is sufficient
(and actually necessary) to find a set of key-patterns vy, . ..v,, with s > n? such
that the integral-resistance matriz

Midos Mion Moy M Mo Ay ALY AR,
1 2 1 2 j n—1 n
)‘51«1),1)2 )‘511)7112 )‘371’),1)2 >‘1(L2)~,U2 )‘1(42),112 e A’EL]L)y/Uz )‘Etn,vz) )‘gtn)ﬂ&

I(E) =

)\gll)yvs )\221)7 Vs )\7(1:?)11}3 )\812)7 Vs )\1322); Vs Ag{)ﬂjs )\E;;Lljuls) )\8:1)7 Vs

has full rank. This brings us to the following proposition which we apply in
Sect. 6.

Proposition 2 (INTEGRAL-RESISTANCE PROPERTY). Let E: F§ x
F5* — FZ be a block cipher and Z(E) be a corresponding integral-resistance
matriz. If T(E) has full rank and kg is an independent whitening key, Ey(x+ ko)
fulfills the integral-resistance property, i.e for every proper subset M C F§ and
output mask B € FY the sum

> (B, Br(x + ko))

reEM

1s key-dependent.

4 Guarantee for More Rounds

Even if the lower bound on the degree of an R-round block cipher is d, it is not
clear that R+ 1 rounds have a degree at least d. Indeed, the next example shows
that this is not only non-trivial but simply wrong in general.
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Example 4. Let F,G: F3 — F3 be permutations of degree 2 defined as follows:

T1%T2 + T3 T + x2T3
F(z1,22,73) = 1 , G(x1, 9, 23) = T
T2 T3

Then we can write the composition of F' and G with a key addition in the middle
as

129 + 23 + k1 x3 + x1k3 + xoko + k1 + koks
G(F(.T)—i—k):G r1 + ko = 1 + ko s
xo + k3 xo + k3

which has only degree 1 in .

Thus, the algebraic degree can decrease if the highest-degree monomials are
cancelled out by applying an additional one round. Although it is nontrivial in
general, for some block ciphers (with independent round key assumption), we
show that we can guarantee that the algebraic degree does not decrease. Intrigu-
ingly, as we will see in this section, this argument does not work for all choices
of S-boxes. The case of minimal degree and for the strong arguments against
integral distinguishers, the situation is more clear: Here, as we will detail later
in this section, adding additional rounds never allows to decrease the minimal
degree nor invalidates the strong argument.

4.1 More Rounds for the Algebraic Degree

We split the discussion of how to argue about the algebraic degree into parts,
dealing step by step with the linear layer, a single Boolean function, and finally
an entire round.

The linear layer does not change anything as both the algebraic degree as
well as the minimal-degree are invariant under affine equivalence (see e.g. [9]).

Lemma 2. Let F: Fy — FZ be any function and A: Fy — FL be an affine,
invertible function, then it holds that

deg(F o A) = deg(A o F) = deg(F),
minDeg(F o A) = minDeg(A o F') = minDeg(F).

To cover a layer of S-boxes, we consider the general situation of a parallel
application of functions. Since the algebraic degree is the maximum degree of all
output bits, it is enough to look at each output bit separately. Therefore, it is
sufficient to consider the influence of an isolated S-box on the algebraic degree.

As a next step, the following theorem gives efficient to verify conditions on
when appending a single Boolean function does not decrease the algebraic degree.

Theorem 3. Let a Boolean function f: Fy* — Fy be given and consider a round
key k € Fy'. Consider the algebraic normal form of the function

Jr By =Ty, fr(z) = fz+ k)
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be given as

fe(@) =" pu(k)z™.

ugFy

Assume that
De; (k) ¢ span{p, (k) | u # e; and u # 0},

that is pe, 4s not linearly dependent on the other coefficients when viewed as
a polynomial in k. Then it holds that deg(fr o F') > deg(F;) for any function
F :Fy — Fy. That is, the degree of the ith coordinate of F is a lower bound of
the algebraic degree of the composition of F with f.

Proof. We denote the algebraic normal form of F; by

Fz(y) = Z /\va

velFy

Let the degree of F; be d. Then, there exists a vector w of weight d such that
Aw = 1. We now get

@) = 3 pulb)F@)" = p (D F ) + 3 pulk)F(y)"

u€elFy uFe;

=pe(k) | D Ay’ | + Y pu(k)F(y)"

velFy uF#e;

= P, (F) Xy + D pes(k)Auy” + Y pulk)F(y)*
vEwW uF#e;

By expanding the expression of F(y)¥, the last sum can be rearranged into
Zeeﬁ«‘g qe(k)y’, where each go(k) corresponds to a linear combination of the p,, (k)
for u # e;.

fe(F(y) = pei(k))\wyw + Zpei(k)/\vyv + Z (H(k)ye

vEWw LEFY

= (pe; (k) Aw + qu(k)) ¥ + Z (Pe; (K)o + q0) y".
vFEW

As p., (k) is linearly independent from the p, (k) for u # e; and g, corresponds
to such a sum, the key-dependent coefficient of y* is non-zero. As wt(w) equals
d we conclude that deg(fi o F') > d. O

If a given Boolean function f fulfills the conditions of the above theorem, we say
that f preserves the degree of its ith input component.

Ezxample 5. Consider the Boolean function

f(l‘) = xox1x2 + ToT1 + ToT2 + X9 + T122 + Tox3 + 3 + 1.
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Then

fr(x) = xox1me + (k2 + Dxoxy + (k1 + Doz + (kike + k1 + ko + 1)ag
+(k0 + 1)331:11‘2 + (k‘ok‘g + ko + k‘g)xl + zox3 + (k‘okl + ko + k1 + k‘3)$2
+ (ka2 + Das + kok1ks + kok1 + koka + ko + k1ka + koks + ks + 1.

The non-zero non constant coefficients to consider are

piio(k) =1 prioo(k) = ko +1 pioto(k) = ki1 +1
po110(k) =ko+1 prooo(k) =kike + k1 + ke +1  poroo(k) = koka + ko + k2
poo11 (k) =1 poo1o(k) = kok1 + ko + k1 + ks pooo1 (k) = k2 + 1.

While p1000, Po100, Poo1o cannot be expressed as linear combination of the others
(as the quadratic term is unique in the non-constant terms) pgoo1 actually can
(as it is simply equal to p119p). So in this case we get that

deg(fx o F') > max{deg(Fp), deg(F1),deg(Fz)},

and thus f preserves the degree of its first (z¢), second (z1) and third (z2) input.
However, it does not always preserve the degree of its last input. Indeed, consider
F on four inputs yo, y1, Y2, y3 such that

ro=Fo=yoy1r x1=F1=19y3 x2=F>=y> x3=F3=1yoy1%2¥3.
Then deg(F') = 4 while deg(fx o F') = 2.

Now, this theorem can be used to bound the algebraic degree as summarized in

the next corollary. For this, we denote by Sg) an S-box layer (the r-fold parallel
application of S) together with an independent round key addition k, i.e.

Se(@1, ... 1) = (S(x1 + k1), .., Slan + k).

Corollary 3. Consider an S-box S: 5 — F5'. If, for each 1 < i < m there
exists a coordinate function S; such that S; preserves the degree of its ith input,

then for all functions F': F§'" — F5'", we have deg(S,(:) o F') > deg(F).

Results. Based on Corollary 3, we computed which S-boxes preserve the degree.
For a single S-box, that can be checked efficiently for all practical relevant values
of n. The sage code that automatically checks the properties is given as supple-
mentary material. Especially, if we go through all 302 representatives of all affine
equivalence classes for 4-bit bijective S-boxes, there are 244 such S-boxes that
preserve the algebraic degree, while 58 do not. Some specific examples are that
the S-box of GIFT and PRESENT preserve the algebraic degree, while it is not the
case for the S-box of CRAFT, SKINNY-64 and SKINNY-128. We also tested the
inverse mapping over Fon for n = 3 to n = 8 (e.g. the AES S-box), and each of
them also preserves the algebraic degree. So in particular we see that any bound
on the algebraic degree of the AES implies the same bound for the full AES.
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4.2 More Rounds for the Minimal Degree

To bound the algebraic degree, we had to show that for any input bit 7, there is
at least on output bit that preserves the degree of its ith input. For the minimal
degree, the situation is different in two ways. On the one hand, we have to ensure
more. As we want to bound the minimal degree, we have to bound the degree
of any linear combination of output bits. On the other hand, as we are going to
assume that F' has a given minimal degree, we know that preserving the degree
of any linear combination of its input is sufficient. Finally, there is no direct
equivalence to Corollary 3 for minimal degree. However, the next theorem (and
its proof) shows that this can be dealt with. Indeed the case for minimal degree
is significantly easier.

Theorem 4. Let F': F} — FY* be a function and S: F3* — FS be a function such
that for any non-zero 3 € FY the component function (3,S) is non-constant. If
we denote by Sy the function Si(z) = S(z + k) parameterized by a key k € Fy
then the minimal degree never decreases, that is

minDeg(Sy o F') > minDeg(F).

Proof. Let 3 € FL be a non-zero vector. We consider the component function
f(z) = (B,5(x)) and show that the minimal degree of fi o F is at least the
minimal degree of F. For this, consider a monomial of maximal degree in the
algebraic normal form of f, without loss of generality zq---x4_1. For fg, this
will in particular generate the term ky - - - kg_120. This key-monomial k; ... kgz_1
could also appear as part of the coefficients of different linear monomials x;, but
not in coefficients of non-linear monomials. Thus f; can be written as

fu(@) = kv - k1 (v, @) + gr(2)

with a non-zero v € F5* and a polynomial g such that k; - - - k;—; cannot be ex-
pressed as a linear combination of its coefficients. That is, the term ky - - - kt—1 {7y, )
cannot cancel in the algebraic normal form of f; o F. Finally the degree of
(v,z) = (v, F(y)) is bounded by the minimal degree of F' by definition. O

4.3 More Rounds for Strong Arguments

The strong arguments extends to more rounds automatically without any addi-
tional requirements. Indeed, consider the composition Ej o F where E}, fulfills
the strong arguments and F is a fixed permutation. Note that if F' is actually
key-dependent (using an independent key-value), the same argument applies.
Considering any non-empty set M C F3, and any 3, we get

S B EFE@) = Y (8. EW),

zeM yEF(M)

which depends on k as any sum does for Ej. Note that in the context of block
ciphers where the round function is (most of the time) identical for each round
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Fig. 2. Round function of CRAFT.

(assuming independent round keys and thus absorbing round constants), even
though this arguments is valid when adding an arbitrary amount of rounds before
E, it also includes the case where we add an arbitrary amount of rounds after
E}.. Indeed in this context, F" o B, = Ey o F", where F' is the round function. If
the previous arguments hold for Ej o F", it thus automatically holds for F" o Ej,
i.e. any sum ), (B3, F"(Eg(7))) is key-dependent.

5 Improvements of Efficiency by using Equivalent S-boxes

The core part to guarantee the lower bound of degrees is to find a key pattern
where the number of division trails from a plaintext to a ciphertext is odd. To
find such a key pattern, the trail extension technique was proposed in [12]. A
key pattern is generated from the ciphertext side round by round as outlined in
Sect. 2.3. In the end, lower bounds on the (minimum) degree for round-reduced
variants of SKINNY-64, GIFT-64, and PRESENT could be efficiently computed. On
the other hand, it is open whether the trail extension technique can find such
key patterns for other ciphers. We used the tool provided in [12] and modified
it for the block cipher CRAFT. As a result, we failed to find key patterns in
spite of the similarity to SKINNY. This is because the round function of CRAFT
has fundamental problems to disturb trail extensions. In practice, the round
function of SKINNY-64 or GIFT-64 is significantly suited to the trail extension,
and the trail extension is unlikely succeeded in general.

We are only interested in the parity of the number of trails for a fixed pattern,
but in practice, we cannot know the parity unless all trails are enumerated.
Therefore, the feasibility highly depends on the number of trails, which we try
to keep significantly small. When the key pattern is sequentially generated in the
trail extension, the number of trails must be kept small throughout all iterations.

Let us focus on the CRAFT round function (see Fig.2), in particular, a super
S-box, which consists of four 4-bit S-boxes, MixColumns, and four 4-bit S-boxes.
Let u, v, and w be the input, key, and output patterns on the super S-box, and the
trail extension technique generates (u, v) from w such that the Hamming weights
of u and v are as high as possible. As an example, we enumerated all (u,v) that
can propagate to w = 0x1200, where the two S-boxes and one MixColumns are
independently evaluated. Then, wt(u)+wt(v) = 13 is the maximum choice, e.g.,
(u = 0x7777,v = 0x2000) can propagate to w = 0x1200. Unfortunately, this
trail is not available because there are 4 different trails satisfying (u,v) — w.
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Fig. 3. The number of (u,v) and their numbers of trails, output pattern is 0x1200. For
example, when wt(u) + wt(v) = 11, there are 3428 (u,v) whose number of trails is 4.
When the number of trails exceeds 20, the labels >20E and >200 are used for even
parity and odd parity, respectively.

Figure 3 summarizes the number of (u,v) and their numbers of trails when w =
0x1200. The numbers of (u,v) with wt(u) + wt(v) = 13 and wt(u) +wit(v) = 12
are 81 and 1917, respectively, but there is no (u,v) whose number of trails is
odd. When wt(u) + wt(v) = 11, there are 28 (u,v) whose number of trails is 1,
but the number is very few. In other words, the choice of the trail extension is
very limited among all trails. Even if such a rare propagation is adopted, after
several rounds, it is unlikely to restrict the number of trails to a size that is
able to handle in practice. This trend is not limited to w = 0x1200. Indeed, a
preferable propagation is very rare for many output pattern. This is our heuristic
explanation why the trail extension cannot find a key pattern for CRAFT.

5.1 Replacement to Equivalent S-box

We tackle the problem to expand the class of ciphers that we can prove a lower
bound on the degree. The core of the problem is having too many trails. There-
fore, we propose a new method to decrease the number of trails fundamentally.
Generally, this method is based on rewriting the ciphers specification (potentially
up to a linear change of plaintext and ciphertext and a different key-scheduling).
We call such ciphers equivalent. More specifically, we replace the S-box in such a
way that we get the exact same cipher. Thus, while we keep the cipher identical,
its behaviour with respect to division trails might well change.

The first important remark is that even constant addition changes the prop-
agation table of the division property unlike the differential distribution table or
linear approximation table. Under the key-alternating ciphers, constant addition
before/after S-boxes results in a different representation of the original cipher
because such constant addition can be included in the round key addition.

Proposition 3 (Equivalent S-box for key-alternating ciphers). Replac-
ing an S-box S in a key-alternating cipher with an S-box S’ : S'(x) = S(x &
Cin) ® Cour Tesults in an equivalent cipher under the independent round key.
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To demonstrate the effect of the equivalent S-box, we use the CRAFT S-box as an
example. There are 76 possible transitions in the propagation table (see the left
one in Table 2). On the other hand, in S'(z) = S(x @ 0x7) @ 0x7, there are only
56 possible transitions. The total number of trails decreases from 76 to 56. We
can expect that the use of S’ instead of S decreases the number of trails from a
plaintext to a ciphertext.

For ciphers whose linear layer consists of word-wise XOR and word-wise
shuffle such as CRAFT or SKINNY, there is a more wide equivalent class.

Proposition 4 (Equivalent S-box for ciphers with word-wise linear layer).
Replacing an S-bozx S in a key-alternating cipher whose linear layer consists of
word-wise XOR and word-wise shuffle with an S-box S’ : S'(z) = A~ x S(A x
(B cin)) ® Cout Tesults in an equivalent cipher under the independent round key.

An invertible linear transformation, denoted by A X x, is applied before the S-box,
and its inverse A~! is multiplied after the S-box. Unlike in the generally studied
affine-equivalent class, we limit the second linear transformation to the inverse
of the former linear transformation. Since multiplication of A~! and word-wise
XOR/shuffle are commutative, the multiplication of A~ can be moved at the
beginning of the next round. Then, as A x A™! is the identity, we see that the
ciphers are indeed equivalent.

The number of linear transformations is 20160 for 4-bit S-boxes. Therefore,
there are (at most) 20160 x 2% x 2% ~ 22223 equivalent S-boxes, and we can
choose a preferable S-box to prove the lower bound. Note that the target cipher
also changes to the cipher whose plaintext and ciphertext is linearly transformed,
but it never affects the algebraic degree, the minimum degree, and of course, the
claim of no integral distinguisher3.

5.2 Choice of Preferable Equivalent S-boxes

The most important problem is how to choose a preferable S-box from the equiv-
alent class. Intuitively, the lower number of possible trails, the better. However,
as far as we tried, this problem is not so simple, and choosing an S-box whose
propagation table has the following property is better. In the following, let
and v be an input pattern and an output pattern, respectively.

— For any w with wt(u) = n — 1, the possible output pattern v is uniquely
determined when wt(u) — wt(v) is maximized.

— For any v with wt(v) = 1, the possible input pattern u is uniquely determined
when wt(u) — wt(v) is maximized.

— The number of possible transitions is as small as possible.

Note that these conditions are heuristically found, and whether adopting these
conditions is optimal or not is an open question. As a consequence, the use of
S-boxes satisfying these conditions allows us to prove the lower bound of CRAFT.

3 Similar technique is already known in [17,11], but there is significant difference. In
previous works, a linear transformation is applied to S-boxes in the first and the last
rounds only. In our proposal, it is applied to all S-boxes in the middle rounds.
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Table 2. Propagation table for the CRAFT S-box. The left is the table of the original
S-box. The right is the table of the equivalent S-box described in Example 6
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Fig. 4. The number of (u,v) and their numbers of trails in the CRAFT super S-box using
the equivalent S-box described in Example 6. Output pattern is 0x1200.

Ezxample 6. The following S-box
S’ : 0x0, 0xC, 0xA, 0x7, 0x9, 0x6, 0x1, 0xF, 0x8, OxE, 0x4, 0x3, 0x2, 0x5, 0xD, 0xB

is equivalent to the original S-box of CRAFT and satisfies the three conditions.
Note that S’ is generated from the original S-box S as follows:

1011
S'(x) = A~! x S(A x (z ® 0x5)) @ 0xD, A= <§§§§J>

where © = xy4||xs||z2||z1 is identical to the transpose of (z4,zs3,x2,21), i.€.,
(74,23, 22,71)T. Table2 shows the comparison between the propagation tables
of the original S-box and the equivalent S-box. The table of the equivalent S-box
is more sparse than that of the original one. Six propagations labeled in red color
correspond to the first and second conditions. For example, when v = 0x4, u with
maximum Hamming weight is uniquely determined to 0xA. As another example,
when u = 0xD, v with minimum Hamming weight is uniquely determined to 0x2.

Finally, we test the same experiment using the super S-box, i.e., we enumerate
all (u,v) that can propagate to w = 0x1200. Figure4 summarizes the number
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of (u,v) and their numbers of trails. Unlike the original one shown in Fig. 3, the
majority of possible propagations has only one trail.

6 Applications

In this section we are going to apply our results, i.e. how to give stronger ar-
guments to a set of ciphers. For each cipher, we briefly explain some specific
observations and improvements we applied. The code for verifying our results,
including the modeling of the ciphers, can be found in Supplementary Material D.
The results for all ciphers are given in Table 1.

In all ciphers whose block length is n, we need n? key patterns to guarantee
no integral distinguisher, and the integral-resistance matrix has n* entries, i.e.,
224 and 22® on 64-bit and 128-bit block ciphers, respectively. To compute these
entries efficiently, we use a key pattern in which key patterns for the 1st and
last rounds are non-zero if it is possible. Then, almost all entries in the integral-
resistance matrix must be 0, and the integral-resistance matrix has the form of
a diagonal block matrix. When all block matrices have full rank, the integral-
resistance matrix has full rank. Another important remark is that even if some
entries are not determined, we can still prove that the integral-resistance matrix
has full rank. For example, since the following matrix

10 %
0101,
001

has full rank independent of *, we do not need to determine the entry . Note
that [1] observed that using the Convex Hull technique to modelize S-boxes [23]
in MILP can sometimes leads to inconsistencies. We double checked and made
sure that this phenomenon does not happen for the S-boxes that we use.

6.1 Applications to CRAFT

CRAFT is a lightweight tweakable block cipher published in ToSC 2019 [5]. The
block length is 64 bits, and 4-bit S-boxes are used as the nonlinear operation.
On our proof, we assume independent tweakeys each round.

The designers of CRAFT showed an 13-round integral distinguisher [5] in the
single tweak-key setting. For the tightness of results, our goal is therefore to
show that 14 rounds (and more) do not have any integral distinguisher under
the independent-tweakey assumption.

Figure 2 shows the round function of CRAFT. The propagation of the divi-
sion property for the SB and MixColumns are independently modeled, where
MixColumns is regarded as 16 parallel applications of 4-bit to 4-bit linear trans-
formation. Moreover, the first round consists of the SB only. As shown in Sect. 5,
we use an equivalent S-box instead of the original S-box to improve the efficiency.
Note that using the original S-box did neither allow to extend trails nor to find
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key patterns whose number of trails is odd. Therefore, our new proposal using
an equivalent S-box is necessary to handle CRAFT.

We start with the proof of having no integral distinguisher in 14 rounds. To
prove it, we need at least 4096 key patterns whose corresponding 4096 x 4096
integral-resistance matrix has full rank. Generating 4096 key patterns is time
consuming. Besides, it is unlikely that the integral-resistance matrix becomes full
rank when 4096 key patterns are generated without care. A systematic strategy
is required to efficiently generate such key patterns.

As a first improvement, we exploit the symmetry property of CRAFT. Denote

S0 S4 S8 S12 S8 S12 S0 S4

T S§1 85 S9 S13 _ | %9 5135155 ,
S2 8¢ S10 S14 510 S14 S2 S6
53 87 S11 S15 S11 S15 S3 S7

then the round function R of CRAFT (excluding constant and tweakey additions)
fulfills R(T'(s)) = T(R(s)). As we can ignore the impact of keys and constant
addition under the independent tweakey assumption, rotating by two columns
is thus invariant for the computation of key patterns. Therefore, once we find
a key pattern, the key pattern transformed by the symmetry property is also
available. Thanks to this property, 4096/2 = 2048 key patterns are enough.

As a second improvement, we use key patterns that share the same division
trail in the middle part. Concretely, we first construct 12-round input/key/out-
put patterns whose number of trails is odd, and then, the trail is systematically
extended both forward and backward direction by 1 round, respectively. Then,
we can generate 2048 key patterns only from 32 12-round patterns. This tech-
nique is shown in Supplementary Material A in detail. As a consequence, we
can generate 4096 key patterns whose corresponding integral-resistance matrix
has full rank. As a consequence, we can generate 4096 key patterns whose corre-
sponding integral-resistance matrix has full rank, and all key patterns are listed
in Supplementary Material D. As shown in Sect. 4.3, once we can generate an
integral-resistance matrix of full rank for 14 rounds, it also guarantees no inte-
gral distinguisher in 14 rounds and higher.

6.2 Applications to SKINNY-64

SKINNY is a lightweight block cipher published at CRYPTO’16 [4]. There are two
different version of SKINNY (64-bit block SKINNY-64 and 128-bit block SKINNY-128).
In [12], the lower bounds of the algebraic degree and the minimum degree
reach the maximum, i.e., 63, in 10-round SKINNY-64 and 11-round SKINNY-64, re-
spectively. It also shows that 13-round SKINNY-64 has 64 maximum degree mono-
mials. On the contrary, the best integral distinguisher reaches 11 rounds [11]*.

* In the 11-round distinguisher shown in [11], each tweakey is not XORed to the full
state. However, we confirmed that there are 11-round distinguishers even when each
tweakey is XORed to the full state.
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Note that SKINNY does not have the pre-whitening key, the 11-round integral
distinguisher can be extended to a 12-round one for free.

Our goal is to show that 13 rounds and more never have integral distinguish-
ers under the assumption that each round-tweakey is independent and they are
XORed to the full state. Again, SKINNY does not have a pre-whitening key.
Therefore, to prove no integral distinguisher in 13 rounds, we need to construct
a full-rank integral-resistance matrix for 12 rounds. We show the high-level idea
here and the detail is shown in Supplementary Material B.

Similarly to CRAFT, the SC and MixColumns are independently modeled,
where MixColumns is regarded as 16 parallel applications of 4-bit to 4-bit lin-
ear transformation. Moreover, the last round consists of the SC only. Unlike the
CRAFT S-box, the division property table of the SKINNY-64 S-box is relatively
sparse. Therefore, the trail extension is possible without the equivalent S-box
technique [12]. However, using the equivalent S-box technique increases the effi-
ciency significantly. The following S-box

S’ : 0x1, 0xA, 0x2, 0xB, 0x3, 0xC, 0x4, 0x9, 0x6, OxE, 0x5, OxF, 0x8, 0x0, 0xD, 0x7

is equivalent to the original S-box of SKINNY-64 and satisfies the three conditions
shown in Sect. 5. We also use two improvements which are similar to CRAFT to
generate a full-rank integral-resistance matrix efficiently. The first improvement
is the so-called column rotation equivalence[12]. Once we find a key pattern,
three key patterns whose columns are rotated by 1, 2, and 3 are also available.
Thanks to this property, 4096/4 = 1024 key patterns are enough.

The second improvement used for CRAFT, i.e., to first generate division trails
which cover only 10 rounds and then extend it to 12 rounds, is also applicable
here. Unfortunately, we cannot use this trick for all of 1024 key patterns because
there is no 10-round division trail from specific input pattern to specific output
pattern. For key patterns where this is not possible, we need to generate key
patterns for 12 rounds directly.

As a consequence, we can generate 4096 key patterns whose corresponding
integral-resistance matrix has full rank, and all key patterns are listed in Sup-
plementary Material D. Again, once we generate a full rank integral-resistance
matrix for 12 rounds, it also guarantees that there is no integral distinguisher
for 12 rounds and more.

6.3 Applications to GIFT-64

GIFT is a lightweight block cipher published as CHES’17 by Banik et al. [2],
with a 128-bit key and two variants depending on the block size : GIFT-64 and
GIFT-128 for 64-bit and 128-bit block size respectively. Its round function is
very simple and only consists of the key-addition, an S-box layer with 4-bit S-
boxes and a bit permutation layer. Note that in the original design, the round
key is only added to half of the state. As in [12] we are here considering a
slightly different variant where the round key is added to the full state, as well
as assuming that each round key is independent (as in the rest of this paper).
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We reused the key patterns given by [12] for their proof of the ”all max-
imal degree monomial” property, leading to key patterns vy,...,vs with s =
n? = 4096 for 11 rounds. Note that these key patterns already have the special
property mentionned at the start of Sect. 6.

We set a time limit of one minute for the computation of each coefficient in
the integral-resistance matrix. That is, if we could not compute the total number
of trails in less than one minute, we replace the coefficient by x. By doing this
we are still able to compute enough coefficients so that we can prove that the
matrix is always full rank. Note that since GIFT doesn’t have a whitening key,
having the integral-resistance matrix at full rank for 11 rounds means that we
prove the resistance against integral distinguishers for 12 rounds (as in the case
of SKINNY-64). Thus with this, and assuming independent round keys, we were
able to prove that 12 rounds and higher of GIFT64 has no integral distinguisher,
according to Corollary 2.

6.4 Applications to PRESENT

PRESENT is another lightweight block cipher, published at CHES’07 [6], with a 64-
bit block size and the option between 80-bit and 128-bit key. Its round function is
also very simple, built with only a key addition, S-box layer of 4-bit S-boxes and
a bit permutation. Similarly to CRAFT, we first build input/output/key-patterns
leading to an odd number of trails for 11 rounds, and extend them by one round
both in the forward and backward direction using affine equivalent S-boxes for
the first and last round, which are given in Supplementary Material C. In the
end this allowed us to prove that 13 rounds and higher of PRESENT, assuming
independent round keys, does not have any integral distinguisher, according to
Corollary 2.

6.5 Applications to SIMON/Simeck

SIMON is a Feistel cipher which was published in 2013 [3]. Figure 5 shows the
round function where S? is the left circular shift by i positions. The shift con-
stants for SIMON are a = 8, b = 1, and ¢ = 2. While the cipher operates on n-bit
words, the block length is 2n. SIMON supports the block lengths 32, 48, 64, 96,
and 128. The cipher Simeck [24] is very similar, it just replaces the shifts con-
stants by a =0, b = 5, ¢ = 1 (to allow an even more efficient implementation)
and supports the block lengths 32, 48, and 64.

For the division property of SIMON/Simeck we can observe the following word
rotation equivalence: let F(x;,yi, ki) = (Ti+1, Yi+1) be one round of SIMON/Simeck.
Then the round function is shift invariant, that is, for all 0 <[ <n

(a1,a2,a3) < (b1,bs) & (S'(a1), S (a2), S (az)) > (S'(b1), S'(b2)).

Showing the integral-resistance property for SIMON and Simeck requires, with
a naive approach, 4n? key patterns. Based on the word rotation equivalence, we
can reduce this number down to 4n. Finding a key pattern where only one
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Fig. 5. SIMON/Simeck round function [13]. Fig. 6. SIMON/ Simeck one round extension
for pre-whitening key.

combination of a monomial and an output bit leads to an odd number of trails
and all other combinations to an even number of trails leads to a unit vector
as a column in the integral-resistance matrix. In this row where the unit vector
has the 1 entry, we do not need to count the number of trails for other key
pattern and just insert a 0 there. If the number of trails is odd for the specific
monomial/output bit combination for another key pattern, we can just add the
unit vector to this column to create a 0 entry there. Unlike the other block ciphers
examined in this paper, the trail extension was not used, we simply maximized
the weight of the key patterns.

We iterated over all monomial/output bit combinations and try to find a
key pattern, so that the number of trails is odd. We parallelized the search of
key patterns, which leads to a program behaviour where for ”easy” monomi-
al/output bit combinations key patterns are found very fast and often give unit
vectors. When the program found key patterns for ”complicated” monomial /out-
put bit combinations, for many positions in the column the trail counting can
be omitted, which drastically improves the performance.

When we can compute the integral-resistance matrix of full rank for r rounds
of SIMON resp. Simeck, we still need a pre-whitening key on the full state to
ensure the integral-resistance property. For that we add one additional round
in the beginning (see Fig. 6). As we already assume independent round keys, we
can (virtually, similarly to masking or secret sharing) split the second round key
in two independent parts (k; and kéo)), and add kéo) on the right word. Then

(k:(()o), kél)) is our pre-whitening key on the full state. The application of F' before
does not change the integral-resistance property as shown in Sect. 4.3. This leads
to a proof of the integral-resistance property for r + 1 rounds.

The best known integral distinguishers for SIMON32 and Simeck32 cover 15
rounds [21]. We can show that the integral-resistance property holds for 16
rounds of both ciphers which is tight in terms of number of rounds. The integral
distinguishers shown in [23] for SIMON48/64/96/128 and SIMECK48/64 can be
extended by one round with the technique shown in [22]. Adding another round
gives our bounds in Table 1 where we show the integral-resistance property.
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7 Conclusion and Future Work

In this paper, we were able to show strong security arguments against integral
distinguishers for several block ciphers following the SPN and Feistel designs.
Although these are the best security guarantees against integral distinguishers
so far, in theory, it could still be that it is easy to mount integral attacks. Our
result shows that any sum is key-dependent, however, this does not exclude the
case where the sum is simply one key bit, which could be exploited in an attack.

A wider application to more (block) ciphers would be interesting, especially
under the aspect of more automatization and less optimization by hand. We see
further research directions in closing the gap for GIFT-64 and PRESENT between
the best known integral distinguisher and the integral-resistance property, and a
more intuitive understanding of what allows the degree to be extended to more
rounds. For the question of covering more rounds, in the case of an algebraic
degree, it would be interesting to better understand which S-boxes, or family of
S-boxes, allow to preserve the degree for more rounds.

Our results are inherently non applicable to cryptographic permutations be-
cause (i) the key addition is crucial for our results and to reduce the complexity
of the MILP models and (ii) the conditions for the integral distinguisher can-
not be fulfilled. Deriving similar results for permutations or permutation based
schemes would be interesting.
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Supplementary Material
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A Detail of Key Pattern Generation for CRAFT

To efficiently find 14-round key patterns whose integral-resistance matrix is full
rank, we first find 12-round key patterns.

Table 3. Propagation of division trail in the 1st round

key

input
EFFF X
DFFF - X
BFFF - -
TFFF - -
FEFF - - -
FDFF - - -
FBFF - - - - -
F7FF - - - - - - -
FFEF - - - - - - - *
FFDF - - - - - - - - - Z *
A
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Extension in the Beginning. We start the systematic trail extension for the
1st round. Table 3 summarized the output patterns when input and key patterns
are fixed, where X, Y, Z and W are

X = {FFF7,FFT7F, TFFF},
Y = {FFF7,FTFF},

7 = {FFTF},

W = {FFF7}.

Moreover, there is no possible output pattern in —, and there are possible output
patterns in *.

We focus on FFF7 is included in X, Y, and W. In other words, 12 input patterns
can propagate to FFF7 with corresponding key pattern. When we focus on the
1st column, we first find key/output pattern for 12-round CRAFT as

FFFF FTFF
FFFF PermuteNibbles FFFF V2,V3,...,V12 w13,
FFFF FFFF
TFFF FFFF
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Then, the extended key pattern (vy,vs,vs, ..

according to the Table 3.

Similarly, FF7F is included in Z, and

FFFF
FFFF
TFFF
FFFF

PermuteNibbles
_—

FFFF
FFTF
FFFF
FFFF

V2,V3;...,V12
—>

U13-

.,v12) is used, where vy is decided

Note that the number of trails using extended pattern is not always the same
as the number of trails using the original pattern. We simply expect that these
numbers are the same and verify our expectation by counting these numbers
of trails. Once these numbers are the same and odd, the use of such patterns
yields the full-rank block matrix because the matrix shown in Table 3 is full rank
independent of *.

Table 4. Propagation of division trail in the last round

output

key

5000

2000

1000

0600

0500

0200

0100

0060

0050

0020

0010

0006

1000
2000
4000
8000
0100
0200
0400
0800
0010
0020
0040
0080
0001
0002
0004
0008

oo X

b ok ok

Extension in the Last. Similar idea can be applied to the last round. Table 4
summarized the input patterns when output and key patterns are fixed, where
X, Y, Z and W are

X = {8000, 0080, 0008},

Y = {0800, 0008},

Z = {0080},
W = {0008}.
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Moreover, there is no possible output pattern in —, and there are possible output

patterns in *.
We focus on that 0008 is included in X, Y, and W and 0080 is included in Z.

Therefore, we search for input/key pattern for 12-round CRAFT as

0000 0000
V2,V3,...,V12 O O O O V2,V3,...,V12 O 0 O O
"loooo]’ 42 "lso000
8000 0000
Then, the extended key pattern (vq, vs, ..., v12,v13) is used, where v13 is decided

according to the Table4.

Summary. In summary, we first search for 4x8 = 32 input/key /output patterns
for 12-round CRAFT as follows.

FT7TFF FFFF FFFF FFTF
FFFF FFTF FTFF FFFF
FFFF|' |FFFF | |FFFF |’ |FFFF
FFFF FFFF FFFF FFFF

0000 0000 0000 0000
V2,03,...,V12 0000 0000 0000 0000
0000[|’|8000|’|0000]’]10800
8000 0000 0800 0000

0000 0000 0000 0000
0000 0000 0000 0000
0000|’l00O80|’|0000]’]0008
0080 0000 0008 0000

Then, each pattern is extended to 14-round ones, and 2048 patterns are generated
as follows.

— There are 2 x 4 = 8 patterns for 12-round CRAFT that yield 12 x 12 = 144
patterns for 14-round CRAFT. In total 8 x 144 = 1152 patterns.

— There are 2 x 4 = 8 patterns for 12-round CRAFT that yield 12 x 4 = 48
patterns for 14-round CRAFT. In total 8 x 48 = 384 patterns.

— There are 2 x 4 = 8 patterns for 12-round CRAFT that yield 4 x 12 = 48
patterns for 14-round CRAFT. In total 8 x 48 = 384 patterns.

— There are 2 x 4 = 8 patterns for 12-round CRAFT that yield 4 x 4 = 16
patterns for 14-round CRAFT. In total 8 x 16 = 128 patterns.
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B Detail of Key Pattern Generation for SKINNY-64

B.1 Round Function of SKINNY

k ShiftRows MixColumns
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Fig. 7. Round function of SKINNY.

Figure 7 shows the round function of SKINNY. We focus on SKINNY-64, where
4-bit S-boxes are used in SC.

B.2 Equivalent S-box

Table 5. Propagation table for SKINNY-64 S-box. The left is the table of the original
S-box. The right is the table of the equivalent S-box.

[o][1]2[4[8][3[s]6[o[A[c[[7[B]D[EF]

8 3 I [ A I \

[o[]2[4[8][3[s]6[o[A[c[[7[B]D[EF]

0 OfxIx[ T TN TTTTHTITI]
1 X X X X 1 X|x X X

2 X X X X 2 X|x

4 X X|x X 4 X X

8 X|x|x|x|x X 8 X|x|[x e

3 X X|x X 3 X X X X

5 X X X|x 5 X X X|x

6 X |[x X X 6 X X

9 X X X X 9 X|x X X
A X|x X |[x x X A X|x

C X XX X C X|xX||x X

7 X X X X X 7 X X

B X X X B X X X X
D X X D X X X
E X|x X|x X || x E X X X|x X X
PO ITTIHTTTTITI T PO ITTITTTTITITTIT X

To improve the efficiency, we use an equivalent S-box as

S’ : 0x1, 0xA, 0x2, 0xB, 0x3, 0xC, 0x4, 0x9, 0x6, OxE, 0x5, OxF, 0x8, 0x0, 0xD, 0x7.



Strong and Tight Security Guarantees against Integral Distinguishers 37

This S-box is equivalent to the original S-box of SKINNY-64, and S is generated
from the original S-box S as follows:

0001
) — AL l1000
S'(z) = A7 x S(A X (z @ 0xF)) ¢ OxE, A= 0100l

1011

where = x4]|z3|/w2||21 is identical to a column vector (x4, 3,2, 21)7. Ta-
ble 5 shows the comparison between two division-property propagation tables.
The propagation table of the equivalent S-box satisfies three condition shown in
Sect. 5, and the propagation labeled red color corresponds to the first and second
conditions.

B.3 Column Rotation Equivalence

The so-called column rotation equivalence is the property on ShiftRows.

S0 S4 S8 S12 S4 S8 S12 S0 S8 S12 S0 S4 512 S0 S4 S8
51 85 S9 S13 S5 S9 S13 S1 S9 513 S1 S5 513 S1 S5 S9
<~ ~ =4
52 56 510 S14 S6 S10 S14 S2 510 S14 S2 Se6 S14 S2 S6 S10
S§3 S7 S11 815 S7 811 S15 S3 S11 S15 83 S7 S15 S3 S7 S11

This property is invariant for the round function of SKINNY except for con-
stant and tweakey additions. Under the independent tweakey assumptions, we
can ignore the impact on any constant addition. This property shows that we
can generate three key patterns by rotating each column position from one key
pattern.

B.4 Extension from 10-Round Division Trails

Similarly to CRAFT, we construct 12-round key patterns whose integral-resistance
matrix is full rank by using 10-round patterns.

Extension in the Beginning. We start the systematic trail extension for the
1st round. Table 6 summarized the output patterns when input and key patterns
are fixed, where X, Y, Z and W are

X = {FEFF},

Y = {FFFE, FFEF, FEFF},
Z = {FFFE, FEFF},

W = {FFFE, EFFF}.

Moreover, there is no possible output pattern in —, and there are possible output
patterns in x. Here, we focus on that FEFF is included in X, Y, and Z, and FFFE
is included in W.
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Table 6. Propagation of division trail in the 1st round

key
input

A000

8000

2000

0C00

0A0O

0800

0200

00CO

00AO

0080

0020

000C

EFFF
DFFF
BFFF
TFFF
FEFF
FDFF
FBFF
F7FF
FFEF
FFDF
FFBF
FFT7F
FFFE
FFFD
FFFB
FFF7

[

I R

=
[
S

Extension in the Last. Similar idea can be applied to the last round. Table 7
summarized the input patterns when output and key patterns are fixed, where
X, Y, Z and W are

X = {8000, 0080, 0008},
Y = {8000},
Z = {0800, 0080},
W = {8000, 0080}.

Moreover, there is no possible output pattern in —, and there are possible output
patterns in . Here, we focus on that 8000 is included in X, Y, and W, and 0080
is included in Z.

Summary. In summary, we first search for 2x8 = 16 input/key /output patterns
for 10-round SKINNY-64 as follows.

FFFF
EFFF
FFFF
FFFF

0080
0000
0000
0000

FFFF
FFFF
"|FFFF
EFFF

0008
0000
0000
0000

b

V2,V3;-.-,V10
—>

0000
0000
{8000
0000

8000
0000
0000
0000

0000
0000
0800 |’
0000

0800
0000
0000
0000

0000
0000
0080
0000

0000
0000
0008
0000

Then, each pattern is extended to 12-round ones. Unfortunately, some out of 16
patterns are infeasible, and then, we cannot use this technique. Then, we need
to search for key patterns on 12-round SKINNY-64 directly.
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Table 7. Propagation of division trail in the last round

output key 0001/0006|0005|0004|1000{6000{5000{4000(0100{0600(0500(0400({0010{0060|0050|0040
1000 X - B
2000
4000
8000
0100 - - -
0200 - - - -
0400 - - - -
0800 - - - -
0010 - - - -
0020 - - - -
0040 - - - -
0080 - - - -
0001 - - - -
0002 - - - -
0004 - - - -
0008 - - - -
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C Key Pattern Generation for PRESENT

Similarly to CRAFT, we first generated key patterns leading to an odd number
of trails over 11 rounds, to then extend these key patterns to 13 rounds so that
we could obtain our results. When extending by adding one more round in the
forward and backward direction, we used a technique similar to the one given in
[12], where we replace the S-box in the first and last round by an affine equivalent
one. This maintains the correctness of our results while making it much easier
to compute. To recall, the original S-box of PRESENT is the following

S : 0xc, 0x5, 0x6, Oxb, 0x9, 0x0, Oxa, 0xd, 0x3, Oxe, Oxf, 0x8, 0x4, 0x7, 0x1, 0x2

with its propagation table given in Table 8.
For the first round, we replace the S-box by

S’ : 0x8, 0x5, 0x0, 0x2, Oxa, 0x9, 0x4, 0xc, Oxe, 0x7, 0xb, 0xd, 0x6, 0x1, 0xf, 0x3

obtain as
0111

1011
1001)”
0100

S'(z) = S(L x z) & 0x4, with L =

where 2 = w4||23]|22||z1 is identical to a column vector (x4,w3,22,21)7. and
whose propagation table is given in Table 9. For the last round, the S-box used
is

8" : 0x6,0x7, Oxe, 0x3, 0x1, 0x0, 0x8, 0xd, 0x9, 0x4, 0xf, Oxa, Oxc, 0x5, 0xb, 0x2
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Table 8. Propagation table for the S-box of PRESENT.

[ol1[2[4[8[3[5]6[o[A[c[7[B[D[E[[F]

Oflx T Ix[xI [T T T IxIT T [ T1]
1 X X X X

2 X b'e X X

4 X X X X

8 X|xX|x|[x X

3 X|X|X|[x X

5 X X X

6 X X X|X|X|[x

9 X X|X|[x X X
A X X|x X|x|x|x||x
C X X X

7 X X |[[x X X|x

B X xX||x XX || x X
D X|x|x X|x X X
E X X|x|x|x||x
5 0 Y | A A A Y

obtained as
1101

0100
1011
0001

S"=LoS, with L =

and its propagation table given in Table 9.

Table 9. Propagation table for the equivalent S-boxes for PRESENT. S’ on the left and
S’ on the right.

[oft[2[4[8]3]5]6[9[A[C[7[B[DE]F]

31 A A A \

[oflt[2[4[8][3]5]6[9[A[C][7[B[D[E]F]

0 Ofx Ix[x[ T [ [ T T T TTT]
1 X X|x X 1 X X |[x X

2 X 2 X X | X X
4 X X 4 X|xX|[x X

8 X|x X X|x X 8 X|[X|X|X X|[x

3 X|X|X|X X 3 X X X|xX||x X
5 X|X|[x X X|x 5 X | X X

6 X|x X 6 X X|x X
9 X X X|[x||x X 9 X[x||x|x X X

A X X|x||x X|x X X X A X|X[X||x|x|x X|x|x X
C X X X X C X X|x X

7 X X X|[x|x 7 X X|x X X |[x
B X X|X|X|[x B X X X X|x X
D X X|x X || x X D X X X X |[[x

E X X X|x b'e X X E X|x|x|x|x||x X X
FIOTITTIOTTTTITI T PO ITTIOTTTTITI T
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D On the Separated Supplementary Materials

Source codes to count the number of trails and the list of key patterns are
attached in the zip file and/or available at the following adress

https://github.com/StrongSecuritylntegral /SuppMat.

These source code is written by using Gruobi C++ API, and they can be used
to verify our results.

D.1 CRAFT

Following input/key/output patterns are listed in the pattern file.

in : EFFFFFFFFFFFFFFF
k0O : 6000000000000000
k01 : 0000100000000000
k02 : 0000000000000000
k03 : 0000000000000000
k04 : 0000000000C80008
k05 : 0008000C0O0000080
k06 : 489C080CC8C80C88
k07 : 88CCOCOCCCC88CC8
k08 : 0400C08884000400
k09 : 00C8000000000000
k10 : 0000000000000000
k11 : 0000000000000000
k12 : 0000000000000006
out : 1000000000000000

number of trails 1
Here, 16 hex data 0123456789ABCDEF is assigned to the following state matrix.

048C
158D
26AE
37BF

When this input/key/output patterns are used, the number of trails is only 1.
In the next line of number of trails, there are 64 x 64 = 4096 characters that
are 1 or 0 or *. This corresponds to the row vector of the integral-resistance
matrix. When the key pattern is used for the listed input and output patterns,
we count the number of trails accurately. When the number of trails is odd,
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the corresponding entry is labeled to 1. When the key pattern is used for other
input and output patterns, we did not enumerate all trails and just check the
existence of the trails. When there is at least one trail or finding one trail is too
time consuming, the corresponding entry is labeled to x. When there is not trail,
it is labeled to 0.

The attached file only has 2048 input/key/output patterns. The remaining
2048 input/key/output patterns can be generated by using the symmetry prop-
erty of CRAFT shown in Sect.6.1.

D.2 SKINNY-64

The input/key/output patterns for SKINNY-64 has the same format as the ones
for CRAFT. Note that only 1024 input/key/output patterns are listed. The re-
maining 3 x 1024 input/key/output patterns can be generated by using the
column rotation equivalence shown in B.

D.3 PRESENT and GIFT-64

The key patterns for both PRESENT and GIFT-64 are given in the same format in
the respective files GIFT64_11r _keyPatterns.txt and PRESENT_13r _keyPatterns. txt.
They are given in binary starting with LSB, each line containing a round key and
each key pattern put one after the other. For example for GIFT-64, as one key
pattern is built with 10 round keys, the first 10 lines contain the first key pattern,
the next 10 lines the second key pattern etc. In the same way for PRESENT, the
first 12 lines contain the first key pattern, the next 12 lines contain the second
key pattern etc.

Note that we used the code from [12] to generate these key patterns. As such,
we use the same bit reordering to make it compatible with their code. Thus, while
the specification of PRESENT and GIFT-64 order the Sboxes as in Figure 8, we
instead use the same bit order as in [12], given in Figure 9 (essentially a nibble-
wise transposition). By modifying the bit permutations and the bit ordering of
the key accordingly, this is a completely equivalent representation.

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
S S| S S| S S S| S S| S SI S|l S S| S

Fig. 8. Order of the S-boxes in the specification of GIFT-64/PRESENT

D.4 SIMON and Simeck

The key patterns for SIMON and Simeck are named in the format

keypattern_cipher_wordsize_rounds. txt
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15 11 7 3 14 10 6 2 13 9 5 1 12
S S S S S S S S S S S S S

Fig. 9. Order of the S-boxes as in the code from [12]

They begin with the LSB and the first round key pattern in the first line, the
key patterns are seperated by hyphens. To verify the key patterns, execute

./simonVerify input wordsize rounds threads timelimit cipher

where the time limit should be set to a value between 5 and 120, depending on
the wordsize and the computation power. This program generates the integral-
resistance matrix, the rank of it can be checked by

sage determine_rank.sage matrix_n_rounds_cipher.py n

where n is the wordsize. Note that if you choose a too strict time limit for the
verify program, the integral-resistance matrix will not have full rank.



