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Figure 1: Warning messages in Microsoft Office 2019: Protected view and macro warning.

ABSTRACT
The security threat emanating from macro viruses is currently on
the rise. Macros are deactivated by default, but when opening a
Microsoft Office document with embedded macros, users are pre-
sented with a warning message and a one-click option to activate
the macro. The aim of the study was to investigate how users
interact with this design, to what extent they are aware of the impli-
cations of their choices, and how much they know about macros at
all. We designed a mixed-methods experiment - consisting of a set
of benchmark tasks, knowledge questions, and interviews, which
we conducted remotely. To avoid priming participants, the study
was advertised as a performance test of a new Outlook Plugin. 36
participants were presented with a naturalistic workflow of emails,
some of which contained attachments with macros. We captured
how participants interacted with warning messages, and whether
they enabled macros. In a subsequent interview, we explored their
perception of what had happened, and why they had chosen to
enable macros. We found out that 63.9 % of the participants unnec-
essarily enabled at least one macro when seeing the messages, and
that most did not have an accurate mental model of how macros
work or the risks associated with opening them. We discuss what
elements lead to the enabling of macros and examine them from
different perspectives.

CCS CONCEPTS
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1 INTRODUCTION
For more than 20 years, it has been possible to automate processes
in Microsoft Office products with scripts - commonly referred to
as macros. Macros are popular because they standardise, reduce
workload and increase productivity. But they can also be an attack
vector, allowing viruses and Trojans to enter and spread through
company systems or infect private computers [8]. The first scripts
containing malicious code in Microsoft Office documents were
found in the nineties, and shortly after the term ‘macro virus’ was
coined. The first major security incident involving macros occurred
in 1999 when the Melissa macro virus spread rapidly and affected
more than 1 million computers and 50,000 servers of almost 8,000
companies in North America. The cost was estimated at nearly half
a billion USD [16].

Since 2014, Emotet has been spread via macros; the United States
Department of Homeland Security (DHS) and the German Federal
Office for Information Security (BSI) classify it as the most dan-
gerous malware in the world [5, 6, 39]. In 2021, the infrastructure
for Emotet was destroyed after seven years of research effort by
several government organisations from all over the world [12]. But
the attack vector macro remains, for other malware to exploit. In
2007, Microsoft introduced a security barrier against macro viruses
to their OfficeSuite: macros are blocked by default, and warning
messages with a one-click option to enable them are displayed
[2]. The final security decision is left to the user. It is currently
unknown to what extent the macro warnings in Microsoft Office
are helpful in communicating risk to users or enable them to make
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appropriate decisions on whether to enable macros or not. Design
and security practitioners have commented informally that this
particular warning might be misinterpreted by users [9, 35], but
there was no published study on how users respond to the macro
warnings.

In order to assess whether the macro warnings in Microsoft
Office 2019 led to appropriate security decisions, we want to answer
the following questions:

(1) How do users interact with the warning?
(2) Do macro warning messages effectively communicate the

security risk involved?
(3) Do users understand how macros work, and the potential

risks associated with enabling them?
Answering the questions above should allow us to answer our over-
all research question:
Do Microsoft Office macro warnings help users understand
and assess the risks posed by Office macros?

We found that the macro warnings trigger insecure choices, with-
out users realising. This is partly because they do not recognise
the warning message as such. A detailed examination of our re-
sults suggests that the preceding warning message establishes a
dangerous routine of clicking a box (‘click habit’), which users then
execute when asked whether they want to enable macros. Building
on experience with improving SSL warnings [13], the appearance,
text and required user action should be changed. For companies that
have IT and security departments, the job of vetting macros should
be done there, not by the users. Finally, whilst we are mindful that
user education is a last, not first resort, we suggest that providing
some very basic instruction to users who work with macros would
have a significant security benefit.

2 RELATEDWORK
Here we consider the existing literature on user choices and warn-
ings in the context of security. One of the basic principles is that
users are focused on completing production (primary) tasks - such
as answering a set of emails; security tasks are enabling (secondary)
tasks that should be designed to allow efficient completion [36].
Security tasks that disrupt production tasks create friction; whilst
small amounts of friction are tolerated - especially when users un-
derstand the risks that are being mitigated - too much friction leads
to the ignoring or bypassing of security tasks [3, 18]. In daily life -
work or home - 80-95 percent of behaviour is automatic: actions
we carry out frequently become automatic routines [15] - it is what
makes us efficient and productive [7]. These routines are triggered
in long-term memory when users encounter familiar cues [32], and
are executed ‘without thinking’ - i.e. the user does not contemplate
alternatives or make a deliberate decision [11]. IT users today have
hundreds of such routines embedded in their memory; ‘unlearning’
a routine once it is embedded requires a significant and sustained
effort over a period of time [24]. In the following, we examine the
history of macros and their associated security measures, before
examining the UI design issues associated with them. Since the us-
ability of the security mechanism has not been studied, we consider
related research on security warnings and phishing awareness.

Macro warnings. In Office 2000, Microsoft introduced the ability
to allow only digitally signed macros from trusted sources to run
and to automatically disable unsigned macros. As a result, most
users could not activate embedded macros. Only when the secu-
rity settings were changed, unsigned macros could be manually
executed. With the start of Office 2007, Microsoft set the option
‘Disable all macros with notification’ as a default setting [2], thus
downgrading the original idea of allowing only digitally signed
macros as a default setting, and it once again opened the way for
macro viruses to be enabled easily and accidentally. In 2016, Mi-
crosoft added a second warning message, which appears before
the actual macro warning if files from the internet and other po-
tentially unsafe locations are opened. The user then has to click
on ‘enable editing’ in order to make changes in the document [29].
Both warnings are shown in figure 1. Additionally, Microsoft has
introduced the functionality to restrict the execution of macros
globally in the corporate edition [28]. Most people today who use
Microsoft Office use it for many hours a day - meaning most ac-
tions they carry out are automatic. An analytical walk-through
using a method such as Reason would predict a tendency for users
to ‘yes-click’ both warnings [34]. Müller et al. demonstrate that
macros can be activated via social engineering attacks, and once
activated, there is nothing that limits their function - they are as a
result one of the most devastating attack vectors [30]. The work of
Gajek demonstrates the far-reaching consequences: attackers use a
range of obfuscation techniques to create countless unique variants
of malicious code that cannot be detected by scanning techniques,
nor clearly classified as dangerous, or not [14].

Usability considerations. User attention is focused on their pri-
mary task - when it comes to macros, the task is set by the content
of the email the users are working on. Only two of the three control
elements (the small cross on the far right and the button labelled
‘enable content’) provide an affordance for ‘doing something’ to
reach the next step, by clicking on the element. In the MS Office en-
vironment, users have to click such buttons all the time - meaning
it is a highly learnt routine, embedded in the user’s memory. Such
routines are executed automatically when the cue that triggers it
is presented - meaning there is a change in cognitive activity [17].
Security experts who say people should ‘stop and think’ before mov-
ing to the next step to be secure ignore the massive productivity
cost that this would entail [18, 19].

Users can also click on the text “SECURITY WARNING” to re-
ceive further information about the underlying security risk. How-
ever, users have been trained to dismiss security warnings. Akhawe
et al. found that users were exposed to large numbers of SSL secu-
rity warnings that were mostly false alarms [1], thus causing alarm
fatigue. The experience of warnings they cannot understand is frus-
trating at best [42], but also leads to misinterpretations that they are
not about significant risk - a conviction that deepens over time be-
cause users ignore the warning, and find that nothing ‘bad’ happens
[25]. Thus, many users perceive security warnings as hurdles that
block their road to primary task completion, which has led users
to develop a routine of ignoring or ’swatting’ security warnings
[4, 38], so it is unlikely that most users would pursue this option un-
less specifically primed to watch for security risks. Passive security
indicators become ’blind spots’ after repeated exposure, meaning
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that a change in status is not noticed. Schechter et al. reported that
removal of SSL indicators (signifying a bone fide website) on a bank
website was not noticed, and users went ahead and entered their
passwords [37]. The website requiring login credentials provided
the cue that triggered the deeply embedded routine. Wu et al. tested
the effectiveness of security toolbars to prevent phishing attacks
[41]. They found that users did not pay attention to these indica-
tors, and 34 percent of participants entered their credentials even
when the toolbar indicated the website was unsafe. Active browser
warnings have been more effective in laboratory studies. Egelman
et al. compared the effect of active and passive warning indicators
to prevent phishing: 79 percent of participants closed the malicious
warnings when confronting an active warning, whereas only 13
percent of participants presented with passive indicators did [10].

3 METHODOLOGY
Because this is the first study that explores users’ security behaviour
and understanding of Microsoft Office (2019) macros, we decided
to combine qualitative and quantitative methods within an experi-
ment. To avoid priming the participants with security and macros,
they were recruited for a study “to measure the performance of a
new Microsoft Outlook Plugin” regarding its speed of processing
emails. The participants were told that they were part of the con-
trol (benchmarking) group which completed the same tasks as the
experimental group without the new plugin. We created a realis-
tic work scenario, where participants were asked to assume the
role of a personal assistant processing a set of emails. Participants
were given a briefing of the fictitious company - very close to the
type of starter pack newcomers in companies are given. When the
participants had processed all emails, they had to answer a short
questionnaire. At the end, the experimenter conducted a short in-
terview with each participant. After this, we briefed participants
about the true aim of the study and offered to explain the security
implications of macros. Since we only recruited German native
speakers, we kept all study materials as well as the communication
in their native language. The study materials and quotes presented
within this work were subsequently translated by us.

3.1 Study Procedure
In this chapter, the consecutive phases of the study shown in figure 2
are chronologically explained in detail.

3.1.1 Recruiting. We recruited participants for the study through
our personal network, but none worked at the university or the
companywhere one of the authors was based. Potential participants
had to complete a screening questionnaire, to ensure they were
over 18 years old, and familiar with the Windows operating system
as well and the Microsoft Office Suite. Participants did not receive
payment, they were asked to ‘help out a friend’ of one of their
relatives or friends who was conducting a research project. They
were also asked to rate their computer skills, since we wanted
around 50 percent of our sample to not be IT experts, and the other
half to have significant IT experience and skills. At the end of the
study, we informed the participants that the studywas aboutmacros
in Microsoft Office, and offered to explain the risks associated with
enabling them and answer any questions they might have. Most

participants wanted to know and afterwards expressed thanks for
the explanations and guidance on secure choices.

Screening Survey

Emails with further information

Onboarding

Scenario Tasks

Questionnaire

Post-Session Interview

Offboarding

Ex
pe
ri
m
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t

1

Figure 2: Overview study procedure

3.1.2 Onboarding& briefing. After participants filled out the screen-
ing questionnaire, we send them the consent form and more in-
formation about the purpose of the study. After they agreed to
participate in the study, a day and time were scheduled. Each partic-
ipant was sent additional information with the scenario and tasks
five days before the day of the study. The email contained multiple
documents: Scenario Introduction, Company Guidelines. Within the
scenario introduction participants were explained that they should
take on the role of the executive assistant Erika Müller within a
chemical company. Ms. Müller normally receives her tasks from her
supervisor in the form of emails. Her job is to process all relevant
and time-critical emails and associated tasks for her supervisor as
efficiently as possible. To balance this instruction, we also informed
participants that the company had recently suffered a security
breach, and invested in a major security awareness campaign to
prevent this from happening again. After explaining the scenario,
we re-iterated the purpose of the experiment and the steps they
would work through, and that they could abandon the experiment
at any time. In order to keep the scenario as close as possible to
what it might look like in the real world, we sent the participants
various company guidelines (Building Security - Access control sys-
tem, IT-Guidelines, Classification and handling of information). The
layout and content of the documents were very much based on
what an onboarding package for a real company might look like.
We advised our participants to read those documents carefully in
advance of the experiment. On the day of the experiment, the par-
ticipant joined the online meeting room, with the experimenter
giving step-by-step instructions on how to establish the remote
connection to the experiment computer. We guided participants to
switch to full-screen mode to reduce the number of confounding
variables. Also, the setup allowed us to create uniform experimental
conditions on the remote machine. After the participants success-
fully connected to the remote machine, they were asked if they had
any questions or concerns before commencing the tasks. Next, we
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Table 1: Overview of emails provided in the study.

Email Type Sender Macro Description

E1 Informative Work Colleague c Information that the finance department collected some money as a birthday gift for a colleague.
E2 Task Superior c Birthday gift money should be calculated correctly and sent to the boss.
E3 Spam Netflix c Information about price increase of the Netflix service.
E4 Task Superior s Contained an Excel document of a list of companies’ addresses and the task to fill out a missing address.
E5 Spear Phishing Adversary s Supposed email from the board that a concern needed to be urgently addressed.
E6 Phishing Adversary s A message that the supposed HR department had released a file, which is attached.
E7 Task Superior s The task is to complete an entry in an Excel document. The required information can be found in the attached email.
E8 Informative Superior c The superior informed that a payment was made.
E9 Phishing Adversary s Email with an attached invoice from a well-known telecommunication provider.
E10 Phishing Adversary c The email contains information about a supposedly winning prize.
E11 Task Superior s The student wages of working students are to be adjusted in a document for the supervisor.
E12 Task Superior s A bid with suitable names should be added to an offer, because the supervisor cannot open the document.
E13 Phishing Adversary s (Extension to E5) Supposed email from the board that asks to return an Excel document as soon as possible. The document

contains an instruction to activate macros.
E14 Spam Gambling company c An invitation to participate in a promising lottery.

started the recording and guided the participants through the exper-
iment. We tried to formalise the introduction as much as possible
to ensure similar starting conditions for all participants.

3.1.3 Scenario tasks. Participants started by opening Microsoft
Outlook and working through the 10 unread emails in their inboxes.
During the first two emails, the investigator stayed available for
queries. The order in which the emails were processed was left up
to the subjects. After participants processed the second, third, and
fourth emails, the trial provider sent emails E11-E14, respectively.
Overall, the emails can be classified into three groups: Informative,
Tasks from the superior, Phishing or Spam Emails. Emails from the
first group do not require any action from the participant. These
are purely informative and serve mainly to make the scenario more
realistic and to help the participant put himself or herself in the
position of the fictional character. Table 1 illustrates the different
emails and a short description of their purpose.

3.1.4 Questionnaire. After participants had completed the last task,
the investigator guided the participants to open the questionnaire
on the remote computer. The questionnaire contained 32 ques-
tions and included questions about macros in general and about
demographic information. The remaining questions asked about
the alerts displayed by Microsoft Office, the participant’s awareness
of security risks in email, as well as two questions each about the
validity of the scenario and the company policies they were given
in advance. To further obfuscate the study purpose, we added some
questions related to the advertised purpose of the study. We used a
four-point Likert scale [27] for most questions, with the additional
option to indicate "I don’t know". The complete questionnaire can
be found in the appendix A.1.

3.1.5 Post-session interview. After completing the questionnaire,
the investigator introduced the interview session to the partici-
pant. We first asked participants whether they had trouble with
processing the emails and whether they had problems solving the
questionnaire. We then asked them several questions about the pre-
viously displayed warning messages. Next, participants were asked
to tell us what they think macros are and what they are used for,
which we explained to them directly after this. Subsequently, the in-
vestigator asked why participants ignored messages that contained

advertisements, and what the participant thought when opening
an email (E5 or E13) that contained a description of how to enable
macros. Finally, we revealed the actual purpose of the study, the
security risks related to office macros, as well as the reason why it
was important to obfuscate the purpose of the experiment. None
of our participants expressed annoyance or anger at having been
deceived. The interviews were fully transcribed by the research
team. Within section A.2 the complete interview guide is shown.

3.2 Piloting
Within our research group, we piloted the study procedure (ex-
cept for the interview part) with three participants who met our
screening criteria. We removed one task from the scenario due to
time constraints, so participants had to process 14 emails in the
study. After that, we tested the whole study including the inter-
view with one additional participant after testing just the interview
guideline internally within our research group. The data of the pilot
participants are not included in the results.

3.3 Analysis
At the beginning, a deductive code system was created based on
the interview guide and extended with the experiences we made
during the interview. Subsequently, the interviews were coded by
one author, and the system was extended and adapted by induc-
tive codes. Thus, we followed the concept of thematic analysis of
Kuckartz and Rädiker [26, 33]. As recommended by the authors, we
conducted multiple iterations. We used the qualitative data analysis
software MAXQDA [40], which is designed to support the chosen
qualitative content analysis approach. Moreover, it enabled us to
work with both qualitative and quantitative data in one tool. Our
final codebook is shown in section A.3.

3.4 Ethics and Data Privacy
Since our institution did not have an institutional review board or
required ethics approval for this type of study, we adhered to the
national and EU privacy laws. Our consent form was compliant
with the European General Data Protection Regulation and covered
all information usually required for US IRB approval. In addition,
we repeatedly emphasised that participation is voluntary and that
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participants could stop at any time, and without giving reasons. At
the end, when we had explained the actual purpose of the study,
none of the participants complained about the misdirections. Most
participants thanked the researcher conducting the sessions for
explaining the warning messages and the risks associated with
macros.

3.5 Limitations
Our study has a number of limitations: Recruiting participants
through our personal network connections could have introduced
a systematic bias, and could have led participants to infer that the
study might have been about security. Participants were recruited
via a convenience sample and skewed towards young and educated,
and came from the region where our university is based - this limits
the generalizability of our results. The counts we report from in
our qualitative analysis and the results from our questionnaire are
used to convey weight, and not taken as quantitative results. Labo-
ratory experiments may not reflect behaviour in real life; however,
33 (91.7 %) participants answered (agree or strongly agree) that
they thought the study tasks reflected those they would encounter
in a company context. 34 (94.4 %) said that their business emails
reflected what they were presented in the study (agree or strongly
agree). We cannot be sure that participants read all the provided
guidelines; therefore, some may have started the session better
informed than others - even though this would be the same in a
real onboarding process. The answers in the interviews, as well
as in the questionnaire itself, may have been influenced by the
contents of the experiment given to the participants, as well as by
the investigator itself. However, we tried to design the scenarios
and content as they could occur in a real business environment.
Although we tried to conceal the actual purpose of the study, some
participants may have inferred before the end of the study what it
was about; however, the results (overwhelmingly insecure choices
and answers in the interviews) suggest that this was not the case.

4 RESULTS
In this section, we present the results gathered from the benchmark
tasks, the questionnaire, and the interviews. In the first part, we
present the analysis of the quantitative results in line with our
research questions, whereas, in the qualitative part, we follow the
structure of the themes that emerged from our codebook (see sec-
tion A.3).

4.1 Demographics
We interviewed 36 participants. Table 2 gives an overview of par-
ticipant demographics, as well as their level of IT experience. All
participants were from Germany and most of them were highly
educated. 27 participants identified as male (75 %), and 9 as female
(25 %). Most (18; 50 %) were between 26 and 31 years old, 10 (27.8 %)
were younger and 8 (22.2 %) were older. Only three participants
(8.3 %) owned five or more digital devices that they were using to
access their emails. 18 (50 %) owned three or four and 15 (41.7 %)
one or two. Four participants (11.1 %) described their IT knowledge
as none or poor, 15 (41.7 %) as fair, 16 (44.4 %) as good or very good,
and one (2.8 %) as excellent. Thus, we almost achieved our goal of
50 % non-IT experts and 50 % with significant IT experience and

Table 2: Participants’ demographics and experience (n = 36).

Gender Male 27 Female 9
Age [years] Min. 20 Max. 38

Median 28 Mean 28
Std. 4.1

Education High school 8 College 2
Graduate school 2 Apprenticeship 2
Bachelor’s degree 16 Master’s degree 5
Doctorate / PhD 1

Electrical devices one or two 15 three or four 18
five or more 3

IT knowledge none 1 poor 3
fair 15 good 11
very good 5 excellent 1

skills. On average, the participants needed 16.7 minutes (± 3.8, min
10, max 24, n=36) to complete the questionnaire and 36.7 minutes (±
10.5, min 22, max 68, n=34 because two recordings were damaged)
to complete the experiment.

4.2 Quantitative Results
In this section, we will present the quantitative data of the question-
naire and the quantifiable data of the interview. We will follow the
structure of the questions introduced in section 1. The exact word-
ing of the questions can be found in the questionnaire in chapter
A.1.

Click rates. The participants received 14 emails with attachments,
5 of which were phishing emails - 4/5 contained a macro, the 5th
was advertising without malicious content. In total, macros were
activated 93 times (44.7 % of all macros) from 23 (63.9 %) partici-
pants. Phishing emails, however, were often recognised as such,
and hence the included macros were only activated 39 times (25.7 %)
from 17 (47.2 %) participants. We did not find any significant cor-
relation between activating/ignoring/cancelling macros and the
self-reported IT knowledge, a correct mental model of macros in
the interview, or the number of correct answers regarding macros
in the questionnaire. Only two participants (5.6 %) discarded the
macro warnings in five emails (1.7 %) by clicking the X button. Most
of the participants (29; 80,6 %) just ignored the warning, but only
in 25.3 % (73) opened attachments. This shows that it was not clear
to the participants how to deal with macro warnings, as macros
never had to be activated to fulfill the task. Looking at the phishing
emails, no participant discarded the warnings and only one (2.8 %)
ignored one phishing email (0.7 %).

4.2.1 Interaction with warning messages. The participants were
asked if they had noticed the warning messages and if they thought
that they had to enable macros in order to work with the document.
Moreover, we asked about their risk perception regarding macros.

Noticing of the warning message. When the participants were
asked if they had noticed the warning messages in Microsoft Office
when opening the attachments (Q2.1), 31 (86.1 %) replied that they
noticed both messages. Three participants (8.3 %) noticed only the
first and one (2.8 %) only the second message. There was only one
participant (2.8 %) who answered that none of the messages were
noticed. 33 participants (91.7 %) had already seen macro warning
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messages in the past, two (5.6 %) had not, and one participant (2.8 %)
was unsure.

Perceived need to activate macros. The participants were asked
whether they had to click the buttons on both warning messages
(activating editing and activating macros) to see the content of
the document (Q2.6). 22 participants (61.1 %) answered that this
statement was not true and that the content could be seen without
activating editing and/or macros. 13 participants (36.1 %), however,
stated that they had to activate both editing and macros in order to
view the full content. One participant (2.8 %) expressed uncertainty
about this question.

Relation between risk perception and clicking behaviour. When
selecting the answers to the statement “Email attachments are usu-
ally harmless.” (Q1.4) and the statement “After opening an Office
document I had to click on the buttons of both warning messages
in the upper yellow bar to see the content of the Office document”
(Q2.6), it became obvious that only one participant (2,8 %) incor-
rectly agreed to both statements. This shows that although most
participants either think that email attachments are generally not
harmful, or that macros/editing have to be activated to view the
content of a document, most of them are aware of at least one risk.

4.2.2 Perception of communicated risk. The participantswere asked
how they perceived the warning and if they understood the under-
lying risks.

Perceived necessity of warnings. When the participants were
asked if they found the macro warning unnecessary (Q1.8), eleven
(30.6 %) agreed, and one (2.8 %) did not know. 24 participants (66.7 %)
disagreed and found the warning useful.

Understanding of the warnings. 28 participants (77.8 %) stated
that they understood the meaning of the warning message (Q2.9).
Seven (19.4 %), however, did not and one (2.8 %) did not know.

Relation between understanding and perceived necessity. When in-
vestigating the relationship between the perceived necessity of the
warning messages (Q1.8) and the understanding of the warning and
the underlying risk (Q2.9), the data shows that three participants
(8.3 %) found the warnings unnecessary but did not understand
them, and 19 participants (52.8 %) found the warnings necessary
and understood them. The other participants either found the warn-
ings unnecessary and understood them (8; 22.2 %), necessary and
did not understand them (4; 11.1 %), or did not answer either one
of the questions (2; 5.6 %).

4.2.3 Understanding of macros. The participants were asked sev-
eral questions about the functionality and use of macros in the
questionnaire. Additionally, in the interviews, we asked them to
describe in their own words how macros work.

Understanding of functionality - Questionnaire. Most participants’
answers on office macros work were incorrect. Figure 3 shows the
eight questions in the questionnaire regarding the understanding
of macros. The graph shows all answers that were either incorrect
(dark grey) or the participants did not know the answer to (light
grey). The chart shows that more than half of the questions were
answered incorrectly. This indicates that they underestimate the
risk arising from macros.

Understanding of functionality - Interview. In the interviews, we
asked participants to explain how they thought macros worked. We
evaluated each part of each statement if it was correct, incorrect,
or if they said that they did not know. Eleven participants (30.6 %)
made only correct statements about macros, and three (8.3 %) only
incorrect statements. The other 22 (61.1 %) participants said that
they did not know what macros were and how they were used.
Of these 22 participants, 14 (38.9 % of all, 63.6 % of unknowing
participants) tried to explain macros despite not being sure. These
’guesses’ were 35.7 % correct, 50 % incorrect and in 14.3 % both
correct and incorrect answers were given. When comparing the five
most relevant questions in the questionnaire concerning the mental
model of macros (Q1.5, Q1.7, Q2.3, Q3.1, Q3.6) and the answers the
participants gave in the interview regarding their mental model
of macros, we found a significant but only moderate correlation
(r = 0.598,p < 0.01).

4.3 Qualitative Results
In the following, the statements and opinions of the participants
are presented in more detail. The structure, as well as the content of
the individual chapters, are based on the codes from the codebook
(table 3). We focus on qualitative results directly related to the
interaction of the warning messages and their perception.

4.3.1 Reasons for not enabling macros. Participants were asked
why they had closed the macro warnings by clicking on the small
cross, or why they had ignored the warning messages.

Reasons for ignoring. Eight participants stated that they had not
seen a need to enable macros, because the tasks could be solved
without activating them: “Well, for the processing of the task it was not
necessary to activate the macros, therefore I didn’t do it. [. . . ]” —[P8]. One
of the eight, however, did activate macros at least once during the
study. All other participants did not activate any of the unneeded
macros.

Unfamiliar. Two participants stated that they did not know what
this warning was about, and therefore they would rather leave it
deactivated: “I think because I’m not very familiar with the subject matter.” —
[P19]. P16 was scared of breaking something when clicking on the
warning message: “So, because I didn’t know what it was. So, I thought, if I
don’t click, then I can’t break it (laughs)” — [P27].

Security reasons. Three participants cited the security risk as-
sociated with macros as a reason for ignoring the warnings: “Yes,
well, I think that there is a possibility that malware can be spread via text,
via Office documents, but I was inevitably dependent on editing, therefore I
practically clicked away or ignored this warning.” — [P27].

4.3.2 Reasons for enabling macros. We also asked participants why
they had activated macros; the answers showed a variety of rea-
sons, most of them related to the interaction design of the warning
message.

It was necessary. About a quarter of all participants stated that
they had no choice but to click (and remove) the warning messages
to be able to carry on with the task. P15 stated that he had thought
that it was necessary to continue to work with the document: “So I
just clicked to get on with it.[. . . ]” — [P15]. Participant P10 told us that he
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Figure 3: Results of questions on macros (n = 36)

had had the assumption that writing would not have been possible
without activating macros: “I thought I could not write then.” — [P10].

P26 stated initially recognising the possibility of danger, but after
carefully reading the warning message concluded (incorrectly) that
she had to click on it to continue: “The first thought is, of course, ok,
there can be a danger now, somehow, that someone wants to access my system
or my computer, and when I read through it, I then realised, yes, all right, if I
do not activate the things above, then I do not get on with the email or with
the attachment, and then I finally decided to activate them.” — [P26].

One participant thought that the emails were trustworthy be-
cause he assumed that the IT department would filter out malicious
emails: “Yes, I actually assumed [. . . ] that the IT somewhere filters out such
things after all.” —[P21]. Also, the other six participants based their
decision on the fact that they were already convinced that the email
was trustworthy when they opened it, and that the content was as
well. Consequently, they were not interested in any warnings.

Habits. Most participants expressed annoyance with the warn-
ing messages, and found a plausible explanation why they had to
click. However, eleven participants honestly reflected that they had
clicked instinctively, or out of habit. Participant P10 described to us
that he had seen the warning message before and that he knew that
everything worked out when he enabled it. Also, participant P26
described that he was used to activating macros in his everyday
life: “but as I said, since it is a bit common in everyday life that you activate
macros, I just adopted it that way. Whether that is beneficial on the business
level or not, I can’t evaluate.” — [P26].

Prompt to activate. Four participants stated clearly that they
understood the warnings as some kind of prompt to activate macros.
One participant described it in a way that he had even felt somehow
forced to click the message, although everything had been displayed
correctly: “you are just somehow forced in a way to do that, to see the content,
although the content is already displayed.” — [P39].

Influenced from first warning message. P21 expressed his annoy-
ance that he could not understand why the warning message was
yellow and looked the same as the previous warning message. That
led him to finally enable macros: “[. . . ] So, it does not appear as a warning.
It’s more like a request. Because it is yellow when you activate editing, I don’t

know, was that also in yellow? You just can’t tell the difference. A warning
should be highlighted in red, not in yellow, especially not if I request some-
thing else beforehand that I can use to edit something and send out a warning
afterwards in the same colour. Then the difference between the two is simply
not there.” — [P21].

Six participants conveyed anger and confusion about the pre-
ceding warning message. One of the most frequently mentioned
reasons, apart from the external appearance, was that the content
was misleading and not clearly distinguishable. Some did not under-
stand the difference between ‘enable editing’ and ‘enable content’:
“Well, I don’t know. What is the difference between enabling editing and en-
abling content?” — [P31].

4.3.3 Sources for help. During the experiment, we observed that
nobody clicked on the warning messages to obtain more infor-
mation. We also asked participants how they would proceed to
get information about the warning message. More than two-thirds
said that they would look somewhere on the internet; thirteen
participants would either ask a colleague or someone from the
IT department. Only two participants mentioned that they would
look for the original documentation from Microsoft Office within
the program. And even in these cases, it was not clear from the
statements that they were aware that they could easily reach the
information from the warning messages themselves.

4.3.4 Perception of communicated risk. We also asked participants
whether they associated any risk with clicking on the warning mes-
sage. 26 Participants stated that they had not seen any risk related
to this warning message, or that they had not understood what
the warning message was about. One participant explained that
he had thought about something like viruses when first noticing
the warning message. But he did not understand the context, and
then clicked on activate after all: “So yes, I just kept thinking, as I said,
whether there could be something behind it. Now, as a risk, I was thinking
of viruses somehow with content activation. But I didn’t see such a danger.
[. . . ]” —[P26]. P20 reported that he had not known exactly what
happened when he clicked on ‘enable content’: “No, not really. Not
at first but afterwards you thought, what if I activate it right away? Will
something happen (laughs)?” —[P20]. One other participant reported
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that he had ignored the warning message because he claimed that
he had checked the respecting email for its trustworthiness. He
had already made this decision earlier: “To be honest, I didn’t because
I had already made the preselection in the first place when I sent the email.
So, for me, this security risk had actually already been ruled out.” —[P14].
Participant P15 described that he had not assessed the warning as
dangerous because of its colour: “Since it has a yellow background, I
didn’t see any risk, if something would pop up in red danger or something, but
I thought nothing could happen, click on it, go ahead.” — [P15]. One other
participant also argued that the size had been too small and that
he, therefore, had not noticed the warning.

5 DISCUSSION
The results from the questionnaire (Q1.7, Q1.5, Q2.3, Q3.1, Q3.6)
showed that 89 percent of our participants had at least one mate-
rial misconception about the security risks associated with macros.
The same conclusion emerges from the qualitative results, as 26
participants told us that they did not associate any risk with the
warning messages. In the experimental part, 64 percent of partici-
pants activated macros unnecessarily at least once, and 47 percent
activated macros in dangerous situations (phishing emails E5, E6,
E9, E13). 54 percent of the participants had an incorrect or incom-
plete mental model of macros. There were two main things that
made us conclude that the warning messages were anything but
helpful in terms of security:

(1) We found that the majority of our sample had an incorrect
threat model as well as an incomplete mental model for what
macros are used for and how they work.

(2) We identified a number of design errors that led to a mis-
interpretation of the warning messages and consequential
insecure behaviour.

We derived individual factors from the results and analysed them
in conjunction with each other. Based on our analysis, we conclude
that the design of the warning messages mislead participants and
that this is likely to be one of the main reasons why users enable
macros so often. Figure 4 illustrates the influencing factors and
their relationships. Those factors and their interrelationships are
presented in the following chapters.

5.1 Incorrect or Incomplete Mental Model
A large part of our participants did not understand how macros
work, and what they are used for. Some participants believed that
enabling macros was necessary to display content. One participant
believed that otherwise, he would not have been able to write. Also,
many participants even admitted to us directly that they did not
know how macros work - so it is not surprising they did not know
that enabling them might enable an attack. What users have learnt
in their daily experience with Microsoft Office is that they have to
click on elements in boxes to be able to proceed with their tasks.

5.2 Incorrect Threat Model
It would be reasonable to assume that a correct mental model of
macros would also lead to a correct threat model. However, we
had participants who understood what macros were and what they
were used for but did not correctly identify the risks associated
with macros. Only the participants who answered all the security

questions correctly also had a correct idea of how macros worked
and what they were used for. The interpretation of the warning
messages strongly influences the security model, and even if people
are aware of the risks related to macros, they still have to interact
correctly with the warning messages. Stress, habits, and misread
cues in the design can lead to clicking on the warning anyway. We
were able to observe this in our data, albeit only in some cases.

5.3 The ‘Click Habit’
One part of the problem we also identified we describe as a ‘click
habit’, established by UI design over the past two decades. Users
have been trained to always click ‘yes’, and like all frequently
executed routines, this automatic becomes a habit with dangerous
consequences in security contexts such as this one. Porter Felt et
al. showed that the click habit users had developed as a result of
unnecessary SSL warnings can be circumvented, and user attention
captured with the right design choices [13]. But in the design of
macrowarnings, several factors combine to lead participants to click
on ‘enable macros’. Through interaction with the previous warning
message (see above) the user is triggered to click on the second
one as well. The level of awareness, alertness, and attention that
is required to notice that the second warning requires a different
response would require users to be ‘looking for it’ i.e. be in System
2 mode [22]. When working on a secondary task such as security,
and in system 1 mode, a design that triggers an insecure response
entraps users into making a predictable mistake, especially when
under stress or time pressure. To make matters worse, both in
our experiment and in the real world, users get the macro warning
message even if the file actually comes from a trusted source. Habits
are formed whenever we repeat an action in a certain context.
Requiring the same action sequences for safe acts as well as unsafe
ones is causing users to stay in System 1 mode and not notice the
difference - enabling an unsigned macro should be a rare event
that is carried out in System 2 mode. Our participants confirmed
that they ‘just click so it will work out somehow.’ But not only
the interaction order of the two warnings and the false-positive
warnings play into the formation of the bad habit. The similarity
to other warning messages and what one user described as an
‘inviting button’ to activate macros also encourage bad behaviour.
Some participants even described that they were really tempted by
the warning message to click the button.

5.4 A Comedy of Design Errors, with Tragic
Security Consequences

Participants’ statements provided examples of how the design of the
warning messages pushed them to make insecure choices. First, the
colour yellow (used for the warning) was not perceived as threat-
ening or something they should pay attention to. The small size of
the warning message compounded this further, as did the fact that
the ’enable content‘ button seemed to be the only option available
to ‘do something’ that would allow them to proceed with their task.
The text of the warning message suggested to the participants who
did not have an accurate mental model of macros and no threat
model that it was okay to proceed in this way. Participants did
not understand the difference from the previous warning message.
Their attention was focused on the description of the button labels.
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Johnson-Laird’s mental models theory describes the mechanism of
linguistic cueing: when instructions are too complex or confusing,
people stop parsing them and just respond to cues or words they
recognise as relevant in the context [20, 21]. The phrase ‘enable
content’ might have had the effect, together with the other factors
described in this section, to click the button that contained the word
‘content’, which participants wanted to interact with. The warning
message itself is too complicated to understand (which is shown
in the many misconceptions about macros), so participants just
followed the cue of the button in order to work with the content.
Participants found it confusing that they had to activate the first
warning message, but not the second - the design led them to click
through them (see section 5.3), since the warning messages look
almost identical (see figure 1). Research in the past has shown that
users do not read text on repeated exposure - the brain is trying
to be efficient and moves on when it recognises something that
is not new for it [4] - and that the ’click habit’ (see section 5.3)
that is activated in the previous step will trigger a click at the next
one in the users - except for those who are very alert to the risks
associated with macros. That they have to accept the first warning
to proceed and ignore or deny the second, triggers a ’security error
foretold’, with potentially serious consequences.

6 CONCLUSION
The aim of our study was to follow up on indications that a sig-
nificant number of users enable Microsoft Office macros without
intending to, and/or realising the associated security risks. We con-
ducted a remote study with 36 participants that was advertised
as a usability test, in which they worked through a set of tasks
processing emails (some with macros, and some without), complete
a questionnaire, and then an interview about the choices they had
made in the benchmarks tasks. We found that 64 percent of our
participants enabled at least one macro, and 89 percent had at least
one material security misconception about macros. The interviews

revealed that the design of the user interaction triggers the ‘click
habit’ to enable it and that the design and the text of the warning
message do not alert users to the potential security risk. In addition,
most participants did not know how macros work, nor the implica-
tions for security. Basically, we saw that users just clicked ‘enable
content’ because they are used to do so and not because they are
aware of the risk and needed to activate macros.

6.1 The Attacker’s Perspective
By now, it becomes clear that the design is a gift to attackers seeking
to entrap users into enabling macros - they just have to choose
which barn door to go through. In the simplest case, the attacker
does not need to do more than send an email with an attachment
containing a macro. A quarter of our participants reported that
they had simply pressed ‘enable content’ without giving it much
thought. Given that our sample consisted of young, highly educated,
and rather tech-savvy participants, we have to assume that in the
general population, the percentage would be higher.

A second option for the attacker is to match the content of an
Office document to one of the misconceptions we presented within
our work. For example, we presented a document that requested
the user to enable macros in order to repair the broken document.
If the users do not know how macros work, they might follow the
instructions presented by the attacker.

6.2 Recommendations for Industry
In many organisations and products, the usability of security mecha-
nisms and tools are not considered - security instructions are issued
and users are supposed to do as they are told, ‘because security
is important’. Over the past two decades, there has been evidence
that users bypass unworkable security or create their own ‘shadow
security’ practices [23]. Despite security agencies such as the NCSC
in the UK highlighting that companies need to work with their
employees to check that security is doable [31], companies do not
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engage with their employees to talk about their security practices,
their understanding, and what could be done better. Many phishing
campaigns, in addition to evaluating click rates, rely on a ques-
tionnaire in order to check if the users understand how phishing
works. We showed that there is a high discrepancy between the
mental model that was gathered by the questionnaire and the model
that the participants gave when asked to describe it in their own
words during the interview. This leads to the conclusion that ques-
tionnaires are not adequate to check the understanding (of mental
models) that drive their behaviour, the daily practices they engage
in.

6.2.1 Engage with your users. The fact that many users may not
know what macros are, that they are not aware of the risks asso-
ciated with enabling them, and the possible consequences for the
organisation, could have been discovered in the context of user
requirement elicitation. The usable security principle is that we
should fix the system, not the user - and our results certainly sug-
gest that the UI andmacro warning need to be fixed (see Section 5.4).
But this is not a short-term solution; organisations that allow the
use of macros should, in the short term, review the use of macros
within the organisation, engage with those employees that write
and use them, and improve their awareness and skills to do so in
a secure fashion. This is currently not part of standard awareness
packages and training that most organisations provide for their
staff.

6.2.2 Disable or sign macros: company-wide, and beyond. In 2016
Microsoft introduced a feature within their corporate edition to dis-
able macros company-wide. And for more than 20 years, it has been
possible to sign macros [28] to avoid the execution of untrusted
code. But not every company may be able to deactivate macros com-
pletely or convince external customers and partners to sign their
macros. It would require a broader collaboration and willingness to
invest resources to introduce signed macros across supply chains
and organizations that interact on a regular basis - but this would
not only improve security, but save user-time and attention that is
currently required when interacting with legitimate, but unsigned
macros.

6.3 Recommendations for Research
Within these sections we would like to share the insights we gained
through our study, highlight existing research challenges, and pro-
vide ideas on how to further explore the field of Office macros.

6.3.1 Experiment design. The combination of quantitative and qual-
itative methods allowed us to observe the behaviour of the users as
well as to investigate its causes. The approach of setting the focus of
the participants on a specific topic in the interview by letting them
work on a specific task beforehand worked well for us. In retro-
spect, we would say that if we had only conducted the experiment,
the questionnaire, or the interviews individually, we would have
missed some important insights and connections. Consequently,
our analysis would have been much less broadly based. We noticed
this concretely, for example, when we tried to understand the men-
tal models users have of macros. We first expected to find a stronger
relationship between the mental model in the questionnaire and
in the interview. However, the results show that just by looking at

the questionnaire we could not have inferred that the general men-
tal model was correct. Even though the setup of the remote study
demanded slightly more effort than that of a classical laboratory
study, it worked surprisingly well. For our study, we were able to
provide the virtual lab computer to the participant through a vir-
tualisation on a local machine using a remote desktop application,
as well as a short guided introduction. For our experiment, we set
up our technical setup locally using virtualisation and then guided
the participant onto the test environment. The guidance to connect
to the remote computer took a bit of the experiment time away,
but it helped our non-technical participants to start the experiment
relaxed. It also made recruitment easier, as technical hurdles can
often be a deterrent for non-technical participants. For future stud-
ies, we would advise using a cloud service, as they perform much
better, are easier to set up, and more comfortable for the subjects.

6.3.2 Call for more usable security. Our results highlight the im-
portance of conducting usability tests of security features, even on
established products widely used in business. Many businesses may
assume that their suppliers do this - after all, a company like Mi-
crosoft has usability labs and researchers who publish on this topic.
However, suppliers may also make assumptions - namely that their
customers vet and sign macros, and train their employees to under-
stand the security implications of particular actions. Thus, problems
such as the macro warnings ‘fall between the cracks’ in terms of
investigation and mitigation, even when practitioners notice and re-
port them informally. We need a more collaborative effort between
suppliers, business organisations, and academic researchers to test
and improve the usability of important security features before the
attackers start to exploit them in earnest. Current developments in
ransomware attacks illustrate the consequences of not doing so.

6.3.3 Follow-up work. We suspect that understanding macros is
indeed also a global problem. However, our participants were out-
standingly high educated and within a tiny age range. Even though
our sample was sufficient for our analysis, we suggest exploring
the users’ understanding regarding macros and the related threat
model with a greater, more heterogeneous sample. Even if the de-
signs of the warning messages change significantly in the future,
there are alternatives that do not present users with the choice of
a risk assessment in the first place. Already in the early days of
macro warnings, it was possible to sign and verify macros. It is
unclear whether and how well users and companies can handle
this. Likewise, there are some software solutions that scan targeted
attachments for malicious macros and then warn the user. The
resulting interaction also offers a lot of potential for analysis as
well as a high risk of not being understood by the user.
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A APPENDICES
A.1 Questionnaire

Q1.1. Please rate the level of difficulty of the study.
⃝ Very Simple
⃝ Simple
⃝ Neutral
⃝ Difficult
⃝ Very difficult

Q1.2. I have seen the yellow warning message(s) in the top bar when
opening Office documents in the past.
⃝ Yes
⃝ No
⃝ I don’t know

Q1.3. Macros can cause Office documents to not be displayed properly.
⃝ Wrong
⃝ Rather wrong
⃝ Rather correct
⃝ Correct
⃝ I don’t know

Q1.4. Email attachments are usually harmless.
⃝ Wrong
⃝ Rather wrong
⃝ Rather correct
⃝ Correct
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⃝ I don’t know

Q1.5. Activating macros can cause damage to computers.
⃝ Wrong
⃝ Rather wrong
⃝ Rather correct
⃝ Correct
⃝ I don’t know

Q1.6. I use the following email programs on my computer:
⃝ Apple Mail
⃝ IBM Notes
⃝ Microsoft Outlook
⃝ eM Client
⃝ Mozilla Thunderbird
⃝ Windows Mail
⃝ Other (Please don’t insert smartphone apps) :

Q1.7. Macros should be enabled by default so that viruses in Office
documents can be detected.
⃝ Wrong
⃝ Rather wrong
⃝ Rather correct
⃝ Correct
⃝ I don’t know

Q1.8. I find the yellow office warning messages in the top bar to be
unnecessary.
⃝ Totally disagree
⃝ Rather disagree
⃝ Rather agree
⃝ Totally agree
⃝ I don’t know

Q1.9. The study was very close to a real business scenario.
⃝ Totally disagree
⃝ Rather disagree
⃝ Rather agree
⃝ Totally agree
⃝ I don’t know

Q2.1. Did you notice the yellow Office warning messages in the top bar?
⃝ I only noticed the first warning message, but not the second
⃝ I only noticed the second warning, but not the first
⃝ I noticed both warning messages
⃝ I did not notice both warning messages
⃝ Other

Q2.2. Note:When opening some Office documents, a tutorial was display-
ed, describing how the user can repair/open the corresponding Of-
fice document. Did the instructions help you to repair/open the
Office document?
⃝ I did not see any instructions
⃝ I followed the instructions and was able to repair/open the

Office document
⃝ I followed the instructions but could not repair/open the Office

document
⃝ I saw the instructions but did not follow them
⃝ Other:

Q2.3. Macros help me recognise viruses more easily.
⃝ Wrong
⃝ Rather wrong
⃝ Rather correct
⃝ Correct

⃝ I don’t know

Q2.4. The computer may take damage if files with the following exten-
sion are opened (matrix question):
[.pdf , .exe, .zip, .mp3, .ppt, .html, .lnk, .jpд/pnд/bmp, .doc/
docm/docx, .txt, xls/xlsm/xlsx ]

⃝ Wrong
⃝ Rather wrong
⃝ Rather correct
⃝ Correct
⃝ I don’t know

Q2.5. Macros are disabled by default because they only have a benefit
for business people.
⃝ Wrong
⃝ Rather wrong
⃝ Rather correct
⃝ Correct
⃝ I don’t know

Q2.6. After opening an Office document I had to click on the buttons of
both warning messages in the upper yellow bar to see the content
of the Office document.
⃝ Wrong
⃝ Rather wrong
⃝ Rather correct
⃝ Correct
⃝ I don’t know

Q2.7. Please specify your favorite operating system.
⃝ Windows
⃝ Linux
⃝ macOS
⃝ Other:

Q2.8. Please provide as accurate an assessment as possible (matrix ques-
tion).
Please indicate how many Office documents you open daily.
Please indicate how often you send emails with Office documents
as attachments each week.
Please indicate how many emails you read daily.
Please indicate how many emails you write daily.

⃝ 0
⃝ 1-5
⃝ 6-10
⃝ 11-15
⃝ More than 15

Q2.9. I have understood what the yellow Office warning messages in the
top bar mean.
⃝ Totally disagree
⃝ Rather disagree
⃝ Rather agree
⃝ Totally agree
⃝ I don’t know

Q3.1. I think it is unlikely that a macro can be dangerous for the com-
puter.
⃝ Totally disagree
⃝ Rather disagree
⃝ Rather agreee
⃝ Totally agre
⃝ I don’t know
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Q3.2. You received the company guidelines prior to the study. Did you
follow these guidelines when processing the emails?

⃝ Yes
⃝ No
⃝ Partially
⃝ I don’t know
Please indicate why you did/didn’t follow the company guidelines:

Q3.3. How would you recognise a fake email?
Please provide bullet points only:

Q3.4. Macros are dangerous for companies, but not for private users.

⃝ Wrong
⃝ Rather wrong
⃝ Rather correct
⃝ Correct
⃝ I don’t know

Q3.5. I can certainly imagine that employees in real companies are con-
fronted with business emails like those shown in this study.

⃝ Totally disagree
⃝ Rather disagree
⃝ Rather agree
⃝ Totally agree
⃝ I don’t know

Q3.6. Office documents with macros provide increased protection com-
pared to Office documents without macros.

⃝ Wrong
⃝ Rather wrong
⃝ Rather correct
⃝ Correct
⃝ I don’t know

Q3.7. Your inbox also contained emails that had no connection to the
company. How did you deal with these emails?

⃝ I deleted the emails and marked them as spam
⃝ I ignored or skipped the emails
⃝ I forwarded the emails
⃝ I replied to the emails
⃝ Other:

Q3.8. Should a study like this be repeated to find out more about the
efficient handling of business emails?

⃝ Yes
⃝ No

Q4.1. How many electrical devices do you own with which you have
access to your emails?

⃝ 0
⃝ 1-2
⃝ 3-4
⃝ 5 and more

Q4.2. How would you rate your IT-knowledge?

⃝ No knowledge
⃝ Barely any knowledge
⃝ Little knowledge
⃝ Good knowledge
⃝ Very good knowledge
⃝ Excellent knowledge

Q4.3. What is the highest level of school you have completed or the
highest degree you have received?
⃝ Still in school education
⃝ No graduation
⃝ High school Diploma
⃝ College
⃝ Bachelor’s degree
⃝ Master’s degree
⃝ Diploma
⃝ Doctorate degree/PhD
⃝ apprenticeship (1 years)
⃝ apprenticeship (2 years)
⃝ apprenticeship (3 years)
⃝ Prefer not to answer
⃝ Other:

Q4.4. Please enter your age in years:

Q4.5. Please indicate which gender you feel you belong to.
⃝ Prefer not to answer
⃝ Male
⃝ Female
⃝ Non-binary
⃝ Other:

Q4.6. Here you have the possibility to send us questions or suggestions.
If you do not want to tell us anything, you can leave this field empty.

A.2 Interview guide
Question category Introduction

(1) Did you have any difficulties with the emails?
If yes: What difficulties did you have with the emails?

(2) Did you have any difficulties with the questionnaire?
If yes: What difficulties did you have with the questionnaire?

Question category Warning message
(1) What was your first thought when you saw the second office warn-

ing message?
(2) What do you think the warning message was about?
(3) Why does the yellow warning message appear in the top bar when

opening some Office documents?
(4) What was the reason you clicked on the warning message?
(5) Did you read the text of the warning message?
(6) Did you have a choice at that moment?
(7) Did you associate a risk with the warning message?
(8) Are you familiar with the warning message in a professional con-

text?
(9) What would be your first idea to get more information about the

warning message?
Question category Macros

(1) What is a macro?
Question category Emails

(1) Why did you ignore or delete the ad-like emails?
(2) What was your first thought when you saw the instructions to repair

files in some emails?

A.3 Codebook
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Table 3: Codebook

Code Description Example Quote

Style and design Statements about the style or the design of the warning messages But you think it’s trustworthy because it somehow looks like
an Office product and had the normal design or also the col
[. . . ] such a [. . . ] simply so plausibly stood there, in the place
where it otherwise also stands [. . . ] (P16)

Reasons for
activating macros

Reported reasons for enabling macros in the experiment I assumed that I would not have been able to edit it then. (P20)

Reasons for not
activating macros

Reported reasons for not enabling macros in the experiment Yes, ok, I knew I didn’t need macros for this [. . . ] (P16)

Perception of risk –
Risk & careful behaviour Participants stated directly that they had acted carefully or that they had perceived

a risk related to the warning message
[. . . ] when I am at work and open documents, generally
somehow some risk. When I open documents. Whether there is
a security warning or not, yes, a little (P20)

No sense of risk Participants described that they had not seen any risk related to thewarningmessage From the gut feeling, rather no. [. . . ] (P22)
Perception of choice –
Safe choice Participants described one of the three alternatives: clicking the ‘x’, ignoring the

warning, or closing the document
Not to click. (P38)

No choice at all Statements that implicate that participants had not seen an alternative to enabling
macros

Because if I hadn’t clicked on it, then I wouldn’t have been able
to edit it. (P10)

Unsure Participants described directly that they had been unsure which choices they had
had

I’m just being honest, I don’t think I even know. (P30)

Ways of information
retrieval

–

Online search Any online search method participants described to look for more information
about the warning

I would google, honestly. (P7)

Asking for help Participants described that they would ask someone for help And I would perhaps also write to our IT department and see
what they have to say about it. (P8)

Official documentation Participants stated that they would look for help in the official documentation from
Microsoft

[. . . ] There is also the help, there you can look through Office
itself. (P21)

Macros –
Correct mental model Correct elements of answers on how macros work or what they are used for [. . . ] that macros are some kind of series of commands [. . . ] So,

you can, for example, program it in Excel [. . . ] (P8)
Incorrect mental model Incorrect elements of answers on how macros work or what they are used for A macro, that’s probably some kind of anti-virus program.

[. . . ] (P10)
Unaware Participants stated directly that they did not know how macros worked or what

they were used for
Yes, well, I did not know what macros were [. . . ] (P5)
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