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Abstract—Physical layer key generation is a promising candi-
date for cryptographic key establishment between two wireless
communication parties. It offers information-theoretic security
and is an attractive alternative to public-key techniques. Here,
the inherent randomness of wireless radio channels is used as a
shared entropy source to generate cryptographic key material.
However, practical implementations often suffer from static chan-
nel conditions which exhibit a limited amount of randomness.
In the past, considerable research efforts have been made to
address this fundamental limitation. However, current solutions
are not generic or require dedicated hardware extensions such
as reconfigurable antennas. In this paper, we propose a novel
wireless key generation architecture based on randomized chan-
nel responses from an intelligent reflecting surface (IRS). Due to
its passive nature, a cooperative IRS is well-suited to provide
randomness for conventional resource-constrained radios. We
conduct the first practical studies to successfully demonstrate
IRS-based physical-layer key generation with an OFDM system.
In a static environment, using a single subcarrier only, our IRS-
assisted prototype system achieves a key generation rate (KGR)
of 97.39bps with 6.5% key disagreement rate (KDR) after
quantization, while passing standard randomness tests.

I. INTRODUCTION

Pervasive wireless networks such as used for IoT systems,
are a central aspect of today’s connected world and must be
thoroughly protected against attacks. In this context, sym-
metric encryption schemes such as AES play an important
role for providing confidentiality as well as message integrity
and authentication. However, this requires a key exchange
mechanism.

As an alternative to classical public-key techniques for
secret sharing over public channels such as the wireless radio
channel, significant research efforts have been devoted to prim-
itives from the realm of physical layer security (PLS) [7]. In
particular, channel reciprocity-based key generation (CRKG)
leverages randomly behaving wireless radio channels to estab-
lish shared cryptographic keys to achieve information-theoretic
security.

Despite the large body of work exploring CRKG in recent
years [17], the acceptance for real-world deployment is rather
low as the performance of CRKG is tied to the wireless
channel conditions. For instance, static radio channels can only
provide a limited amount of entropy and substantially impede

the key generation process: Establishing sufficiently random
keys is impractically time-consuming at low key generation
rates. This issue affects a wide range of wireless applications
with limited mobility, i.e., where channel conditions tend to be
static. Examples include warehouses, enclosures, and at night
also many other indoor environments.

The ability to work properly in static environments has been
outlined as one of the major challenges for physical-layer key
generation [[17]]. Therefore, several previous works investigate
approaches to tackle static channel conditions, e.g., recon-
figurable antennas, jamming, and beamforming [1], [6], [L7].
However, none of them is generically applicable to existing
CRKG systems as dedicated hardware extensions or special
modulation schemes are required. This is a serious hurdle for
the wide-range adoption of the technology, especially for low-
resource devices such as found in many IoT systems, for which
CRKG in general is desirable.

In this paper we pursue a generic solution based on an
intelligent reflecting surface (IRS) to enable CRKG in static
environments for arbitrary devices while being compatible
with existing CRKG implementations. Here, the IRS serves as
an entropy source for the wireless channel, offering an entirely
new range of applications for future IRS deployments.

The IRS concept has evolved from research on metamateri-
als, which are synthetic structures with tailored EM character-
istics to realize non-standard wave manipulation capabilities.
Cost-effective digitally tunable and flat metamaterial variants
paved the way for IRS to become attractive for future commu-
nication systems beyond 5G. It has gained significant research
interest [2] due to its innovative nature: Adding control to
the wireless propagation environment, the IRS enables what
is coined smart radio environments. The IRS intelligently
interacts with radio waves in an entirely passive manner with
moderate hardware complexity and low energy consumption.

In the context of this work, we use a cooperative IRS
to diminish static channel conditions, assisting CRKG. In
particular, we deliberately randomize the wireless channel
and generate temporal variation to provide an entropy source
which is independent of user terminals. We implement a
prototype system using commodity Wi-Fi transceivers and
low-complexity IRS prototypes operating in the 5 GHz fre-



quency range. A key characteristic of our approach is that
we consider the wireless channel to provide an additional
degree of freedom when designing a wireless key generation
system. To the best of our knowledge, this is the first work
to implement a practical CRKG system incorporating an IRS.
The paper at hand contains the following key contributions:

« We propose physical layer key generation assisted by
an IRS to overcome otherwise static propagation en-
vironments. Our approach addresses critical real-world
requirements of low-resource CRKG systems.

e We show that IRS-assisted CRKG can achieve arbi-
trary and adjustable key generation rates, while ensuring
random key material. Further, we introduce a channel
oversampling technique to reduce bit mismatch in the
generated key material.

« We implement a functional proof-of-concept system
based on low-cost IRS prototypes and commodity MIMO
radio transceivers. We present a comprehensive evalua-
tion based on measurements, showing that IRS-assisted
CRKG is practically feasible.

II. BACKGROUND

A. Channel Reciprocity-Based Key Generation

The fundamental principles of channel reciprocity and spa-
tial decorrelation (3] allow to exploit the wireless channel as
a mutual keying variable, i.e., for CRKG. Secret key agree-
ment over authenticated two-way public channels from depen-
dent random variables has been pioneered by Maurer [12].
Since then, much work has dealt with practice-oriented
wireless CRKG protocols, including prominent examples by
Mathur et al. [11], Patwari et al. [11], and Aono et al. [1]].
These protocols follow the same rationale: In a first step,
the two participants exchange a series of messages to collect
channel measurements, e.g., received signal strength (RSS)
or channel state information (CSI). Then, a quantization stage
maps the channel observations to bits, producing correlated
bit sequences K4 and K Z at both nodes. An error correcting
code is used for information reconciliation, i. €., to combat bit
mismatch. Finally, privacy amplification (via hashing) removes
information that has leaked during the exchange of helper
data for error correction. Important metrics for CRKG systems
include the similarity of channel observations at both ends
(e. g., mutual information and correlation measures), the key
generation rate (KGR), and the key disagreement rate (KDR).

Most of the current CRKG schemes gather data from time-
variant channels and were designed under the assumption of
user movement and random channel variation and in view of
statistical channel models such as Rayleigh fading. However,
these schemes fail to work with static radio channels. Previous
solutions to combat static channels come at the cost of
significantly increased complexity: For instance, [1]] leverages
an electronically steerable antenna, while [6] describes a
jamming-based technique.

B. Intelligent Reflecting Surface

An IRS, sometimes also referred to metasurface in the litera-
ture, is a man-made planar structure with digitally controllable
electromagnetic reflection behavior. The IRS adds control to
the propagation of radio waves and thereby can optimize
wireless radio channels. IRS’ are sometimes considered a
paradigm shift towards smart radio environments [10] and
are already in discussion for future communication networks
beyond 5G [2].

The IRS has potential for innovation at relatively low hard-
ware complexity. Typically fabricated in microstrip technology
on low-cost printed circuit board (PCB) substrate, the IRS
consists of many individually tunable reflector elements. For
instance, the IRS controller can adjust the phase shift of
reflections across the surface to optimize the signal-to-noise
ratio (SNR) at a receiver [2]] or to enhance spatial diversity [4].
Due to the mostly passive and reflecting nature, the IRS does
not require active RF chains and is inherently capable of full
duplex operation, while being energy efficient.

In the PLS context, previous work with IRS addressed
degradation of the eavesdropper’s channel, e.g., from ex-
clusion [10]]. For CRKG, [9] has outlined an IRS-assisted
approach to reduce information leakage to the eavesdropper.

C. System and Adversary Model

In this work, we consider two legitimate parties Alice
and Bob who seek to establish a shared cryptographic key.
Alice and Bob deploy a standard time-divison duplex (TDD)
wireless communication protocol, e.g., IEEE 802.11n Wi-Fi
with orthogonal frequency-division multiplexing (OFDM), and
obtain CSI as an essential part of their communication. Using
their respective CSI data, both parties implement a CRKG
procedure. Furthermore, we assume that a passive IRS is
within reach of Alice and/or Bob and thus can partially control
the wireless propagation channel. The passive eavesdropper
Eve can capture messages sent by Alice and Bob and also
obtains CSI, representing the effective channels between Eve
and the legitimate parties Alice and Bob, respectively. Eve is
aware of the key generation procedure of Alice and Bob and
thus can derive own key material.

All parties operate in a normally static indoor environment,
i.e., the parties do not move, nor do objects in the environ-
ment. Hence, the environment does not contribute to temporal
variation and thus exhibits a limited amount of randomness.
We assume the passive IRS to be the only source of channel
variation.

IITI. IRS-ASSISTED KEY GENERATION

Our IRS-assisted CRKG scheme follows a standard archi-
tecture which includes channel probing, quantization, informa-
tion reconciliation, and privacy amplification stages. The key
difference of our scheme is the channel probing which is per-
formed in conjunction with a channel randomization step from
the IRS (see Fig.[T). We review the protocol initiation, channel
randomization and probing, synchronization, and quantization
steps. We do not elaborate on information reconciliation
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Fig. 1. Key generation procedure assisted by an IRS.

and privacy amplification since well-known approaches from
literature can be used [3]].

1) Initiation: During protocol initiation, the nodes and the
IRS exchange the timing for channel probing, the total number
of surface configurations m, and the oversampling factor L.
The latter determines the number of bidirectional samples per
surface configuration. In addition, the nodes can verify the
IRS’ channel impact.

2) Channel Randomization: The generalized reflection co-
efficients for the N-element IRS can be expressed as:

bi[n] = e’ = ¢;[n] i1=1,.,.N (1)
where «; = 1. In the context of this work, we consider
a binary-tunable IRS with 1-bit phase control per element,
restricting ¢; € {0, 7}. Hence, we can substitute ¢;[n] with
the surface control signal ¢;[n] € {—1,1}".

Since the prototype system is implemented by a set of com-
mercial off-the-shelf Wi-Fi Network Interface Cards (NICs),
we assume that the complex OFDM baseband signal transmit-
ted by Alice is generated by taking the inverse discrete Fourier
transform of the complex modulated data symbols X;[n] of
all K, k = 0,...,K — 1, subcarriers of the n'* OFDM
symbol. In the time domain, a cyclic prefix, which is assumed
to be longer than the channel’s maximum delay spread, is
then prepended to each OFDM symbol. Then, after time- and
frequency synchronization, removal of the cyclic prefix and
discrete Fourier transform, the received baseband signal of Bob
corresponding to the k' subcarrier of the n** OFDM symbol
in the frequency domain is given by:

(Zh1k07 gzk"’dk) X2+ 28M), @

where h; 1, gi 1, di, € C, respectively, are the complex channel
gains of the link between Alice and the i*" IRS element, Bob
and the " IRS element, the direct link between Alice and

Bob for the k" subcarrier, and zZ[n] ~ CN (0, 0%) is additive
white Gaussian noise (AWGN). As all links are reciprocal, the
received baseband signal YkA [n] of Alice can be noted in the
same manner by exchanging A and B in (2). For CRKG, we
are interested in the effective channel

Zh k;Cz

We assume that the surface configurations ¢;[n] are selected
randomly. From the central limit theorem, we gain a first
insight into the effectiveness of the IRS for channel random-
ization: If the surface is sufficiently large, i.e., N > 1, Hi[n]
converges to a complex normal distribution with variance
linearly scaling with N.

3) Channel Probing: During channel probing, Alice and
Bob exchange packets in a ping-pong manner. At the receiver
side, Alice and Bob use a standard Least-Squares (LS) channel
estimator to obtain CSI:

] ik + di. 3)

Aln Al
Hi[n) = ;;B[[n]] = Hy[n] + X’“B[[ }] = Hy[n] + %' [n], (4)
R B n ZB
H[n] = ??[[n} = Hy[n] + ng[ﬁ] = Hy[n] + Z][n]. (5)

Note that we assume the IRS to be the only source of
channel variation. As the IRS switches channel states, Alice
and Bob effectively observe a static channel during one IRS
configuration period. Thus, averaging over L consecutive
samples obtained per IRS configuration can help Alice and
Bob to reduce noise components (see Fig. [I).

4) Synchronization: The nodes are either aware of or can
alternatively measure the IRS modulation frequency. The latter
is possible since the IRS modulates the channel response
periodically (cf. Fig. [3] (a)). Then, Alice and Bob can time-
align their channel probing to coarsely match the IRS timing.
Naturally, the ping-pong packet exchange needs to be shorter
than the IRS update interval. This step may also be performed
as part of the protocol initiation.

5) Quantization: A quantization stage maps Alice’ and
Bob’s channel observations to bits to derive key material from
channel measurements. As input to the quantizer, we use a
series of m samples for a fixed single subcarrier k. Each of
the m samples is obtained from averaging over L consecutive
normalized magnitude channel estimates (see Fig. (b)).
Due to its simplicity and equiprobable output, we here use
a cumulative distribution function (CDF)-based quantization
scheme with gray coding from the literature [[13].

IV. PROTOTYPE IMPLEMENTATION

We now describe our prototype system consisting of an IRS
and commodity Wi-Fi transceivers.

1) IRS prototype: We use two low-cost IRS prototypes with
64 binary-phase tunable elements each, offering 2128 ~ 3.4 x
1038 surface configurations. One IRS consists of structurally
identical elements that are arranged in an 8 x 8 array on
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Fig. 2. Intelligent reflecting surface prototype. (a) Front view with patch
elements (20cm x 16 cm). (b) Unit cell phase response.

standard FR4 PCB substrate (see Fig. 2] (a)). The elements
are linearly polarized rectangular patch reflectors on top of
a ground plane. The resonance frequency of the elements
can be individually switched using a PIN diode to shift the
phase response. Each element has a power consumption of
approximately 1.5mW when the corresponding PIN diode
is switched on, resulting in an average power consumption
of 0.75mW per element for randomized configurations. The
IRS is configured by a conventional microcontroller with shift
registers.

To obtain the maximum phase alteration, the reflection
factor of the IRS is measured under the two extreme conditions
when all elements are switched on and off. The measured
phase difference of the IRS prototype is shown in Fig. 2] (b)
and is by definition limited to the range of 0° to 180°.
The measurements were taken with the direction of both the
incident wave and the reflected wave perpendicular to the IRS.

In our experimental setup, we synchronize the node’s packet
exchange and the surface configuration timing. We use the
ISAAC pseudorandom number generator (PRNG) [8] seeded
from /dev/random [15] to generate random surface config-
urations ¢;[n]. The configurations should be erased and remain
secret to prevent environment reconstruction attacks.

2) Wi-Fi NICs: In our prototype system, each party Alice,
Bob, and Eve consists of a single-board computer equipped
with an ath9k-based PCle NIC [16] for IEEE 802.11n Wi-Fi
in a 2x2 MIMO configuration, using off-the-shelf linearly
polarized Wi-Fi antennas. The participants transmit at 5 dBm
and allocate a 40 MHz wide channel at 5,300 MHz (Wi-Fi
channel 60), close to the IRS’ optimum operation frequency.
During channel probing, the devices rapidly exchange packets
in a ping-pong manner. For each packet and spatial MIMO
channel, we obtain a complex vector containing the CSI data
for each of the 114 non-zero OFDM subcarriers. Extending
I) and , we denote them as H',éj and ﬁ]fj, with the jth
entry in the MIMO channel matrix.

V. PERFORMANCE EVALUATION
We now present measurement results from experiments with
our prototype IRS-assisted key generation system.
A. Number of Active Elements

From (3)), we expect the effectiveness of channel randomiza-
tion to scale with the IRS size, i. €., the number of elements V.
Intuitively, a large IRS increases the likelihood that a portion of
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Fig. 3. Time domain samples taken by Alice, Bob, and Eve on the exemplary
subcarrier £ = 37 of spatial channel j = 0. (a) Raw signals with L = 4. (b)
Signals after downsampling from block averaging.
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Fig. 4. KDR against the number of active IRS elements Ng,,; with indication
of mean and standard deviation.

the transmitted signal falls on the surface to affect the channel
between Alice and Bob. Furthermore, as /N increases, more
clearly distinctive channel states will be available.

To investigate the impact of N, we randomly select Ny
elements from the surface to be used for m = 10000 random
configurations. The remaining 128 — Ng,; elements are con-
figured randomly but remain static. For all configurations, we
measure the channels A ;[n] and HP ;[n] with Alice and Bob
3m and 1.5m apart from the IRS. Then we derive keys K4
and K for each subcarrier and spatial channel and calculate
the KDR as the number of bit errors N, per Nx key bits. As
expected, the KDR decreases with increasing Ng,;, as shown
in Fig. E[ Note that we have also included N,,;, = 0 as a
special case where the IRS remains static. Here, it is evident
from the KDR of approximately 50% that key generation is
infeasible in the static environment, i.e., without the IRS.

B. Distance Variation

We evaluate IRS-assisted CRKG under varying distances of
Alice and Bob to the IRS and for multiple distances of Eve to
Alice. Therefore, we conduct experiments in the basement of
our institute building, which is a long-term static environment.
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Fig. 5. Floorplan of the measurement setup indicating the relative positions
of the parties and the approximate area of IRS radiation (green).
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for varying distances to the IRS. (b) Average correlation coefficient between
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Fig. 7. Pearson correlation coefficient matrices of Alice and Bob (left) and
Alice and Eve (right).

The experimental setup is illustrated in Fig. [5] and indicates
the positions of Alice, Bob, Eve, and the IRS.

We fix Alice’ distance to the IRS to 3m and vary Bob’s
distance to the IRS between 0.5m, 1.5m, and 3m. Then, we
invert the order, fixing Bob at 3 m and varying Alice’ distance.
For each setting, we vary (¢) Eve’s distance to Alice between
0.2m, 1m, and 2m, (i7) the number of active IRS elements
between 32, 64, and 128, and (777) LOS and NLOS conditions
between Alice and Bob by placing a metallic blocker. For
every iteration, Alice and Bob measure m = 400 surface
configurations with L = 4.

To assess the IRS-induced channel variations, we calculate
the average of the absolute Pearson correlation coefficients
pﬁ}B of Alice’ and Bob’s magnitude channel measurements
across MIMO channels and subcarriers. We plot the results
over the total node distance to the IRS for 32, 64, and
128 active elements and for LOS and NLOS conditions in
Fig. [6] (a). Here, increasing the distance to the IRS reduces
the IRS impact, as the loss of the channels to the IRS, h; j
and g;j, increases. Further, in accordance to the previous
experiment, more surface elements help to increase the channel
variation. Further, the surface impact rises for NLOS channel
conditions as the surface-independent direct component dj, in
(3) is reduced.

In the same manner as before, we calculate the average
of the absolute Pearson correlation coefficients p,?”jE between
Eve’s and Alice’ channel observations, made from the signals
transmitted by Bob. We plot the results over Eve’s distance in
Fig. [6] (b) for LOS and NLOS scenarios with varying number
of active surface elements N. As expected and in accordance
with spatial decorrelation properties [3], the correlation of
Eve’s channel observations reduces with distance.

Fig. [7] shows the two-dimensional Pearson correlation ma-

trices of Alice, Bob, and Eve for exemplary spatial channels,
illustrating covariance relationships across the parties and
subcarriers. In the experiment, Eve was at 0.2m distance
from Alice. As expected, Alice and Bob (left) make strongly
dependent observations on the same subcarriers, as indicated
by the diagonal matrix entries. The off-diagonal components
reveal that care should be taken when using frequency diversity
for key generation, since some subcarriers seem to share a
certain covariance. Fig. [7] (right) shows the correlation of Eve’s
observations which are mostly uncorrelated, however, medium
correlation values occur occasionally.

C. Rates

The KGR is obtained by %‘f, where N is the number
of key bits obtained per time interval Tk. In the context of
this work, we measure the KGR at the output of the CDF
quantizer.

Note that the channel changes at the rate the IRS config-
uration is updated, allowing to boost key generation rates.
That is, in contrast to traditional channel models, the IRS
allows immediate switching of channel characteristics. Hence,
IRS-assisted CRKG is not bounded by the classical channel
coherence time to achieve sufficient randomness. Assuming
extraction of a single bit from each IRS configuration, the
KGR is upper bounded by (Ts, + LT, p)*l, where T, is the
surface update time, 7}, is the channel probing interval, and L
is the oversampling factor.

In our implementation, a bi-directional packet exchange
T, takes approx. 2ms and the surface update time T, is
approx. 2ms, which can be further reduced through technical
optimization. From the measurement data used in Section
with N = 128, we calculate the KGR and KDR shown
in Table [l The results for varying oversampling factors L
at two exemplary subcarriers demonstrate that a trade-off
between measurement time and KDR reduction is possible. We
emphasize that only a single subcarrier from a single spatial
channel is used and therefore we expect that the KGR can
easily be further increased. The residual KDR of Alice and
Bob stems from the CDF quantizer, when input values are
close to the quantizer thresholds.

TABLE I
SINGLE SUBCARRIER KGR AND KDR

L=1 L=2 L=3 L=4

KGR [bit/s] 23745 16058 12130  97.39
KDR A/B, k=25 0260 0157 0108  0.083
KDR A/B, k=94 0218 0120 0082  0.065

D. Randomness

Using the NIST’s statistical test suite for random number
generators [14]], we assess the randomness of binary sequences
generated from the prototype IRS-assisted CRKG system on
a single subcarrier with L = 4 to cover m = 300,000 surface
configurations. In the experiments, Alice and Bob are located
0.5m and 3m away from the IRS, respectively, (C, D), and



in a metallic shielding box together with the IRS (A, B).
Using the CDF quantizer [13] with 1 bit and 2 bit resolution,
we produce binary sequences of lengths 300,000 (A, C) and
600,000 bits (B, D). We apply the tests that are applicable
to the given sequence lengths and list the results in Table
showing that all sequences pass the tests.

TABLE I
NIST STATISTICAL TEST SUITE p-VALUE RESULTS [14].

A B C D

Frequency 1.00000  1.00000 1.00000 1.00000
Block Frequency 0.86108  0.64011 0.28217 0.83365
Runs 0.85513  0.99588 0.28984 0.26890
Longest Runs  0.77137  0.32486 0.34298 0.07352
Binary Matrix Rank  0.09973  0.04950 0.09466 0.68954
DFT 0.69998 0.85895 0.93210 0.79094

Non-overl.
Templ. Matching 0.02935  0.46983 0.87188 0.48896
Universal - 0.13809 - 0.133209
Serial 0.59214  0.54280 0.34804 0.73928
0.88924  0.78167 0.32932 0.76001
Approx. Entropy 0.81847  0.12792  0.403202 0.16795
Cum. sums (Fwd) 0.12669  0.27253  0.190075 0.22361
Cum. sums (Rev) 0.12669 0.27253  0.190075 0.22361

VI. DISCUSSION AND FUTURE WORK

Our prototype system with commodity Wi-Fi transceivers
demonstrates that conventional radios can successfully per-
form wireless key generation in static environments comple-
mented by an IRS. Although utilizing a MIMO system, we
considered single-subcarrier signals, showing that the concept
is applicable to resource-constrained IoT devices with single
carrier radios as well. However, larger IRS deployments are
needed for a sufficient impact on coarse channel measurements
such as RSS. An actively cooperating IRS for key generation
requires a trust model between devices and their environment.
However, an IRS could alternatively also randomize the chan-
nel continuously without participation in the CRKG protocol.

Building on our prototype system, future work will inves-
tigate how the IRS could improve the channel conditions of
Alice and Bob while providing randomness for key generation.
Also, future work could investigate requirements to enhance
channel randomization, e.g., from spatial and frequency di-
versity, the number, size, and placement of IRS elements,
the surface modulation signal, and inter-element correlations.
More work is needed to evaluate the approach in non-static
environments. Finally, we stress the need for a sound security
analysis of IRS-assisted CRKG.

VII. CONCLUSION

In this paper, we outline a novel wireless key generation
system assisted by an IRS, i.e., a smart radio environment.
Here, we leverage a time-dependent randomization of the IRS
configuration to overcome static radio environments which
are not suited for wireless key generation. The passive IRS
provides an entropy source, allowing arbitrary near-by users
to perform key generation. The proposed system works with
conventional CRKG implementations, completely eliminating

special measures for static environments at the user terminals,
e. g., complex hardware extensions. Demonstrating the practi-
cal feasibility to establish cryptographic key material, we have
implemented a functional prototype system using commodity
Wi-Fi transceivers and a low-cost IRS prototype.
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