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CASA
Cyber Security in the Age of Large-Scale Adversaries

Outstanding scientists within the Cluster of Excellence “CASA - Cyber 
Security in the Age of Large-Scale Adversaries” research and develop 
strong and sustainable countermeasures against powerful cyber 
attackers, with a particular focus on nation-state attackers. Research 
in CASA is characterized by a highly interdisciplinary approach that 
examines not only technical issues, but also the interplay between 
human behavior and IT security. This unique, holistic approach forms 
the basis for excellent IT security research.

CASA unites four main research areas:

HUB A “Future Cryptography”: Researching future cryptography  
and developing quantum-resistant approaches with provable security.

HUB B “Embedded Security”: Tackling the task of strengthening the 
security of embedded systems at the hardware level by investigating 
the interaction of security systems with their physical environment.

HUB C “Secure Systems”: Developing secure and efficient systems  
at the software level. Machine Learning is one of the many methods 
used to explore and expand this field.

HUB D “Usability”: Focusing on usable security and privacy  
and researching the interface between humans and technology.

Each HUB addresses specific major research challenges that have 
been carefully selected to address security issues critical to the 
protection against large-scale attackers. The challenges of HUB D are:

Research Challenge 10: Engineers and Usability
Research Challenge 11: End Users and Usability
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I’m hot.

And I’m undecided.

You are just as 
passionate as me. So 
go out and look for a 
suitable career path!

Stop pushing me.
 It’s not as easy as it looks.

Still struggling with 
your job choice?

Do I want to become a 
software engineer? 
It’s not only about 
programming. Cyber 

security and privacy 
are important as well...

But do I? I want to 
learn more about that!

Leave me alone. 
You don’t 

even know 
the difference 

between a 
developer and a 
security expert.

You don’t just change color 
depending on your mood, Sis!

You are into 
coding. So 
what’s the 
problem?

It’s an ordinary day in the misty and humid 
jungle of the CASA Universe.

Pablo is passionately painting, while his sister  
Maggie spends time on her laptop, as usual.

Is her brother right? She feels a little torn between writing lean code, fulfilling security requirements, and 
maintaining privacy. Navigating her way through the jungle of information, she hopes to find an answer.

Since graduating from school, Maggie struggles to decide her next steps: While she enjoys working  
with people, she's also drawn to numbers and coding. A combination of both would be ideal.
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WELCOME TO RESEARCH HUB D

CHALLENGE 10
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CHALLENGE 10
Engineers and Usability 
How do security mechanisms and tools 
need to be designed in order to be  
usable and supportive for IT professionals 
like software developers or system  
administrators?

CHALLENGE 11
End Users and Usability
Which methods should we develop to 
improve security mechanisms and  
privacy methods for end users? How can 
we enhance the usability of computer 
systems and environments with high  
security and privacy requirements?

CASA BACKGROUND
CASA stands for ‘Cyber Security in  
the Age of Large-Scale Adversaries’ and is 
funded as a Cluster of Excellence (EXC) 
within the Excellence Strategy of the 
DFG in Germany. Its goal is to enable 
sustainable security against sophisti-
cated large-scale attacks. Therefore, an 
interdisciplinary team explores not only 
technical, but also social factors and 
implications. The Cluster of Excellence 
is located at Ruhr University Bochum.

Content

casa.rub.de

CHALLENGE 11
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Wow, imagine me 
working there!

Hi and welcome 
to Hub D.

No, but we are 
a welcoming 

bunch of 
people.

Have you been 
Expecting me?

You know how hard 
it is to make the 

work of software 
engineers easier.

That’s true, so it’s  
our job to design their 

tools in a user friendly 
and secure way.

So who 
Are you?

I am Maggie! And you?

I am Jane,  
I am a software 
engineer here…

I actually want to 
become one, too. That’s great! 

I think you 
have good 

prerequisites. 

Ah, ok? Tell me 
more...

Challenge 10
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You have a 360 degree view. Oh, and 
you are changing color – good at 

adapting, too! That looks cool. 

Well yes, 
thank you.

That’s a great starting point! 
But there are things you should 
know: Software engineers have 

to meet several, sometimes 
contradictory requirements.

Often security is not the 
main objective goal. 

Many engineers have a strong 
technical knowledge, but they are 
not security or privacy experts.

Same as in car engineering – 
cars first got fast and comfy. 
Safety and security came later.

It comes second.

CASA WIKI

Using an Application Programming 
Interface (API), one can create a 
collection of functions for others to use 
in their programs. For example, you can 
access information, like the current 
weather, from an API to integrate it in 
your program.

The General Data Protection 
Regulation (GDPR) is the data  
privacy law of the European Union.  
It was designed to protect the data of 
European citizens. Companies creating 
software for the European market must 
be compliant with these laws or risk 
significant fines.

AI Tools are programs like ChatGPT 
that use artificial intelligence and 
may assist software developers 
during programming, for example, by 
generating code or answering questions 
from the developers. However, it is not 
yet clear how these tools influence the 
security of the written software.

S&P is the abbreviation for ‘security 
and privacy’.

Security Champions are employees 
who have deeper knowledge in 
information security and a direct 
connection with the security team.
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If there were better 
programming tools I would 

do better, certainly. 

Sure, you would!

But it’s challenging for all of 
us. It is not that easy to make 
the right decisions concerning 
security and privacy. There are 

so many things to consider.

We are also very busy and have to 
keep up with all the new things in our 

core business.

That sounds a bit complicated. 

You can have difficulties when security 
experts make wrong assumptions 
about your resources, because they 

don’t know how you work. 

Hey, what ChatGPT did 
there looks cool! But 

have you checked the code 
on security, resilience, 

usability, and all of that?

The use of AI may be a 
good tool for a software 

developer, but if you don’t 
fully understand the 
implications, mistakes 

can occur, for example in 
relation to legal issues.
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I think you should clean up 
your table once in a while...

Knowing all that, we 
decided to work on these 

main goals: 

UNDERSTAND 
the impact of 
using AI tools. 

A study revealed that computer 
science students and professional 
freelance developers struggled with 
secure password storage. Among 
other things, it was confirmed that 
security is only a secondary task for 
the developers examined. It was also 
shown that many frameworks offer 
secure storage, but only if this is 
explicitly selected. They do not help 
the users with security by design 
and provoke weak security settings.

INVESTIGATE 
the usability of 
Java APIs. 

STREAMLINE  
the recruitment of 
professional software 
developers for security 
and privacy studies. 

SUPPORT  
companies and 
developers in 
security by design 
implementation.

Real Life Story

1

2

3

4

5

SUPPORT companies 
and developers to comply 
with privacy regulations. 
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A little bit of creative chaos 
doesn’t hurt nobody.

Ah, let’s copy and 
paste the example 
and call it a day.

I am sure it takes some 
creativity to find the right 

solutions for these problems.

To be honest, I always thought software 
engineers would also be security experts.

S&P are neither their primary goals nor 
their fields of expertise. They mainly focus 
on things like efficiency or performance.

First of all, it is important to reduce the mental 
load with regard to security and privacy.

So what can you do to support them? 

Security tasks should be as easy as basic 
programming commands to provide secure 
default values and programs so that IT 

professionals do not have to deal with them.

Soluti
ons

Even on websites that target developers, 
security and privacy are sometimes only of 
secondary importance. For example, on the 
Android for Developers website, an article  
on encryption uses outdated standards as  
a sample code. Although secure solutions  
are also presented in the rest of the text,  
some programmers will adopt the sample  
code out of convenience.  

Fun Fact
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But do you think it’s possible to 
make every programming tool and 

development process intuitive?

No. That is why another pillar 
is to improve the guidelines.

What else can you do 
for the developers?

The use of 
supporting tools 

is an increasingly 
common approach.

This looks way tidier than 
your desk. I also like hard- 

and software libraries.

These can range from code 
scanning tools, which ensure 

code quality, to AI tools, 
which simplify the entire 
development process of 

software products.

Documentation should be easily accessible, 
clearly structured, and understandable. 
What sounds intuitive at first quickly 
turns out to be a challenge in practice.
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Nevertheless, it is important that the 
output is still understood and evaluated 

by developers using these tools.

In order to incorporate security 
measures into the process, it makes 

sense to bring security expertise close 
to the users and empower employees to 
become so-called security champions. 

exactly! This could lower the inhibition 
threshold for asking for help and integrate 
security into the everyday life of dev teams.

As researchers we have set 
ourselves the goal of helping IT 
professionals with regard to 

cybersecurity challenges. 

Interested employees could be trained 
and become contact persons for 

everyday security and privacy issues. 
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It is therefore essential for us 
to understand how different 
groups work, which challenges 
they face on a daily basis, and 

how we can support them.

I see! You focus not only 
on technical challenges but 
also on the human factor.

 In the next building you 
will learn more about that. 

Thanks! That was 
really enlightening. 

Exactly! In our team, 
the focus is especially 

on the development side. 
End users are another 

group of interest.

Perhaps becoming a 
security champion is a 
delicious fly to aim for…
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Hey you, come here! We could use 
your help here at Challenge 11!

I’m Moxie. You are the 
perfect candidate for one 

of our user studies. 

 Please wear this user 
security equipment. 

Sure, with pleasure! 
I'm Maggie.

It’s one size fits all?!

This one almost is, but that 
can be a problem actually! 

Users are often depicted in 
a generalized way, creating 

”average solutions〞 for 
”average users〞.

We rarely have 
visitors

that drop by.

Oh. Ok. 

Oh, they already want 
my expertise. That 
feels wonderful.

Challenge 11
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Peeps, say hi to 
Maggie. She’s willing 

to help us out.

Mhm, the URL says ”http:〞 and not 
”https:〞, that means the connection 

is lacking privacy and integrity.

Nicely spotted! 
Perfect job!

I like that you test the 
software instead of the user!

THANKS! Unfortunately, 
the negative construction 
of the user as ”the weakest 

link〞 still prevails. 

This makes me as a user feel 
deficient or inherently risky.

I really like my 
new cape anyway!

Yet 30 years of research have 
shown that changing behavior 

is far more complex than 
adapting the technology. And 

this could help people chose 
 the secure way.

Now, do you see a problem here on 
the website?
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She was right! Here at 
Challenge 11, we think this 

way and develop novel security 
and privacy solutions that 
are easy to understand and 

use for everyone. 

Now, let’s have lunch!

Here at the core you see our main goals:

”Don't fit the user to the task - 
fit the task to the user〞 is what 

my mom used to say.

1

2

5

4
6

3Understanding

human interaction

Developing appropriate

with security and

tools and awareness

privacy mechanisms.

programs for end users.

       Mapping the security and 
privacy ecosystem to identify
and empower key stakeholders  
(developers, security champions).

Mapping the digital

security and privacy

divide and skills gap in
Germany and beyond.

Identifying side effectsand unintended conse-
quences of security and
privacy technologies.

Closing knowledge  

gaps on under-  
researched user groups.
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So, you don’t want to 
develop new security 

mechanisms for the users?

We do, But we want existing and new 
systems to be easy to use. Without 

special knowledge or equipment.

That means systems are 
”technically〞 secure on paper, 

but not in the real world.

People make mistakes if things 
are difficult to use. Like you being 
tangled in your bowl of spaghetti. 

Complex security mechanisms are 
often misused, circumvented, or 
rejected by users. Only usable 
security is effective security!

CASA WIKI

Co-Design is a participatory, 
co-creation and open design process 
that involves users as experts and 
facilitators. It aims to generate ideas 
that improve user needs, to validate 
solutions, and to create better 
relationships.

Creative Engagements are methods 
of involving users and stakeholders in 
the research, design, and evaluation 
of security and privacy mechanisms 
using creative methods and tools 
(e.g. lego, drawing, performance,  
collaging). It helps to understand user 
needs, generate innovative ideas, and 
involve people in the process.

HCI (Human-Computer Interaction) 
is the research in the design and 
use of computer technology. It is 
interested in how humans interact 
with computers and develops new 
technologies (e.g. computer mouse, 
touchscreens). 

A User Journey depicts the experi-
ences a person has when interacting 
with something, typically software. 
This method is generally used by  
those interested in how users 
interact with software experiences.

Identifying side effects
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It is absolutely essential 
to understand your 
potential users ...

... before building 
and implementing 
security systems.

A young IT professional might face very 
different risks compared to a grandpa using 

HIS tablet to chat with ITS grandchild.

Most of our research focuses 
on understanding how certain 
groups of individuals perceive 
and practice security, think 

about it, or how they interact 
with a security technology. 

That calls for a 
multifaceted approach. 

Exactly!

Look at our user collection.

That makes very clear that 
there is no ”average user〞.
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Design is also important. 
Poorly implemented security 

warnings can confront users 
with security decisions that 

they are unable to make.

In addition, bad design can 
condition non-secure habits, for 
instance, clicking ”OK〞 without 

thinking about it further.

The usability of the security 
mechanisms must be assured. 
A usability test, for example, 

can show what works and 
what does not. 

REAL LIFE STORY
Macros – small executable code 
embedded in Microsoft Office files 
– can be used to infect computers 
with viruses. They are disabled by 
default, but when opening a docu-
ment with macros, users receive  
a warning message and the option 
to enable the macro with one click.

A study – disguised as a perfor-
mance test – found that almost  
⅔ of participants activated a po-
tentially dangerous macro because 
it was just a one-click decision. 
When asked, participants often had 
no idea how macros work, and that 
they can pose a security threat.
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In order to be able to carry out the experiment just explained, we 
combine expertise from psychology, HCI, computer science, IT security, 
and the social sciences in our team. Look at our model built with LEGO, 

we use to identify different levels of investigation.

We test usability with a wide range of 
methods in the lab and in the field.

From the workplace and organizations ...

This poses specific challenges to research: some 
groups are harder to reach, and not every research 

method is appropriate for every group. 

... to private (smart) homes and mobile settings, 
serving a diverse range of users.

Defen
ses
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Older adults, journalists, people with 
disabilities, people with migration background 
or from non-western countries, they all have 

different knowledge, needs, and habits. 

We INvolve people using creative engagements, 
participatory design, and co-design to develop 
bottom up solutions that protect computer 

systems as well as society in the age of 
large-scale adversaries.

We also go beyond usability, in creating novel 
approaches – like comics – to increase security 

and privacy awareness and cultivating 
security cultures in a holistic manner. 

Wow, creative Science 
Communication!?!  That could 

actually be something for Pablo. 
He always pretends to be so 

passionate, but I honestly think 
he’s a bit lost as well.

I was told that you would like to be a software 
engineer. How about an internship? 

What do you think?
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That visit helped me a lot to make 
up my mind.

Oh, hey Pablo! I’m glad 
to be back, too.

... you’re right. Most 
of the time it isn’t as 

easy as it looks.

And it’s even trickier 
than I thought. If we want 
to find a solution it’s best 

when we work together.

I was thinking about our 
conversation and ... 

 Hi Maggie! I'm happy 
you're alive and well.

What do you mean? How could 
I help solving the usability 

issues you heard about?

To be honest I asked if you 
could join the internship 

I am going to do...

What do you think?

I think… I’m in!

We really should rethink 
the way we design 

software: We should  
build software that 
supports users, and  

not building software 
that needs support.

Because with your expertise, 
you could help produce 

creative solutions.

You think so?

Maggie makes her way home lightheartedly.
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Lisa Geierhaas, Anna-Marie Ortloff, Matthew Smith, Alena 
Naiakshina: Let’s Hash: Helping Developers with Password 
Security, Symposium on Usable Privacy and Security 
(SOUPS), 2022.

Stefan Albert Horstmann, Samuel Domiks, Marco Gutfleisch, 
Mindy Tran, Yasemin Acar, Veelasha Moonsamy,  
Alena Naiakshina: Those things are written by lawyers, and 
programmers are reading that. Mapping the Communication 
Gap Between Software Developers and Privacy Experts, 
Privacy Enhancing Technologies Symposium (PETS), 2024.

Jan H. Klemmer, Marco Gutfleisch, Christian Stransky, 
Yasemin Acar, M. Angela Sasse, Sascha Fahl: “Make Them 
Change it Every Week”: A Qualitative Exploration of Online 
Developer Advice on Usable and Secure Authentication, 
ACM CCS, 2023.    

Marco Gutfleisch, Jan H. Klemmer, Niklas Busch, Yasemin 
Acar, M. Angela Sasse, Sascha Fahl: How Does Usable 
Security (Not) End Up in Software Products? Results From 
a Qualitative Interview Study, IEEE Symposium on Security 
and Privacy (S&P), 2022. 

Franziska Herbert, Steffen Becker, Leonie Schaewitz, Jonas 
Hielscher, Marvin Kowalewski, M. Angela Sasse, Yasemin 
Acar, Markus Dürmuth: A World Full of Privacy and Security 
(Mis)conceptions? Findings of a Representative Survey in 12 
Countries, CHI Conference on Human Factors in Computing 
Systems, 2023.   
 
Ahmet Erinola, Annalina Buckmann, Jennifer Friedauer,  
Aslı Yardım, M. Angela Sasse: “As Usual, I Needed 
Assistance of a Seeing Person”: Experiences and 
Challenges of People with Disabilities and Authentication 
Methods, IEEE European Symposium on Security and 
Privacy Workshops (EuroS&PW), 2023.

Franziska Herbert, Steffen Becker, Annalina Buckmann, 
Marvin Kowalewski, Jonas Hielscher, Yasemin Acar,  
Markus Dürmuth, Yixin Zou, M. Angela Sasse: Digital 
Security - A Question of Perspective. A Large-Scale 
Telephone Survey with Four At-Risk User Groups, IEEE 
Symposium on Security and Privacy (SP), 2024.

Mark Turner, Martin Schmitz, Morgan Masichi Bierey, 
Mohamed Khamis, Karola Marky: Tangible 2FA – An In-the-
Wild Investigation of User-Defined Tangibles for Two-Factor 
Authentication, Symposium on Usable Privacy and Security 
(SOUPS), 2023.

The concepts and methods presented in this comic were developed 
by researchers involved in the Cluster of Excellence CASA. If you are 
interested in more details, you can find the original publications online. 
These scientific papers explain the results in more detail. For many 
publications we also publish the source code and other research artifacts. 
Please reach out to us, if you have questions: info@casa.rub.de

CASA: Cyber Security in the Age of Large-Scale Adversaries 
was established in 2019. It is the only Cluster of Excellence 
in the field of computer security in Germany. CASA is funded  
by a grant from the Deutsche Forschungsgemeinschaft (DFG, 
German Research Foundation) worth about 30 million Euros, 
which ensures excellent research conditions.

CASA brings together a core group of principal investigators, 
chosen with a strong focus on security and privacy, with se-
lected top-level researchers from highly relevant neighboring 
disciplines. The team covers the full scope needed to tackle 
the challenging research problems in modern computer 
security; namely computer science, mathematics, electrical 
engineering, and psychology.

CASA is hosted by the Horst Görtz Institute for IT Security 
(hgi.rub.de/en), a pioneering research center in Germany. 

Furthermore, CASA collaborates strongly with the  
Max Planck Institute for Security and Privacy in Bochum  
(mpi-sp.org) and several other institutes and universities.

What is a “Cluster of Excellence”?
With the funding line “Clusters of Excellence”, internationally 
competitive research centers at universities or university  
alliances in Germany are provided with project-based  
funding for a period of 7 years. Within the clusters, 
scientists from different disciplines and institutions work 
together on a research project. The funding gives them  
the opportunity to concentrate intensively on their research 
goal, to train young scientists and to recruit international 
top researchers.

casa.rub.de
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HUB A HUB B HUB C HUB D

HOW CAN IT SPECIALISTS AND SECURITY 
EXPERTS COMBINE THEIR SKILLS IN THE BEST 
WAY? WHICH TOOLS MAY HELP TO GET CLOSER 

TO THE GOAL OF SECURITY AND PRIVACY 
BY DESIGN? AND WHAT ABOUT THE USER 
EXPERIENCE FOR THE DIVERSE CROWD OF  

END USERS?

ACCOMPANY CHAMELEON MAGGIE ON HER 
SEARCH FOR A PURPOSEFUL PROFESSION. WILL 
SHE FIND THE CLEARING OF ENLIGHTENMENT  

IN THE INFORMATION JUNGLE?    

FIND OUT MORE!


