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CASA
Cyber Security in the Age of Large-Scale Adversaries

Outstanding scientists within the Cluster of Excellence “CASA - Cyber 
Security in the Age of Large-Scale Adversaries” research and develop 
strong and sustainable countermeasures against powerful cyber 
attackers, with a particular focus on nation-state attackers. Research 
in CASA is characterized by a highly interdisciplinary approach that 
examines not only technical issues, but also the interplay between 
human behavior and IT security. This unique, holistic approach forms 
the basis for excellent IT security research.

CASA unites four main research areas:

HUB A “Future Cryptography”: Researching future cryptography  
and developing quantum-resistant approaches with provable security.

HUB B “Embedded Security”: Tackling the task of strengthening the 
security of embedded systems at the hardware level by investigating 
the interaction of security systems with their physical environment.

HUB C “Secure Systems”: Developing secure and efficient systems  
at the software level. Machine Learning is one of the many methods 
used to explore and expand this field.

HUB D “Usability”: Focusing on usable security and privacy  
and researching the interface between humans and technology.

Each HUB addresses specific major research challenges that have 
been carefully selected to address security issues critical to the 
protection against large-scale attackers. The challenges of HUB B are:

Research Challenge 4: Platform Trojans
Research Challenge 5: Physical-Layer Security
Research Challenge 6: Next-Generation Implementation Security
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Carl, this is not 
looking good at all. 

We have tried 
everything we know. 

What shall we do, Paul?

Years ago, underwater 
whirlpools pulled me 

deep, deep down to HUB B
 of the CASA Universe. 
What I discovered could 
maybe help us once...

it May be worth 
a try, but come 

back soon!

Mom said it should be 
behind this rocky crevice...

THIS Could be our last resort.

It’s not going 
to last for 

long but should 
give us some 

time.

Do you remember the story 
mom told us? It sounded  

crazy but maybe there is 
some truth to it...

Let me just 
patch this one 
here for now.

Deep in a river valley of the CASA Universe, beaver brothers Paul and Carl are struggling to secure 
their dam. The wooden structure has a disturbance and they are running out of ideas.

That’s when they remember a story they were told long ago, about a place hidden in the depths of  
the river. A place that may hold solutions to the siblings’ problem.

Paul takes a deep breath and dives: Nothing will stop the desperate beaver from saving his dam 
architecture.
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WELCOME TO RESEARCH HUB B

CHALLENGE 5

CHALLENGE 4
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CHALLENGE 4
Platform Trojans
What do Hardware Trojans look like? 
How can we defend against them?

CHALLENGE 5
Physical-Layer Security
How to construct new security building 
blocks from wireless radio signals?

CHALLENGE 6 
Next-Generation Implementation 
Security
How can we secure future computers 
against attacks that exploit the ways 
that crypto is implemented?

CASA BACKGROUND
CASA stands for ‘Cyber Security in  
the Age of Large-Scale Adversaries’ 
and is funded as a Cluster of 
Excellence (EXC) within the Excellence 
Strategy of the DFG in Germany. Its 
goal is to enable sustainable security 
against sophisticated large-scale 
attacks. Therefore, an interdisciplinary 
team explores not only technical, but 
also social factors and implications. 
The Cluster of Excellence is located  
at Ruhr University Bochum.

Content

casa.rub.de

CHALLENGE 6

https://casa.rub.de
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This must be 
the entrance.

I have a sinking 
feeling this is gonna 

be a deep dive.

Hope they don’t 
mind me asking 

questions...

They  have done a 
pretty impressive 

job here.

Hi there! I am Paul. Sorry 
to barge in like this.  

I wouldn’t if I didn’t have  
a serious problem. 

Yes, we already 
noticed the problem 
with your dam. My 

name is Chris.

How did you...!?! 
Anyway, I came to 

ask for advice.

Do you see that Trojan 
seahorse over there? 

Something very similar 
could have penetrated 

your dam’s hardware. We 
recently discovered this 
threat trying to attack 
our structure – But now 
it’s a great sample for 

us to investigate! 
 Let me explain.

Challenge 4
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 Intentionally 
weakened hardware 
components are a 

realistic threat as you 
painfully noticed at 
your dam. Just have a 

look out of the window. 
Here at Challenge 4, we 

focus on hardware. Both 
microchips and their 

low-level firmware can 
be manipulated. This is 

very dangerous and 
here’s why:

Someone left a
key for me.

We investigate the design space of such Trojans 
to have a sound threat assessment and to 

develop a new generation of countermeasures. 

CASA WIKI

Firstly, it can be extremely difficult to detect such ma-
nipulations and it is often impossible to remove them.

Secondly, low-level manipulations can disable all other 
higher-level security mechanisms.

Finally, such attacks can compromise millions of de-
vices, for example in the case of network routers. 

A Hardware Trojan is a malicious 
modification or insertion of circuitry 
into an Integrated Circuit (IC) or 
electronic device. It is performed 
post-design by an entity other than the 
original designer to compromise the 
security or functionality of the device. 
The name refers to the Greek ‘Trojan 
Horse’ tale. 

A microchip is a small electronic 
device made of semiconductor 
materials that performs various 
functions such as the processing and 
storing of information. Microchips are 
integral parts of smartphones, cars, 
planes and lots of other devices.

Hardware Reverse Engineering 
is the process of taking apart a 
physical device (e.g. a microchip) to 
understand its design and functionality. 
Applications (of hardware reverse 
engineering) include the detection of 
intellectual property infringement or 
Hardware Trojans.

Hackers are people with advanced 
knowledge of hardware and software. 
So-called white-hat hackers seek out 
vulnerabilities in order to mitigate them. 
Black-hat hackers, on the other hand, 
exploit them for malicious goals.  

Microcode is an updatable part of 
modern CPUs. It was invented to solve 
issues in computer chips as in 1994 
Intel had to recall an entire CPU series 
due to a bug. The microcode design 
details are typically company secrets. 
While this updatability is useful, it 
also opens a potential door for harmful 
interference.
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We research hardware 
Trojans. Therefore, we 

pursue three goals:

Yes, even we 
heard about it 

on Beaver News.

You probably remember 
the Crypto AG case?

UNDERSTAND the 
design of Hardware 
Trojans as well as 
their implications for 
system security.

Crypto AG was a Swiss company 
that manufactured analog 
cipher devices. Some versions 
were intentionally weakened by 
backdoors. This allowed Western 
intelligence agencies (namely 
the CIA, the British GCHQ, and 
the German BND) to decrypt 
messages sent by other users. 
More than a hundred countries, 
such as Iran, India, and several 
Latin American countries, were 
affected. This is an appropriate 
example of bypassing security 
mechanisms at the 
hardware level.

DEFEND against 
Hardware Trojans 
by developing coun-
termeasures that 
address both known 
and unknown attacks 
to ensure a proactive 
and comprehensive 
defense. 

PREVENT upcoming 
attacks by developing 
new design methodol-
ogies, guided by psy-
chological research on 
the (limits of) human 
abilities involved in 
Trojan insertion.

Real Life Story

RESEARCH GOALS

1

2 3
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Trojans seem quite 
dangerous, if they 

can damage our well-
secured dam. I don’t 
even want to think 
about medical devices, 

aerospace or data 
centers...

OK. They are really 
hard to detect. But how 
exactly do you do this?

Trojans on the chip-level can be inserted 
during manufacturing. To find these 

nanometer-sized changes, we scan the 
chip with an electron microscope. The 

images are then compared with the original 
blueprint. And believe me, it’s a huge 

number of components we have to check. 
It’s like looking for a needle in a haystack.

Gotcha! This piece 
shouldn’t be there.

That job looks nerve-
racking. Do you insert 
the trojans yourself 

for testing?

One essential method 
to help us with the 

detection is hardware 
reverse engineering, 

where we take apart the 
manufactured microchip.

You’re right. They 
are particularly 

dangerous. And they 
could be implemented 

by large-scale 
adversaries, like 

intelligence agencies 
who have lots of 

available resources.

Detecting Manipulations 

       in Microchips
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Yes and no. We definitely rely on lots of 
practice, as finding this kind of micro-

information takes a lot of effort. To make 
 it life-like, we split up into two teams that 

compete against each other. The red team 
tries to hide a Trojan in the hardware, while 
the blue team tries to detect it. This allows 

us to ensure unbiased detection.

That’s more to my liking. A little 
bit of competition and enough 

cases of Mate at hand. That’s all 
you need to tackle a challenge!

You often need to 
think and act like 
a malicious hacker 
to be a successful 

security researcher.

But there are other 
ways to infiltrate 

hardware and create 
bypasses. Even chips 

need updates now and 
then. For CPUs, this is 

done by microcode, which 
can be seen as the low 
level firmware for them.

And code is law as 
we all know. It is at 
the heart of the CPU. 

Even a security update 
can be used to inject 
malicious code into 
the most sensitive 
areas of a computer 

system. You wouldn’t 
want your pacemaker 
corrupted, would you!?!
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We also deal with the innate 
characteristics of human beings.

Because humans still play a 
crucial role in the development 
of hardware and also Trojans. 

It’s not all being done by AI... yet. 

We are developing new design 
methodologies that protect systems 
against reverse engineering. We call 
this ”cognitive obfuscation〞 and it 
makes it hard to introduce trojans 

or steal intellectual property.

It is not unlikely, but there are more 
possibilities. Perhaps the timber supply for the 
dam was replaced by damaged material without 

you noticing. It is best to ask our pals who deal 
with physical-layer security. They investigate 

solutions to detect such manipulations.

So do you think it’s a hardware trojan
that infiltrated our dam?

Thank you so much! 
I definitely learned a lot!

 By the way, we call 
their building the 

treasure chamber. You 
soon will find out why.

Why is that?
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I really hope the physical 
infrastructure is safe down here… 

I would be shark food otherwise.

Oh, silly me! I fell into a 
detection trap! But how 

did you recognize me?

You have discovered our alarm 
system: a radar that detects 
movement. It uses only simple 

Wi-Fi devices! My colleagues and 
I - my name is Claude - are taking 
a closer look to see how wireless 

communication can be intercepted 
or changed at the lowest level.

IoT devices, like this robot vacuum cleaner, 
exchange information using wireless 

communication. Messages are sent over the 
air and can therefore be picked up by anyone, 

similar to someone silently overhearing a 
conversation. Therefore, malicious parties 

can intercept, disrupt, or modify information 
”on the fly〞. Physical-layer security aims to 

protect against such attacks.

Attention! Beaver Paul just 
entered the building!

Challenge 5
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That makes sense. We all use phones, 
Wi-Fi, bluetooth and robot hoovers. But 

what do you mean by the physical layer?

Wireless signals can be used 
to sense the surroundings. 
As wireless signals travel, 

they interact with the 
environment. That is why the 
hoover does not collide with 

you even though it has no eyes. 

Such information about 
the environment can 

then be extracted. 

You mean like 
in traditional 

radars?

Wow, I had no idea, 
that’s crazy! And what 
are you doing about it?

CASA investigates how new 
security primitives can be 
realized using information 
on the physical layer. These 

are our main goals:

Correct. But even 
standard communication 

signals such as Wi-Fi 
allow physical 

environments to be 
monitored and mapped; 
by both legitimate and 

malicious parties. We also 
work on intelligent 

surfaces. These reflect 
the waves in such a 
way that no viable 

information is provided.

Are you sure?

The physical layer covers any 
form in which information is 
presented in. These typically 

are wireless radio or electrical 
signals. These waves have 

different shapes and can look 
like those on the screen. 

However, in a broader sense, 
the physical layer even includes 
objects that store information 

such as the hardware of a 
computing system.

RESEARCH GOALS

1     Investigate novel techniques 
for securing communication 
channels.

2     Design and build next-
generation secure wireless 
communication.

3     Investigate wireless sensing 
systems to monitor the physical 
integrity of computing systems.

4     Investigate privacy aspects 
of wireless sensing.

1

2

3

4
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You have noticed that this 
building is shell-shaped, right? 

Let me turn off our anti-
tamper protection, otherwise 
we couldn’t enter it at all. 
Now, let’s get to the core.

We use the Anti-Tamper-
Radio approach to protect 

sensitive devices, like servers 
or ATMs, from being physically 

manipulated. This could otherwise 
result in information being 

extracted or the triggering of 
malicious behavior. If physical 

tampering is detected, the device 
can issue a response.

We use the propagation 
characteristics of the 

radio waves in a monitored 
device, similar to radar, as a 

fingerprint. If someone tampers 
with the device, the fingerprint 
is altered. Then the device can 
respond by deleting sensitive 

material or sounding an alarm, 
as you’ve seen here. 

Then it must be as 
sensitive as the 

princess on the pea(rl).

Oh, great, an ATM.
 I actually need some cash.

Thanks for the 
warning, mate!

You’d 
better 
not! 

I might 
be under 
attack! 

I see. You protect the 
pearl in there.
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This technique could 
show you if your dam is 
being compromised and 
help you to take action.

I am not sure if I’d 
be able to operate 

it properly. 

Now lift me up, 
where I belong!

What is the 
deal with this 
hoover? It’s 

following us!

Very alert of you! There have 
been hoovers that have spied 

on their owners. Somehow 
pictures taken by the robot 
vacuum cleaners have even 
appeared on social media.

It’s always good to 
check the permissions 
that IoT devices have 
and which sensors 
they use. WE CHECKED 
THIS ONE AND IT HAS 
TO GO  WITH YOU TO 
CHALLENGE 6 TO GET 
EVERYTHING DONE 

AND DUSTED...

Wireless sensing is the process of 
inferring information about physical 
environments from ordinary wireless 
communication signals (similar to radar).

Wireless channels are the 
combinations of all physical effects that 
affect a wireless signal traveling from 
a transmitter to a receiver. An analogy 
from the acoustic domain: If one person 
speaks, a second person may hear 
that same speech, but attenuated (less 
loud) and with added reverb from the 
room (due to reflections). The wireless 
channel is like a fingerprint of the 
physical environment.

Tamper detection describes the 
processing of some sensor data (e.g. 
observing wireless channels) to detect 
unauthorized physical changes of an 
environment, possibly indicating a 
physical attack.

Intelligent reflecting surfaces are 
digitally configurable reflectors of radio 
waves that can be used to manipulate 
wireless signals. The technology is likely 
to be integrated into future 6G wireless 
communication systems.

Human motion detection utilizes 
wireless sensing to identify the 
presence of individuals, possibly 
violating their privacy. Apart from that, 
more advanced applications of wireless 
sensing include the recognition of 
activities and gestures as well as vital 
sign monitoring.

CASA WIKI
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I still don’t trust you, buddy...

Uff, I got you!I hope you had 
a nice go with the flow. I love 

this high-speed tube! 

Thanks! It was an... eh... 
uplifting experience.

I think I detected something 
strange on the latest software 

update for our power supply…

Great, where exactly...? Let’s try to 
isolate it for further investigation. 
This could be an important attack 

vector for industrial espionage. 

Welcome to Challenge 6, Paul. I heard 
you are exploring possible ways that 

your dam might have been damaged. 
I’ll tell you about our work on secure 
implementations. You can call me Josh. 

Challenge 6
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Secure algorithms for cryptographic 
functions should be implemented on 

a particular platform. This is the 
hardware that runs the algorithm.

Over the past 70 years, chip fabrication 
technology has advanced rapidly to 
make them faster and more energy-
efficient. Moore’s law says that the 

number of transistors doubles about 
every two years. That means chips  

are much more powerful today.

Yes, but why is this 
a security threat? 

Unfortunately, security 
often comes at the expense of 
lower performance. We want 
to balance this to prevent 
implementation attacks.

That sounds secure! Or is it not?

Yes, but such platforms can be targeted 
by so called implementation attacks. 

These target the secrets stored in the 
deployment and used by the underlying 

cryptographic primitive.

To this end, they often exploit 
information leaks in the implementation. 

I will show you how this is done later.

CASA WIKI

Cryptographic primitives are 
mathematical algorithms used as 
fundamental building blocks in security 
protocols. They ensure that the protected 
data cannot be read or tampered with and 
that it actually originates from the entity 
that claims to have sent it.

An implementation is a realization of  
a technical specification or algorithm as 
a program (software) or electronic device 
(hardware). For this, implementation 
attacks attempt to break the realization 
of the cryptographic algorithm rather 
than the cryptography itself.

Side-Channel Analysis (SCA) observes 
and evaluates unintentional physical 
characteristics (e.g. power consumption, 
electro-magnetic radiation, or response 
time) of an electronic device while 
cryptographic implementations are 
performed by the target.

Microchip DESIGNS 
FROM 1958 TO TODAY 
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Just look at my bike. If I want 
to make it lighter, the costs 
rise exponentially. The first 

kilo is cheap, but the last 
grams are very expensive.

Understand 
the origin of 
information 

leakage.

Construct tools 
to examine 

the security of 
implementations.

Construct tools to 
automatically apply 
countermeasures.

Model the 
capabilities of 

adversaries and 
capture real-world 

scenarios.

Our researchers investigate how 
future computer hardware will 

influence the resistance against 
implementation attacks. we also 

develop new tools that yield 
provably-secure countermeasures.

So these are our main goals. This should make 
the whole thing a 
lot more secure. 

Develop 
techniques 
to provide 

implementations 
with provable 

security. 

Similarly, We explore techniques and 
schemes to dramatically improve 

protection against implementation 
attacks. Without the computing  

power costs sky-rocketing.

1
2

3

4

5

RESEARCH GOALS 
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Cryptographic algorithms, for example, 
are integrated into car key fobs. They 
are relevant for the communication 

between the remote control and the car.

Every time a button is pressed, an 
encrypted message is sent. Car and key 
fob use a secret code that only these two 
should know to exchange information.

Good that we actually use 
a key with encryption to 
operate our smart dam.

Someone with access to 
the key fob could measure 

its power consumption 
in a lab by pressing the 

button several times.

The collected traces from the 
side channel can be analyzed 

with statistical tools. ThEREBY, 
the secret key of the underlying 

cryptographic algorithm can  
be extracted.

Well, that is not enough, 
since it could be still cracked 
with implementation attacks.

Ha, caught it!

If the same signal to open 
or lock the doors would be 
sent each time, it would 

be easy to intercept and 
record it. Later you could 
steal the car by simply 

playing it back. That’s why 
encryption is needed.

Car Key Fobs
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Next, having extracted the 
cryptographic key, the attacker 
could build a replica key fob that 

works exactly like the original. He  
could then return to the car, 

retaining access to it with the cloned 
key fob and therefore being able to 

open its doors or even drive it.

That is very sneaky and 
also very clever, the ways 

in which a key fob can 
just be copied. You have a 
nice collection already!

Let me give you 
another example of an 
implementation attack.

...unlimited 
pizza slices
 are mine,  
ha ha ha.

Bon appétit...

As an experiment, researchers from Ruhr 
University Bochum (RUB) managed to modify 
and extract information from the University 
Mensa cards. First they found out which 
chip was used in the card. By measuring the 
electromagnetic emanations produced while 
using the card for contactless payments, 
they discovered that all cards used an iden-
tical secret key. Consequently, it was rela-
tively easy to reveal the information stored 
on the cards. With knowledge of the key and 
its content, it was possible to manipulate 
any card’s credit balance within a fraction 
of a second. Finally, missing security meas-
ures in the system’s backend made it very 
easy to pay with such manipulated cards.

And it worked!

Real Life Story After this side 
-channel attack...
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In Research Challenge 6, we try to 
provide solutions against such attacks. 
This could help the manufacturers to 
develop countermeasures to protect 

the key fobs.

More precisely, to protect the 
implementation of underlying cryptographic 

algorithms inside the key fobs, right?

You’ve learned quickly!
One approach is THE so-called 
Masking, in which the key is 

split into at least two parts.

So the attacker can only steal one part 
of the key at a time. By the time he tries to 
find the other part of the key, the parts 
have already been changed. So the parts he 

has stolen will not fit together.

This is, of course, not 
actually visible to 

the naked eye. Still, 
although it looks like 
a single object, it is 

hard to find and piece 
together the separate 
data packages within 
the vast data flow.

So, this was the last of our three 
challenges at HUB B. It was a lot, 
I know, but I hope you got some 

inspiration on how to solve the 
challenges with your dam.

Like in a masked ball.

More than that! still, 
I have to process it all first.

You will find nothing, if you don’t
 know what you’re looking for.
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It really was a bundle of useful 
information. From Trojan 
seahorses to spying vacuum 

cleaner robots and car key fobs.

Sure. And it is hard to 
grasp for a beaver with 

such a small brain.

Oh, don’t sell yourself 
short. You came to 

the right place to ask 
questions.

I have to admit that these are definitely not 
the most common attacks we investigate here 

at HUB B. Still, if one of them is successful, 
the damage can be enormous. 

Oh man! I have a lot to do 
when I get home. So many 

potential loopholes to check. 

Hey you, slacker! 
We have a serious 

problem, and you’re 
browsing the newest 

trash magazine?

It turned out that our script-kiddies were 
tinkering with the hardware. After noticing 

they damaged it, they made a responsible 
disclosure to me. Much ado about almost nothing.

Well, at least we can now 
prepare ourselves against any 
serious attacks in the future...

It is the special issue of 
the science magazine 
Rubin on IT security.

But what about the dam?

But I wonder why 
a large adversary 
would target our 
small dam? Maybe 

it was just a 
mistake!?!
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The concepts and methods presented in this comic were developed by researchers involved in the Cluster of 
Excellence CASA. If you are interested in more details, you can find the original publications online. These 
scientific papers explain the results in more detail. For many publications we also publish the source code and 
other research artifacts. Please reach out to us, if you have questions: info@casa.rub.de

CASA: Cyber Security in the Age of Large-Scale 
Adversaries was established in 2019. It is the only 
Cluster of Excellence in the field of computer secu-
rity in Germany. CASA is funded by a grant from the 
Deutsche Forschungsgemeinschaft (DFG, German 
Research Foundation) worth about 30 million Euros, 
which ensures excellent research conditions.

CASA brings together a core group of principal 
investigators, chosen with a strong focus on security 
and privacy, with selected top-level researchers from 
highly relevant neighboring disciplines. The team 
covers the full scope needed to tackle the challenging 
research problems in modern computer security; 
namely computer science, mathematics, electrical 
engineering, and psychology.

CASA is hosted by the Horst Görtz Institute for IT 
Security (hgi.rub.de/en), a pioneering research center 

in Germany. Furthermore, CASA collaborates strongly 
with the Max Planck Institute for Security and Privacy 
in Bochum (mpi-sp.org) and several other institutes 
and universities.

What is a “Cluster of Excellence”?
With the funding line “Clusters of Excellence”, inter-
nationally competitive research centers at universities 
or university alliances in Germany are provided with 
project-based funding for a period of 7 years. Within 
the clusters, scientists from different disciplines and 
institutions work together on a research project. The 
funding gives them the opportunity to concentrate 
intensively on their research goal, to train young 
scientists and to recruit international top researchers.

casa.rub.de
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HUB A HUB B HUB C HUB D

FROM HARDWARE TROJANS TO SIDE-CHANNEL 
ATTACKS, IT HAS BECOME CLEAR THAT 

HARDWARE CAN ALSO BE THE TARGET OF 
ATTACKS. AS SYSTEMS FALL INTO THE HANDS 

OF VARIOUS AND POTENTIALLY MALICIOUS 
USERS, NUMEROUS OPPORTUNITIES ARISE 

TO BREACH SUCH SEEMINGLY AND ALLEGEDLY 
SECURE SYSTEMS. 

FOLLOW FEARLESS BEAVER PAUL ON HIS DIVE 
INTO THE RESEARCH FINDINGS OF CASA’S 
HUB B. WILL HE SOLVE THE MYSTERY OF HIS 

FAMILY’S UNSTABLE DAM? HAVE THEY BECOME 
THE TARGET OF A LARGE-SCALE ADVERSARY? 

FIND OUT MORE!


