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TME SECRETS @I

UBA®TI

AJOURNEY THROVGH THE FUTURE
OF CRYPTOGRAPHY AND THE EXCITING
RESEARCH WORLD OF cASA

CASA

CYBER SECURITY IN THE AGE
OF LARGE-SCALE ADVERSARIES



CASA

Cyber Security in the Age of Large-Scale Adversaries

Outstanding scientists within the Cluster of Excellence “CASA - Cyber
Security in the Age of Large-Scale Adversaries” research and develop
strong and sustainable countermeasures against powerful cyber
attackers, with a particular focus on nation-state attackers. Research
in CASA is characterized by a highly interdisciplinary approach that
examines not only technical issues, but also the interplay between
human behavior and IT security. This unique, holistic approach forms
the basis for excellent IT security research.

CASA unites four main research areas:

HUB A “Future Cryptography”: Researching future cryptography and
developing quantum-resistant approaches with provable security.

HUB B “Embedded Security”: Tackling the task of strengthening the
security of embedded systems at the hardware level by investigating
the interaction of security systems with their physical environment.

HUB C “Secure Systems”: Developing secure and efficient systems at
the software level. Machine Learning is one of the many methods used
to explore and expand this field.

HUB D “Usability”: Focusing on usable security and privacy and
researching the interface between humans and technology.

Each HUB addresses specific major research challenges that have
been carefully selected to address security issues critical to the
protection against large-scale attackers. The challenges of HUB A are:

Research Challenge 1: Cryptography Against Mass Surveillance
Research Challenge 2: Quantum-Resistant Cryptography
Research Challenge 3: Foundations of Privacy



I'M STARVING, AUNTY.

| WOULD GIVE ANYTHING I KNow, MY DEAR!

WINTER WiLL

FOR SoME cANDY! BE VER S00N. THAT SMELLS WONDERFUL! IT TAKES ME
BUT... WAIT. BACK TO MY FAVORITE PASTRY SHOP

WHAT'S THAT SMELL?

The winter has been cold and going on for months. He is naturally drawn to the delicious smell
Whitfield the fox is hungry and bored. of cookies and lured into an adventure...

MMMM... SOMETHING IS DEFINITELY BEING COOKED UP
IV THE CASA BUILDING BACK THERE IN THE MOUNTAINS.

I'M G0ING TO 60 AND
SEE WHAT 1 CAN FIND...

JUST IMAGINE SOMETHING
TO NIBBLE ON THAT BRINGS
US THROUGH THE WINTER.

1 DON'T FEEL 600D ABOUT THIS, IT'S SUCH A
TRICKY PATH THROUGH THE HILLS.

A witty fox like Whitfield is very curious about
all that can be found out there. Who knows...

Cookies might not be the only thing that he
brings home.




WELCOME TO RESEARCHHUB A

CHAllENGE 2

cr




Content
CHALLENGE 1

Cryptography Against Mass
Surveillance

How can we develop new cryptographic
solutions that protect against mass
surveillance?

CHALLENGE 2

Quantum-Resistant Cryptography
Can we find practical encryption and
signature schemes that offer provable
security against quantum computers?

CHALLENGE 3

Foundations of Privacy

How can we use cryptography to protect
our privacy when Big Data is stored in
the Cloud?

CASA BACKGROUND

CASA stands for ‘Cyber Security in the
Age of Large-Scale Adversaries’ and
is funded as a Cluster of Excellence
(EXC) within the Excellence Strategy
of the DFG in Germany. Its goal is

to enable sustainable security against
sophisticated large-scale attacks.
Therefore, an interdisciplinary team
explores not only technical, but also
social factors and implications. The
Cluster of Excellence is located at
Ruhr University Bochum.

E;I' pﬁi casa.rub.de



https://casa.rub.de

CHALLENGE 1 A

G
.,Mgl’v

Fird —
AND THE SMELL SEEMS TO AHA! HERE 1S A BACKDOOR
BE COMING RIGHT OUTTA - QUITE WELL HIDDEN. AND
THE WALL. BUT | CAN'T SEE LuCky ME:HERE ARE THE
ANY ENTRANCE. MY NOSE COOKIES. OH, THANVK Y0V,
THE FRONT DOOR NORMALLY DOESN'T LET WONDERFUL NOSE.
ME DowN. -

1S LocKED!

HEY! JoU! /

I'M MONI, BY THE WAY. AND
DID Yol THINK YOU COULD JUST WALK IN HERE AND o IT JUST S0 HAPFENS THAT WE
NICK THE SWEETS FOR TONIGHT'S CELEBRATION / WORK 0N HIDDEN BACKDOORS

WITHOUT BEING NOTICED? ] IV SOFTWARE AND ELECTRONIC
DEVICES HERE AT HUB A.

BACKDOOR AND |
JUST FOLLOWED THE

DO YoU KNOW THE SNOWDEN DOCUMENTS?Z THEY PROVED THAT NATION STATES
HAVE BEEN EXPLOITING TECHNOLOGY TO PERFORM MASS SURVEILLANCE ON B0TH
THEIR OWN AND OTHER STATES' CITIZENS. SOME OF THEIR ACTIONS CONCERNV
THE DOMAIN oF CRYPTOGRAPHY.

OF DOCUMENTS. CAN
SOV GIVE ME THE GIST?




THE INTELLIGENCE AGENCIES PROACTIVELY HELPED IMPLEMENT WEAK CRYPTOGRAPHIC
STANDARDS. THESE TENDED To REMAIN UNNOTICED, BECAVSE THEY FELL OUTSIDE THE
REALM OF TRADITIONAL SECURITY MODELS. PRIVATE COMMUNICATION IS AN ESSENTIAL
CIVIL RIGHT AND CRUCIAL FOR AN OPEN SOCIETY. THUS, RESEARCH ONV BACKDOOR FREE
CRYPTOGRAPHY IS OF GREAT IMPORTANCE - AND GREAT FUN.

* TO BE VERY HONEST WITH Y0U, | ONLY
=~ CAME FOR THE DELICIOUS TREATS. BUT Naw [
HAVE A FEW QUESTIONS AND WANT TO LEARN
MORE ABOUT WHAT Yo PEOFLE ARE DOING
HERE AT HUB A OF CASA.

|

WITH PLEASURE! Y0V HAVE ENTERED THE
CHALLENGE 1 BUILDING, HERE Y0V WILL FIND THE
FIRST OF THE THREE HYB A CHALLENGES. WE HAVE
THREE KEY 0BIECTIVES HERE:

Backdoors allow access to computer

1 We will study on how to guarantee that systems without the the owner’s permission.
cryptographic standards are backdoor free. They can result from faulty programming or be

intentionally built into software and hardware.

2 We will study past and ongoing crypto-

graphic standards to identify adversarially Cryptography is about secure electronic

planted backdoors. communication in the presence of malicious
third parties. The most commonly used cryp-

3 We will develop novel approaches for safe tography is encryption and signatures.

parameter generation that can provably

withstand parameter subversion attacks Cryptographic standards are technical

and backdoors. standards that help to maximize the com-
patibility, interoperability, and security of
encryption.

WOW, THERE IS QUITE ALoT ON NOW, THAT YoU'VE SNUCK IN... LET ME
YOUR LIST! HOWEVER, | AM NOT SHOW YoU WHY I'M SENSITIVE To THE
AN EXPERT. WHAT ARE S0V SUBJECT OF BACKDOORS.
CELEBRATING TONIGHT,
BY THE WAY?

GREAT, MY EARS
ARE FRICKED.

YoU WILL SEE LATER. BUT FoR
NOW, KEEP JOUR FAWS AWAY FROM
THE COOKIES, 0K?




BACKDOORS AlLow YOU To GAIN ACCESS
TO A SYSTEM BY BIFASSING THE
NORMAL AUTHENTICATION PROCESS
OR CRYPTOGRAPHY. DELIBERATELY
WEAKENED ENCRYPTIONS ARE OF GREAT
INTEREST IN PoLITICAL DISCUSSION ON
LAW ENFORCEMENT.

THE DESIGN OF SUCH BACKDOORS
IV (SYMMETRIC) CRIPTOGRAPHIC
PROTOCOLS HAS A LONG HISTORY AND
IS A FRESSING RESEARCH TOFIC.

NOW | UNDERSTAND THE PRACTICAL
RELEVANCE oF YOUR WORK. IT'S
ABOYT THE FUNDAMENTAL
TRUSTWORTHINESS OF SYSTEMS.

A Long Disreputable Story

Among the most famous exam-
ples are the block cipher DES,
for which the key size was de-
liberately weakened to 56 bits,
and the pseudorandom number

IT LoOKS PRETTY
SECURE TO ME.

IT DOES! BUT IN BOTH
CASES, WHAT LoOKED
SECURE COULD EASILY 8€
UNDERMINED.

HAI THEY LEFT
A BACKDOOR!

generator Dual EC DRBG, which
was equipped with a backdoor -
accessed through a specific
selection of its parameters.

WEAK ENCRYPTION IS LIKE FANCY GIFT WRAFPING.
IT L0OKS PRETTY, BUT DOES LITTLE FOR THE SECURITY
OF THE CONTENT. LIKE AHOLE IN AFENCE,

WEAK ENCRYPTION CAN BE USED OR ABUSED.

[ =
[

SURE, NOT ONLY THE 600D GUYS CAN USE IT. 0 0
AND WHAT ABOUT PRIVACY IV 6ENERALZ U




T

SPYING AMONG FRIENDS?
THAT'S OUTRAGEOYS!

HAVE you PuT |
THE PRoSECCO |

the NSA had been wire-
tapping the mobile phone
of former chancellor Angela
Merkel since 2002. The
spying operation was also
not restricted to her: the
phones of 125 high-ranking
politicians and advisors

SURVEILLANCE 8Y A | ALMOST GET ovicez |
‘FRIENDLY SECRET EMOTIONAL THERE. E——
SERVICE LED To DIPLOMATIC \l ;
DISAGREEMENTS!
In 2015, WikilLeaks
presented evidence that \'\

were also tapped.

THE ENCRIPTION ALGORITHM
GEA-TWAS IMPLEMENTED IN MOBILE
PHONES IV THE 15308 TO ENCRYPT
DATA CONNECTIONS. SINCE THEN, IT

HAS BEEN KEPT SECRET.

o ' 4
THAT'S A LONG TIME.

B q HOW WAS T D/SCoVERED?]

I
I”

i THESE ALGORITHMS ARE DEPLOYED
IV BILLIONS 0F DEVICES WORLDWIDE,

—
A RESEARCH TEAM FROM CASA

WITH COLLEAGUES FROM FRANCE

ANVD NORWAY, HAS ANALYZED THE

( ALTHOVGH THE VULNERABILITY
IS STILL PRESEN'T

S0 KEEPING THE SPECIFICATIONS

IN MANY MODERN MOBILE

ALGORITHM AND HAS COME TO THE

SECRET IS NOT EASY. WE FINALLY 60T
FOLLOWING CONCLUSION:

THE ALGORITHM BY E-MAIL. THE MAIN
WORK WAS THEN To DISCOVER THE
WEAKNVESSES THAT ARE SUPPOSED TO

)

L REMAIN HIDOEN. GEA-115 50 EASY TO BREAK THAT
IT MUST BE A DELIBERATELY WEAK
ENCRYPTION:; BUILT IV TO PROVIDE A
[ny TEAM, THIS CoULD 8¢ ] BACKDOOR TO MOBILE PHONE DATA.
INTERESTING FOR US. V j/ \(

\

=

PHONES, ACCORDING TO THE

RESEARCHERS, IT No LONGER

POSES ANY SIGNIFICANT
THREAT TO USERS.

\

DO | WANT
TO KNoW?

| —




[ TRY THIS OVE FOR YOUR PHONE! )

A BACKDOOR ALLOWS AN ATTACKER WHO KNaWS OF
THE WEAKVESS TO BREAK THE ENCRYFTION.
A BACKDOOR REDUCES THE SIZE OF THE SET
OF FPoSSIBLE KEYS THAT CoULD BE USED TO UNLOCK
THE ENCRYPTION.

OH, VO - IT ACTUALLY FITS.

WEAK DESIGN CAN MAKE IT |
ORE THAN ONE MILLION
| IV THE FACE OF INCREASING RERVIRES MORE THAN A SIMFLE PATCH.
| COMPUTING POWER!

Symmetric Encryption uses the same key Good Symmetric Encryption

for encryption and decryption. It is well suited - Everything is known about the algorithm

for bulk encryption as it is fast and needs but the key.

few resources. + Without the key, no information about the
plaintext can be gained from the ciphertext.

NIST is the US-based National Institute of - The number of keys is too large to be guessed.

Standards and Technology.

10



IV THE CONCRETE CASE OF GEA-1, WE IMITIATED
A RESPONSIBLE DISCLOSURE PROCESS.

\ ...contacted the manufacturers In addition, they

\ before publishing their data advocated for the removal of the
Through the mobile phone | to give them the opportunity succesor GEA-2. ETSI, the organ-
association GSMA, the | toremove GEA-1through ization responsible for telecom-
Bochum based group... | software updates. munications standards, decided
that henceforward, smartphones
should no longer support GEA-2.

Why Transparency

helps Security GO0D 108, TEAM!

In general, cryptographic algo-
rithms should not be developed
in secret and with unclear design
components. NIST has lead the
way in their process of selec-
ting the Advanced Encryption
Standard (AES) and upcoming
post-quantum algorithms:

using open design competitions
followed by public discussions
and analysis. It sounds contradic-
tory but security gets better the
more it is developed in public.

BEFORE YoU DIVE INTO
CHALLENGE 2, HERE'S THE RECIPE

| WONDER.IF THEY CAN GET RID
FoR TH‘cjﬁ"f,’?;j ;f.y’f” LATER OF THIS SNEAKY BACKDIOR

PROBLEM... | WISH THEM ALL
THE BEST.

FAST RIDE. WHAT WiLL
COME NEXT?

11



cr9r106RA PHH

.Vé'f THAT.S‘ TRUE

| UH, THIS RoOM 3 IT SUITS OUR WORK.
HAS HARDLY WE FIND OURSELVES IN
ELLIPTIC CURVES A LOT.

ANY CORNERS.
. 3 5 Hi, 1 AM SHAFI.

WOW, THEN IT’S A COOL DESIGN BY THE
ARCHITECT. MY NAME S WHITFIELD.

LET'S DIVE RIGHT INTO THE TOPIC.
| WAS INFORMED YOU WERE COMING!

50, THERE IS ONE THING WE THINK 0 FOR EXAMPLE, ASYMMETRIC
ALOT ABOUT HERE AT CHALLENGE 2. | B ENCRYPTION AND DIGITAL
CERTAIN CRYFPTOFRAPHIC SCHEMES bt = gl SIGVATYRES. THEY DERIVE
ARE THE BASIS OF NOTHING LESS V. il THEIR SECURITY FROM THE
THAN THE SECURITY 0F OUR CURRENT || 5 FACT THAT IT IS HARD TO
DIGITAL COMMUNICATION SYSTEM. ! = FACTOR LARGE INTEGERS
CONSEQUENTLY, IT'S SUPER IMPORTANT | - AND TO COMPUTE S0-CALLED
| TO MAKE THESE SCHEMES WATERTIGHT. - DISCRETE LOGARITHMS
— OVER ELLIPTIC CURVES.

HOWEVER , ALREADY IN THE 19905, PETER SHOR ‘f; é" ,gé_;'_‘; g‘é’;
PUBLISHED A SEMINAL PAPER SHOWING THAT /
THESE PROBLEMS BECOME FAIRLY EASY TO :
SOLVE FOR ATTACKERS EQUIPPED WITH A LARGE
QUANTUM COMPUTER. THAT WolLD MEAN ALL
PER SONAL SECRETS AND DATA - BOTH PAST AND
PRESENT - WOULD IMMEDIATELY BECOME PUBLIC!

WELL, THAT DOESN'T SOUND
T00 FROMISING..




WE PURSYE THESE GOALS.

4

[ THAT IS WHY HERE IN CHALLENGE 2 J

A Quantum Computer is a computer

1 Design and analyze that exploits the laws of quantum me-
cryptography that can chanics in order to solve certain prob-
resist attacks by lems faster. For example, it could quickly
quantum computers. break all currently deployed asymmetric

cryptography. Scalable quantum com-

2 Analyze the core puters do not yet exist but the larger
mathematical problems research community is making great
underlying the security progress in building them.
of post-quantum
cryptography. Post-Quantum Cryptography refers

to cryptographic systems that can
withstand attackers equipped with
quantum computers.

Shor’s algorithm is an algorithm
AS OF TODAY, PROPERLY FUNCTIONING desi db Shor i h
GUANTUM COMPUTERS DO NOT EXIST, esigned by Peter Shor in 1994 that

BUT RAFID PROGRESS IS BEING MADE can efficiently factor large integers

TOWARDS BUILDING THEM. LOOK AT OUR and Compute discrete |oga rithms

REAL-TIME MONITORING. over elliptic curves: Thus, essentially

providing the framework to break all
currently deployed public-key cryptog-
raphy schemes.

Asymmetric Cryptography uses a
public key for encryption and a private
key for decryption. It is mostly used
for key agreement between parties
that have not previously met.

AND RSAENCRIPT WINS AGAIN!!
HE IS MUCH FASTER!! BUT

QUANTINIO GETS BETTER

EVERY TIME. THIS IS GOING TO BE

EXCITING
50000000V

AT THE MOMENT, THE LARGEST NUMBER
FACTORED 8Y SHOR'S ALGORITHM IS 21.

TO BREAK COMMON RSA-ENCRYFPTION ONE WolLD

NEED TO FACTOR AT LEAST 400-DIGIT NUMBERS.

OF COURSE MaT.WERE JUST HORSING
AROUND WITH PROJECTIONS.

13



THE CHALLENGE IS THUS To BUILD SUITABLE REPLACEMENTS FUNNVY, JOU STILL WORK

FOR T0DAY’S SCHEMES THAT CAN RESIST ATTACKS THAT ON CHALK BOARDS?!
MAKE USE oF QUANTUM COMPUTING POWER. LET ME SHOW 1 DIDN'T EXPECT THAT.
YOU OUR MAINV RESEARCH PROJECT! MY COLLEAGVE J0AN IS
THE PERFECT PERSON TO DECRYPT OUR WORK FOR Yal. y

HEY J0AN, WE HAVE AVISITOR:
THIS IS WHITFIELD. COULD Y0U EXPLAIN
ABIT ABOUT YOUR RESEARCH TO HIM?

SURE! GREAT TO HAVE YOU VISIT US HERE. 50,T0 TRY AND PUT
IT SIMPLY: AS Yol HAVE SEEN, THE FACTORING-RACE IS 60ING TO BE
DOMINATED AND REVOLUTIONIZED BY THE QUANTUM COMPUTER S00N.
THEREFORE, WE NEED TO DEVELOP A MATHEMATICAL PROBLEM WHICH
1S HARD TO SOLVE, EVEN FOR BUANTYM COMPUTERS. THE ONE WE
CHOSE IS BASED ON LATTICES.

14



Low BiTS g (w=Csn2ra) < yes, “ﬂ*“ ALGT OF POST-QUANTUM

CRYPTOGRAFHY IS BASED ON

s, s o kel i e MATHEMATICAL LATTICES. A LATTICE
B (w-Csat Coa.22-2)F (Wi 2)7 Wi 25t IS A DISCRETE SUBGROUP OF

A MULTI-DIMENSIONAL SPACE.

-1

\_ (aizeet=s ) )

-1a/u] PUH - 1 AM SORRY, BUT IS
liroll on sl LowBiTS g THERE ANY OTHER WAY TO
faiz] (wacsa, 2p2)1 00 € Jrc = EXPLAIN THIS? | AM JUST

ALTTLE Fox AND NOT
EXACTLY A MATH GENIUS...

Lattice-Based Cryptography
Picture a chain-link fence - this is a
two-dimensional lattice. The lattice
points are the intersection points of
the chain-links in the fence (we call
these links vectors). It is extremely
mathematically demanding to try

to find a ‘short vector’ in a high-
dimensional lattice; i.e., a chain link
close to the origin of the graph.

A

(" IF 1 PUT ARED NOSE ON ONE OF THESE
SHORT CHAIN-LINK LATTICE VECTORS,
IT MIGHT TAKE Y00 A WHILE T0 FIND
IT, BUT EVENTUALLY IF YoU WERE
PATIENT ENOVEH YOU WOULD SUCCEED.
IN A HIGH DIMENSIONAL LATTICE, IT 1S
MATHEMATICALLY VERY DIFFICULT AND
TIME CONSUMING TO FIND SUCH A VECTOR
- EVEN FOR AGUANTUM CoMPUTER. POST-
QUANTUM SECURE CRYPTOGRAPHY IS BASED
ON THE DIFFICULTY OF FINDING SHORT
| VECTORS IN HIGH-DIMENSIONAL LATTICES. |

THIS IS ONLY THREE DIMENSIONS.
OUR NEW FOST-QUANTUM CRYPTOGRAPHY
RELIES ON THE DIFFICULTY OF FINDING
ONE SPECIFIC INTERSECTION IN A
500-DIMENSIONAL LATTICE!

HOLY GUACAMOLE!
THIS IS IMPRESSIVE.

15



50, WE WILL ONLY NEED THIS IN
SOMETHING LIKE 15 JEARS TO
PROTECT OUR COMMUNICATION?

NO! WE NEED TO USE THIS NoW, 50 THAT
TODAY’S COMMUNICATION REMAINS
PRIVATE EVEN IN 15 YEARS.

— e Y =

R

We -
THAT'S WHY IMMEDIATE
ACTION IS REBVIRED:
OUR DATA ENCRYFTED
TODAY STILL HAS
TO 8E SECURE IN 10
TO 20 YEARS!

The American National Institute
for Standards and Technology
(NIST) has recognized the risks for
secure data encryption posed by
quantum computers and, in 2016,
started a process to standardize
post-quantum cryptography. 69
proposals were submitted from
the research community world-
wide which were evaluated in

a public process. In July 2022,
four of these were selected to

be standardized by NIST: three
digital signature schemes and

one public-key encryption system.
CASA researchers contributed to
three of the four systems:
CRYSTALS-Dilithium, SPHINCS+
and CRYSTALS-Kyber.

WHAT A G6REAT SUCCESS
FOR CASA! AND SUCH IMPORTANT
WORK. CONGRATULATIONS!

\
\
BN

16




FUN FACT

A little over four hours after NIST
published the specifications

of all submitted algorithms,
Lorenz Panny, at the time Ph.D.
A#! /vsr/bin/env python3 student at TU Eindhoven, already
7 presented a full break of the
candidate “Guess Again”.

The attack software required
less than 30 lines of code and is
called “guessed once”.

WE ARE VERY FROUD! ALL SUBMISSIONS WERE SCRUTIMIZED
VERY CAREFULLY. SOME, HOWEVER, WERE NOT AS SAFE AS
AS THE APPLICANTS THOUGHT.

ruct unpack ('88’, ct [i:i+27])
wit. 4000" (bit «1),2)7
=47 .[ofovra,.bin 1

UH, MICE, THE NEW NIST PROPOSALS

ARE ONUINE! I'LL JUST HAVE A LOok

AT ONE OF THEM WHILE HAVING MY
MORNING COFFEE.

TAKE THIS HAT FOR THE PARTY LATER. | THINK THAT
VoW | NOW Y0U HAVE GOT A PRETTY 600D OVERVIEW OF WHAT
UNDERSTAND WE Do AT CHALLENGE 2. 1 KNOW, T IS SUCH A HUGE TOPIC
WHJ J0U ”Rf, IN SUCH A SHORT TIME. BUT J0U CAN ALWAYS COME BACK
CELEBRATING! AND LEARN MORE.

WERE ALWAYS HAFPY TO GIVE
VISITORS A 6LIMPSE INT0 OUR
EXCITING RESEARCH!

THANK Y0U! | AM NaT USED To
THAT MUCH THEORY THOUGH
I DEFIMITELY LEARNED A LaT.

17




CHALLENGE 3

NS oF

PRIVAG

WHEW! THAT WAS SOME FRETTY COMPLEX
AND THEORETICAL STUFF. I'M GLAD FoR

THIS LITTLE BREAK IN THE CHAIRLIFT. -
-

BUT | WONDER HoW THIS IS
ALL REALLY USED AND WHAT
EFFECT [T HAS oN MY
DAILY LIFE?

THAT DOESN'T FEEL NICE.

- d — - — 1
As already mentioned intelligence services ...on both their own and
perform mass surveillance... other states’ citizens.

OH, ALETTER!

WHAT?Z! IT'S FROM
FOR ME? META DATA

MY AUNTS Sender: Aunty Fox
Receiver: Whitfield Fox
Date sent: 4 days ago
Date received: Right now
Carrier Material: Paper
Format: SnailMail
Transferred by: US Postal

Volume: 3 pages
Language: Fox-Vox-en-us
Encryption: Envelope

Even if the content of a message is
encrypted, the sender and recipient can This so-called “meta data” contains lots of valuable
be identified during transmission. information.

18



De o
inir Whltfleld! In 2016, Paul Farrell researched detention camps for
this e_y0U are at ASA. | refugees on the island Nauru, where the poor, inhu-
rece'm,g t Nteregt 0u-,[ .thought mane conditions have been harshly criticized.
from’Ved ncrypte é Just Based on the government’s Data Retention Act
He's y. ur cousin in Austhm?” laws, the Australian Police were legally allowed to
ang },%t, as yoy kralla_ obtain and study all of his communication; under
hase Says that tﬁ‘g—ga-/—-@_"'ﬁ the grounds of identifying his sources and procuring
s bbeen SPying on hi €rnment information about potential whistle blowers. They
Ybe y fri m. also collected the meta data from Farrell’s mobile
oW to hg| flends i . :
om y, Love now phone and analyzed data from his e-mail account.
n
ed Q 0 If such an invasion of private space is allowed in
Q democracies, what kind of things are happening in
C) authoritarian regimes?
‘-_-__-'h—
[ We WANT T CREATE A FAST AND SIMPLE MODEL,
ALSo ON YOUR WAY T0 MADE UP OF MULTIPLE, SECURE NDES. AND
THE PARTYZ 50 SORRY FINALLY, WE WAN'T TO IMPLEMENT IT IN AWAY
FOR THE RoV6H WELCOME =T~ THAT ANJONE CAN USE IT. HERE'S THE IDEA IT'S
TO CHALLENGE 3. WE JUST BASED ON...
WANT TO CONVEY HOW -
IMPORTANT PRIVACY IS. WE
ALS0 WORK ON FINDING
SOLUTIONS HERE, WITH
A MAIN GOAL BEING THE
CREATION oF A SECURE

MODEL FOR CRYPTOGRAPHIC
KEY AGREEMENT. J

YESI THE S0 CALLED
"TOR“ NETWORK,
OR "ONION ROUTING*,
PROVIDES A SoLUTIoN.

TOR IS THE ACRONIM FOR "THE OMION RoUTER®.
THE MESSAGE INCLUDING META DATA IS ENCRYFPTED
WITH THREE LAYERS. LET'S TAKE A CLOSER LOOK..

1 DONT KWOW
ANITHING
ABOUT THAT.

19



THE MESSAGE IS SENT TO AN ENTRY NODE OF THE NETWORK. THIS oVE
PEELS OFF ONE LAYER oF ENCRYPTION. AND SENDS IT To A RELAY NODE.
THIS ONE DOES THE SAME AND SENDS IT T0 THE EXIT NODE. HERE THE
LAST ENCRYPTION LAYER IS REMOVED AND THE MESSAGE IS REDIRECTED
TO THE RECIFIENT. NONE OF THE NODES HAS THE FULL INFORMATION
ABOUT THE SENDER OR THE RECEIVER.

l Entry
node
key 0K, NOW 1
UNDERSTAND
Relay THE COMPARISON
node \\ WITH AN ONIoN.
key PR EVERY LAYER
- 1S AN ADDITIONAL
Exit ENCRIPTION.
node
_ key
i ' LIKE Y0UR NAMESAKE WHITFIELD
i Message DIFFIE, Y0U SEEM TO BE A CLEVER
ONE. THE DECISION TO HAVE THREE
NODES WITHIN A TOR SYSTEM HAS
BEEN MADE To KEEP A 600D BALANCE
BETWEEN SFEED AND SAFETY.

\
AS IT TAKES TIME TO PEEL AN ONION,
TOR IS SLOWER THAN REFYLAR
INTERNET TRAFFIC - WHICH MEANS TS
NOT MUCH FUN G¢AMING VIATOR.IT IS
IMPORTANT TO KNOW THAT ToR IS ALS0
NOT 1007 SECURE, AS 50 CALLED "TRAFFIC
CORRELATI0N ATTACKS* CAN ENDANGER
THE ANONIMITY 0F TOR USERS. THESE
ATTACKS TRY TO 0BSERVE AS MANY
TOR NODES AS PoSSIBLE, IN ORDER T
FIND PATTERNS IN THE TIMING, SIZE
OR DELAY OF INCOMIN & AND OUT G0IN ¢
COMMUNICATI0N. SUCH ATT ACKS CANV
UTILIZE MACHINE LEARNING TO REVEAL
THE USER'S INFORMAT IoN.

J

-

OMG! THAT'S MORE THAN FIVE )
£9ES. MORE LAYERS COULD
BE A SOLUTION, BUT IT MAKES
| THINGS GEN SLOWER.

Even hidden nodes can be detected. Some Tor-specific code can be recognized using deep package
inspection if a message is sent. Once the hidden node is known, it can be blocked. For example,
China blocks all attempts to access entry nodes from within the country.

20



///gg 50 PATH »A« DEPICTS TRADITIONAL ONION ROUTING AND USES ONLY THREE DIFFERENT
fe n NODES. QUR SOLUTION (S PATH "B“: IT TAKES ALONGER ROUTE OVER MORE NODES
D e AND THEREFORE IS SLOWER. 8UT THE NETWORK PLAYS A ROLE AS WELL WITH EACH
/ ADDITIONAL NODE, THE AMOUNT OF UNIGUE PATHS A MESSAGE CAN TAKE GROWS

EXPONENTIALLY - WHILE ALSO INCREASING THE EFFORT REQUIRED T0 SIMPLY 0BSERVE
EACH OF THE TOR NODES IN THE CHAIN.

RESULT: THE LETTER CAME
FASTER OVER PATH "A“, 8UT
IS RIPFED OFEN. VIA PATH "B

IT ToOK LONGER, BUT THE
LETTER IS STILL ENCRYFTED.
I'D 60 WITH "B“ THEN.

FUN FACT

Despite its apparent enmity with
Tor, the U.S. government played a
pivotal role in its creation. Onion
Routing, in it’s most basic form,
was developed by the U.S. Navy in
the 1990s to protect intelligence
communications. Also, the U.S.
Department of State Bureau of De-
mocracy, Human Rights and Labor
is among Tor’s financial backers.

COMMANDER! WE CAN‘T
FIND 0UR SHIPS DVE TO
OUR SECURE ROUTING!

LETS GET THE
CRYPTO-FARTY
STARTED!

1 HOPE THAT Yol ARE ABLE To
TAKE SOMETHING HOME WITH
YoU - AND | MEAN MORE THAN

JUST A COOKIE!

21



CHEERS TO YoU! YOU HAVE DONE A
GREAT 0B WITH LISTENING AND
UNDERSTANDING 0UR WORK!

a

X

JUST THE TIP OF THE
ICEBERE, ISN'T IT?

ELL, 1 GUESS IT'S FROBABLY

OH, AND BY THE WAY. | 60T
THIS LETTER FROM MY
AUNTY. SHE IS ASKING

FOR SoME ADVICE.

[ HMM. 1 THINK YOUR COUSIN ALREADY MADE |
THE FIRST STEP BY USING ENCRYPTED
E-MAIL HE SHOULD USE ATOR BROWSER

AND SECURE MESSENGER AS WELL. EVEN
NOW, CERTAIN SECURITY AND PRIVACY
MECHANISMS CAN 8E VER Y INCONVENIEN'T
TO USE - BUT 0UR COLLEAGUES AT HUB
D ARE WORKING 0N THAT! MAYBE Y0u
SHOULD VISIT THEM SOMETIME T00.

HEY, YoU TWO! STOP TALKING AND
JOIN OUR BREAK-DANCE BATTLE!

IT SOUNDS REALLY
TEMPTING, BUT IUL
HAVE TO FASS. MY

AUNTY IS PROBABLY
STARTING TO 6ET

REALLY WORRIED.

i

50, NoW [ HAVE A BAG FULL OF COOKIES, MY HEAD FULL OF
KNOWLEDGE AND EVEN SOME ANSWERS AND ADVICE
FOR AUNTY. SHE WILL BE PROVD. AFTER ALL,

1 HAVE LEARNED THAT SECURITY IS NOT A STATE
BUT A CONTINVOUS FROCESS. YOU HAVE To TAKE FUTURE
POSSIBILITIES INTG ACCOUNT. IT*S 600D THAT THE FEOPLE
AT CASA ARE TAKING CARE OF IT.
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ABOUT CASA

CASA: Cyber Security in the Age of Large-Scale
Adversaries was established in 2019. It is the only
Cluster of Excellence in the field of computer secu-
rity in Germany. CASA is funded by a grant from the
Deutsche Forschungsgemeinschaft (DFG, German
Research Foundation) worth about 30 million Euros,
which ensures excellent research conditions.

CASA brings together a core group of principal in-
vestigators, chosen with a strong focus on security
and privacy, with selected top-level researchers
from highly relevant neighboring disciplines. The
team covers the full scope needed to tackle the
challenging research problems in modern computer
security; namely computer science, mathematics,
electrical engineering, and psychology.

CASA is hosted by the Horst Gortz Institute for
IT Security (hgi.rub.de/en), a pioneering research

center in Germany. Furthermore, CASA collaborates
strongly with the Max Planck Institute for Security
and Privacy in Bochum (mpi-sp.org) and several
other institutes and universities.

What is a “Cluster of Excellence”?

With the funding line “Clusters of Excellence”,
internationally competitive research centers at
universities or university alliances in Germany are
provided with project-based funding for a period
of 7 years. Within the clusters, scientists from
different disciplines and institutions work together
on a research project. The funding gives them the
opportunity to concentrate intensively on their
research goal, to train young scientists and to
recruit international top researchers.

casa.rub.de

TECHNICAL BACKGROUND

The concepts and methods presented in this comic were developed by researchers
involved in the Cluster of Excellence CASA. If you are interested in more details, you
can find the original publications online. These scientific papers explain the results
in more detail. For many publications we also publish the source code and other
research artifacts. Please reach out to us, if you have questions: info@casa.rub.de

PUBLIGATIONS

Christof Beierle, Tim Beyne, Patrick Felke, Gregor
Leander: Constructing and Deconstructing
Intentional Weaknesses in Symmetric Ciphers,
CRYPTO, 2022

Christof Beierle, Patrick Derbez, Gregor Leander,
Gaétan Leurent, Havard Raddum, Yann Rotella,
David Rupprecht, Lukas Stennes: Cryptanalysis
of the GPRS Encryption Algorithms GEA-1 and
GEA-2, EUROCRYPT, 2021

Joppe Bos, Léo Ducas, Eike Kiltz, Tancrede
Lepoint, Vadim Lyubashevsky, John M. Schanck,
Peter Schwabe, Gregor Seiler, Damien Stehlé:
CRYSTALS-Kyber: a CCA-secure module-

lattice-based KEM, IEEE European Symposium
on Security and Privacy, 2018

Léo Ducas, Eike Kiltz, Tancrede Lepoint, Vadim
Lyubashevsky, Peter Schwabe, Gregor Seiler,
Damien Stehlé: CRYSTALS-Dilithium: Digital
Signatures from Module Lattices, Transactions
on Cryptographic Hardware and Embedded
Systems, Volume 2018-1

Sebastian Lauer, Kai Gellert, Robert Merget,
Tobias Handirk, Jorg Schwenk: TORTT: Non-
Interactive Immediate Forward-Secret Single-
Pass Circuit Construction, Proceedings on
Privacy Enhancing Technologies, 2020




CASAHUBA

2nd edition 2023

Copyright 2022

All contents, especially texts and graphics
are protected by copyright. All rights,
including reproduction, publication,
editing and translation, are reserved,
Cluster of Excellence CASA.

Editorial team

Annika Godde (CASA/Ruhr-Universitdt Bochum)
Niels Jansen (Ellery Studio)

Eike Kiltz (CASA/Ruhr-Universitat Bochum)

Gregor Leander (CASA/Ruhr-Universitat/Bochum)
Peter Schwabe (CASA/Max Planck Institute

for Security and Privacy)

Jorg Schwenk (CASA/Ruhr-Universitat Bochum)
Christian Mainka (CASA/Ruhr-Universitat Bochum)

Ellery Studio

Art Direction and Design: Luca Bogoni
Illustrations: Lucia Cordero,

Hannah Schrage, David Ramirez Fernandez
Project Management: Martin Steffens

Cover image
Hannah Schrage

Printed at
Schmidt, Ley + Wiegandt GmbH + Co. KG,
Liinen, www.slw-medien.de

Published by

CASA: Cyber Security in the Age
of Large-Scale Adversaries
UniversitatsstraBe 150

44780 Bochum

hgi-presse@rub.de
casa.rub.de

Scan to access the digital version of our comic:

C‘\S‘\ DF Esrizshctijrfgsgemeinschaft

CYBER SECURITY IN THE AGE
OF LARGE-SCALE ADVERSARIES

RUHR
UNIVERSITAT
BOCHUM

RUB

2
=



.

pWg

p-4

p-

-

o

4

2 U alqlleqleqleqly

5808080 Ro Qe
ARcRERcRERCRENCRERCRURORE



~ ¢

Q
s o B &

HUB A HUB B HUB C HUB D

WHAT IS SAFE ToDAY MAY BE ANV OPEN
SECRET TOMORROW.THIS IS ESPECIALLY TRUE IN
THE DIFITAL SPHERE: FROM MASS SURVEILLANCE
AND POST-QUANTUM CRYPTOGRAFPHY TO SAFE
ROUTING AND ENCRYPTION.

FoLLoW THE CURIOUS LITTLE FoX WHITFIELD ON
HIS CHASE THROUGH HUB A. WILL HE MANVAGE ALL
THE TWISTS AND TURNS ALON G THE WAY?

FIND oUT MORE!
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