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CASA
Cyber Security in the Age of Large-Scale Adversaries

Outstanding scientists within the Cluster of Excellence “CASA - Cyber 
Security in the Age of Large-Scale Adversaries” research and develop 
strong and sustainable countermeasures against powerful cyber 
attackers, with a particular focus on nation-state attackers. Research 
in CASA is characterized by a highly interdisciplinary approach that 
examines not only technical issues, but also the interplay between 
human behavior and IT security. This unique, holistic approach forms 
the basis for excellent IT security research.

CASA unites four main research areas:

HUB A “Future Cryptography”: Researching future cryptography and 
developing quantum-resistant approaches with provable security.

HUB B “Embedded Security”: Tackling the task of strengthening the 
security of embedded systems at the hardware level by investigating 
the interaction of security systems with their physical environment.

HUB C “Secure Systems”: Developing secure and efficient systems at 
the software level. Machine Learning is one of the many methods used 
to explore and expand this field.

HUB D “Usability”: Focusing on usable security and privacy and 
researching the interface between humans and technology.

Each HUB addresses specific major research challenges that have 
been carefully selected to address security issues critical to the 
protection against large-scale attackers. The challenges of HUB A are:

Research Challenge 1: Cryptography Against Mass Surveillance  
Research Challenge 2: Quantum-Resistant Cryptography
Research Challenge 3: Foundations of Privacy
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The winter has been cold and going on for months. 
Whitfield the fox is hungry and bored. 

He is naturally drawn to the delicious smell  
of cookies and lured into an adventure...

A witty fox like Whitfield is very curious about
all that can be found out there. Who knows...

Cookies might not be the only thing that he  
brings home.

I kNOw, mY DEAR! 
wINTER wILl  
bE OVER SOON. 

buT... wAiT.  
wHAT'S THAT SmELl?

THAT SmELlS wONDERFUL! IT TAkEs mE  
bACk TO mY FAVORITE PASTRY SHOp.

I'm STARviNG, AUNTY. 
 I wOULD GIvE ANYTHING 

FOR sOmE CANDY! 

mmmm... SOmETHING IS DEFINITElY bEiNG COOkEd uP  
IN THE CAsA BuildING bACk THERE IN THE mOUNTAiNS. 

I'm GOiNG TO GO ANd  
sEE WHAT I CAN FIND...

I DON'T FEEl GoOD ABouT THIS, iT's SuCH A 
TRICkY pATH THROUGH THE HilLs.

OH, bE CAREFul! ANd TRY NOT 
 TO LEAvE TOo mANY TRACEs!

JuST imAGINE somETHiNG 
TO NibBlE ON THAT BRINGS 
us THROUGH THE wiNTER.

I wONDER wHAT THEY HAVE  
bAkiNG IN THE OVENS HERE...
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CHALLENGE 1 

CHALLENGE 2

WELCOME TO RESEARCH HUB A
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CHALLENGE 1 
Cryptography Against Mass  
Surveillance
How can we develop new  cryptographic 
solutions that protect against mass 
surveillance?

CHALLENGE 2
Quantum-Resistant Cryptography
Can we find practical encryption and 
signature schemes that offer provable 
security against quantum computers?

CHALLENGE 3 
Foundations of Privacy
How can we use cryptography to protect 
our privacy when Big Data is stored in 
the Cloud?

CASA BACKGROUND
CASA stands for ‘Cyber Security in the 
Age of Large-Scale Adversaries’ and 
is funded as a Cluster of Excellence 
(EXC) within the Excellence Strategy  
of the DFG in Germany. Its goal is  
to enable sustainable security against 
sophisticated large-scale attacks. 
Therefore, an interdisciplinary team 
explores not only technical, but also 
social factors and implications. The 
Cluster of Excellence is located at 
Ruhr University Bochum.

Content

casa.rub.de

CHALLENGE 3

https://casa.rub.de
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ANd THE smElL sEEms TO 
bE COmING RIGHT OUttA 

THE wALl. buT i CAN'T SEE 
ANY ENTRANCE. mY NOSE 
NORmALlY DOESN'T lET  

mE dOwN.

AHA! HERE is A BACkDOoR 
- quiTE wELl HIDdEN. ANd 
luCkY mE: HERE ARE THE 
COOkIEs. OH, THANk YOU, 

wONDERFUL NOSE.

OH, 
YES!

HuH?

HEY! YOU!

DId YOU THINk YOU CouLD jusT wALk iN HERE ANd 
NICk THE SwEETs FOR TONIGHT's CElEBRATION 

wITHOUT bEiNG NOTiCED?

EHm, WElL... I CAmE 
THROUGH THE HiDdEN 

bACkdOoR AND i  
JuST FOlLOwEd THE 

TRACE oF THE COokIEs…

 I'm mONi, bY THE wAY.  AND 
IT jUsT sO HAPpENS THAT WE 

wORk ON HIdDEN bACkdoORS 
IN SOFTwARE ANd ElECTRONIC 

DEViCES HERE AT Hub A…

DO YOU kNOw THE SNOWDEN DOCUmENTS? THEY PROvEd THAT NATION sTATES 
HAVE bEeN EXPLOITING TECHNOLoGY TO pERFoRm mASs SuRVEIlLANCE oN BOTH 
THEiR oWN AND OTHER sTATES' CITizENs. sOmE oF THEiR ACTIONS CONCERN 

THE DOmAIN OF CRYpTOGRApHY.

wOW, THATs A BIG STACk
 OF dOCUmENTs. CAN

 YOU GIvE mE THE GIST?

THE FRONT DOOR 
Is LOCkED! 

ChaLLEngE 1
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THE iNTElLIGENCE AGENCIEs pROACTIVElY HELPEd ImplEmENT wEAk CRYpTOGRApHIC 
sTANdARds. THEsE TENdED TO REmAiN UNNOTiCEd, BECAUSE THEY FElL OUTSIDE THE 

REALm oF TRADiTIONAL sECuRiTY mODELs. PRIvATE COmmuNiCATION Is AN EsSENTIAl 
CIVil RIGHT AND CRuCiAl FOR AN oPEN sOCIETY. THuS, REsEARCH ON BACkDoOR FREE 

CRYpTOGRApHY Is OF GREAT ImPORTANCE - ANd GREAT FUN.

TO BE vERY HONEST WITH YOU, I ONLY 
CAmE FoR THE DELICIOUS TREATS. BuT NOw I 

HAVE A FEW qUESTIONs AND WANT TO LEARN 
mORE AbOUT wHAT YOU PEOplE ARE DoING 

HERE AT Hub A oF CAsA.

wITH plEASURE! YOU HAvE ENTERED THE 
CHAlLENGE 1 buiLDING, HERE You WilL FIND THE 

FIRsT OF THE THREE HUB A CHAlLENGEs.  wE HAvE 
THREE kEY OBJECTIVEs HERE:

1  We will study on how to guarantee that  
cryptographic standards are backdoor free.

2  We will study past and ongoing crypto-
graphic standards to identify adversarially 
planted backdoors.

3  We will develop novel approaches for safe 
parameter generation that can provably  
withstand parameter subversion attacks  
and backdoors.

wOW, THERE Is quiTE A lOT oN 
YOUR lIST! HOWEvER, I Am NoT 

AN EXPERT. wHAT ARE YOU 
CELEbRATING TONiGHT,  

bY THE wAY?

YOU WIlL sEE LATER… buT FOR 
NOW, kEEP YouR pAwS AwAY FROm 

THE COokIEs, ok?

Backdoors allow access to computer  
systems without the the owner’s permission. 
They can result from faulty programming or be 
intentionally built into software and hardware. 

Cryptography is about secure electronic 
communication in the presence of malicious 
third parties. The most commonly used cryp-
tography is encryption and signatures. 

Cryptographic standards are technical 
standards that help to maximize the com-
patibility, interoperability, and security of 
encryption. 

NOW, THAT YOU'VE sNUCk IN... LET mE 
sHOw YOU wHY I'm sENsiTIvE TO THE 

suBJECT oF bACkdOoRS.

GREAT, mY EARS 
ARE pRICkEd.

CaSa WIKI
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bACkdOoRS AlLOw You TO GAIN ACCESs 
TO A sYsTEm BY BYpAsSiNG THE 

NORmAL AuTHENTICATioN pROCEsS 
OR CRYPTOGRAPHY. DELibERATELY 

wEAkENEd ENCRYPTIONS ARE OF GREAT 
INTEREST IN POLITICAl dIsCusSioN ON 

lAW ENFoRCEmENT.

THE DESIGN OF SUCH bACkdOoRS 
IN (SYmmETRiC) CRYPTOGRAPHIC 

PROTOColS HAS A loNG HIsTORY ANd  
Is A pRESsING REsEARCH TOpiC.

NOW i UNdERSTAND THE pRACTICAl 
RELEvANCE OF YouR wORk. IT'S 

AbOUT THE FUNDAmENTAl 
TRusTwORTHINESs OF sYsTEmS.

A Long Disreputable Story

Among the most famous exam-
ples are the block cipher DES, 
for which the key size was de-
liberately weakened to 56 bits, 
and the pseudo random number 
generator Dual EC DRBG, which 
was equipped with a backdoor – 
accessed through a specific 
selection of its parameters. 

IT LOokS PREttY 
sECURE TO mE…

IT dOEs! buT iN BoTH 
CASEs, wHAT LOokEd 

sECURE COUld EAsiLY BE 
uNdERmINEd.

HA! THEY LEFT 
 A bACkdoOR!

THAT'S As EASY AS π. NOW  
lET's GO ExpoNENTiAL!

wEAk ENCRYPTION IS lIkE FANCY GIFT WRApPiNG. 
 IT LOokS PREttY, buT DOES lIttLE FoR THE sECURITY  

OF THE CONTENT. LIkE A HOLE IN A FENCE,  
wEAk ENCRYPTION CAN BE UsEd OR ABUsEd.

suRE, NoT ONlY THE GOod GuYs CAN USE IT…
ANd wHAT ABouT pRIVACY IN GENERAl?
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HA! THEY LEFT 
 A bACkdoOR!

In 2015, WikiLeaks 
presented evidence that 
  the NSA had been wire-
tapping the mobile phone 
of former chancellor Angela 
Merkel since 2002. The 
spying operation was also 
not restricted to her: the 
phones of 125 high-ranking 
politicians and advisors 
were also tapped.

spYING AmoNG FRIENds? 
THAT'S OUTRAGEOUS! 

 I AlmosT GET  
EmOTIONAL THERE.

suRvEILlANCE BY A 
’FRIENdlY’ sECRET 

sERviCE lEd TO dIPLOmATIC 
DISAGREemENTS!

OH ANGIE, i FEel YOU!

HAVE You pUT  
THE PROsECCO  

ON iCE?

THE ENCRYPTION ALGORiTHm  
GEA-1 wAS implEmENTED IN mOBilE 
PHONES IN THE 1990s TO ENCRYPT 
DATA CoNNECTioNs. sINCE THEN, IT 

HAS bEEN kEpT SECRET. 

A RESEARCH TEAm FROm CASA 
wITH COlLEAGuES FROm FRANCE 
ANd NORwAY, HAs ANAlYzEd THE 
AlGORITHm ANd HAS COmE TO THE 

FOLlOWING CONCLUsION:

 GEA-1 Is SO EAsY TO BREAk THAT 
IT mUsT bE A DELIbERATELY WEAk 
ENCRYPTION; BuilT IN TO PROvIdE A 

bACkdOoR TO mOBIlE pHONE DATA.

DO i wANT 
TO kNOW?

THAT'S A lONG TImE.  
HOW wAS IT dIsCOvERED?

AlTHOUGH THE VUlNERABilITY  
Is STILl pRESENT 

 IN mANY mOdERN mOBilE 
PHONES, ACCORDiNG TO THE 
RESEARCHERs, IT NO loNGER 

POSEs ANY SIGNiFICANT 
 THREAT To uSERS.

THEsE ALGORiTHmS ARE dEPLOYEd 
IN BilLIONS OF dEvICEs WoRLDWIDE, 

sO kEEPING THE SPECIFICATIONs 
sECRET Is NOT EASY. wE FiNALlY GOT 
THE AlGoRITHm bY E-mAIL. THE mAIN 

wORk WAs THEN TO dIsCOvER THE 
wEAkNESsES THAT ARE supPOSED TO 

REmAIN HIDdEN. 

HEY TEAm, THIS COULD BE  
INTERESTING FOR US…

REaL LifE 
StoRy
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A bACkdoOR ALloWs AN AttACkER WHO kNOWs oF 
THE wEAkNESs TO bREAk THE ENCRYpTION.  
A bACkdoOR REDUCEs THE SizE OF THE sET  

OF pOsSIbLE kEYs THAT COULD BE UsEd TO UNloCk 
THE ENCRYPTION. 

TRY THIS ONE FOR YOUR pHONE!

wEAk DESIGN CAN mAkE IT  
mORE THAN ONE mILlION 

TImEs FAsTER TO GUESs THE 
CORRECT kEY. NOW JUST 

ImAGINE AN old wEAk DESIGN 
IN THE FACE OF iNCREASiNG 

COmPUTING POWER! 

OH, NO – iT ACTuALlY FITs. 

NOW, THAT wE'VE DISCOVEREd THE bACkdoOR, 
 IT'S TImE To FIx iT. UNFORTUNATELY,  

THIs iS oFTEN A LENGTHY pROCEsS ANd 
REqUIRES mORE THAN A SImplE pATCH.

lET's HAvE A lOOk AT THE SCREEN…

Symmetric Encryption uses the same key  
for encryption and decryption. It is well suited 
for bulk encryption as it is fast and needs  
few resources. 

NIST is the US-based National Institute of  
Standards and Technology.

Good Symmetric Encryption
•  Everything is known about the algorithm 

but the key.
•  Without the key, no information about the 

plaintext can be gained from the ciphertext.
• The number of keys is too large to be guessed.

CaSa WIKI
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IN THE CONCRETE CASE OF GEA-1, WE iNITIATEd 
A RESPoNsIBlE dIsClOSURE pROCEsS.

Through the mobile phone 
association GSMA, the  
Bochum based group…

…contacted the manufacturers 
before publishing their data  
to give them the opportunity 

to remove GEA-1 through  
software updates. 

In addition, they 
advocated for the removal of the 
succesor GEA-2. ETSI, the organ-
ization responsible for telecom-

munications standards, decided 
that henceforward, smartphones 

should no longer support GEA-2.

Why Transparency 
helps Security

In general, cryptographic algo-
rithms should not be developed 
in secret and with unclear design 
components. NIST has lead the 
way in their process of selec-
ting the Advanced Encryption 
Standard (AES) and upcoming 
post-quantum algorithms: 
using open design competitions 
 followed by public discussions 
and analysis. It sounds contradic-
tory but security gets better the 
more it is developed in public.

GOOd JoB, TEAm!

THANks!

I wONDER IF THEY CAN GET RId 
OF THIS sNEAkY bACkdOoR 
PRObLEm….. I wiSH THEm AlL 

THE bEST.

wOW, THIS is A pREttY 
FAST RIDE. wHAT WilL 

COmE NEXT? 

bEFORE YOU DIVE iNTo  
CHAlLENGE 2, HERE'S THE RECIPE 
FOR THE COokIEs. sEE You lATER  

AT THE pARTY?
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HuH, THIS ROom 
HAS HARDLY 

ANY CORNERs… 

YEp, THAT's TRuE. 
 IT SUITS OUR WoRk. 

 wE FiNd ouRSElVEs IN 
ElLiPTIC CuRVEs A LOT. 

HI, i Am SHAFi. 

wOW, THEN iT'S A COoL DESiGN bY THE 
ARCHiTECT. mY NAmE IS wHITFiEld.

lET's dIvE RIGHT INTO THE TOPiC. 
I wAS INFORmED You wERE COmiNG!

sO, THERE IS ONE THING WE THiNk  
A lOT AbOUT HERE AT CHALlENGE 2:  
CERTAIN CRYpTOGRApHIC sCHEmEs 

ARE THE BAsiS oF NOTHiNG lESs 
THAN THE SECURITY OF ouR CURRENT 

DIGiTAL COmmuNiCATION sYsTEm. 
CONsEqUENTlY, IT's SuPER ImpORTANT 
TO mAkE THESE sCHEmEs WATERTiGHT.

FOR ExAmPLE, ASYmmETRiC 
ENCRYPTION AND dIGiTAl 
sIGNATURES. THEY DERIvE 
THEiR SECuRiTY FROm THE 
FACT THAT iT IS HARD TO 
FACTOR lARGE iNTEGERS 

ANd TO COmpUTE SO-CALlEd 
DISCRETE LOGARITHmS 
OvER ElLIPTiC CURVEs. 

wHAT kiNd oF SCHEmES?

HOWEvER, ALREAdY IN THE 1990s, PETER SHOR 
PuBliSHEd A sEmINAL PApER SHOWiNG THAT 

THEsE pRoBlEms BECOmE FAiRlY EAsY TO 
sOLvE FoR AttACkERS EqUIpPEd wiTH A LARGE 

quANTUm COmPUTER. THAT WOUld mEAN AlL 
PERsONAl SECRETS ANd DATA – bOTH pAsT ANd 
PREsENT – WOUld ImmEDiATElY bECOmE pubLiC!

wELl, THAT dOEsN'T SOUNd 
TOO pRomIsiNG...

OH NO! ALl OUR 
sECRETs ARE 

AT Risk!

ChaLLEngE 2



13

THAT iS wHY HERE IN CHAlLENGE 2  
wE pURSUE THEsE GOAlS: CaSa WIKI

1  Design and analyze 
cryptography that can 
resist attacks by  
quantum computers.

2  Analyze the core  
mathematical problems 
underlying the security 
of post-quantum  
cryptography.

As OF TodAY, PROPERlY FuNCTioNING 
quANTUm COmPUTERS DO NOT EXIsT,  
buT RApID pROGRESs IS bEiNG mADE 

TOWARds BuildING THEm. lOOk AT OUR 
 REAL-TImE mONITORiNG. 

A Quantum Computer is a computer 
that exploits the laws of quantum me-
chanics in order to solve certain prob-
lems faster. For example, it could quickly 
break all currently deployed asymmetric 
cryptography. Scalable quantum com-
puters do not yet exist but the larger 
research community is making great 
progress in building them. 

Post-Quantum Cryptography refers  
to cryptographic systems that can  
withstand attackers equipped with 
quantum computers.

Shor’s algorithm is an algorithm  
designed by Peter Shor in 1994 that  
can efficiently factor large integers  
and compute discrete logarithms  
over elliptic curves: Thus, essentially 
providing the framework to break all 
currently deployed public-key cryptog-
raphy schemes.

Asymmetric Cryptography uses a 
public key for encryption and a private 
key for decryption. It is mostly used  
for key agreement between parties 
that have not previously met.

       ANd RSA ENCRYPT wINs AGAIN!! 
         HE iS mUCH FAsTER!! buT
quANTINIO GETs BEttER
 EvERY TImE. THIs iS GoING TO bE 

       ExCiTING 
         sOOoOOoON!

AT THE mOmENT, THE lARGEST NumBER  
FACTORED BY SHOR’s ALGORITHm IS 21.  

TO BREAk COmmON RsA-ENCRYpTION oNE WOUld 
NEEd To FACTOR AT lEAST 400-DIGiT NUmBERS.

ARE You sERIOUs? HORsES?

OF COURSE NOT. WE'RE jUsT HORsiNG 
AROUND WITH PROJECTIONs.
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THE CHAlLENGE is THuS TO BUIld suiTAbLE REplACEmENTS 
FOR TOdAY'S sCHEmEs THAT CAN RESIsT AttACks THAT 

mAkE UsE OF qUANTUm ComPuTiNG POWER. lET mE SHoW 
YOU ouR mAIN REsEARCH PROJECT! mY COLlEAGuE JoAN is 

THE PERFECT pERSON To DECRYPT OUR WoRk FOR YOU. 

FuNNY, YOU sTIlL wORk 
 ON CHALk BOARds?! 

 I DidN'T ExpECT THAT.

HEY JOAN, WE HAVE A viSITOR: 
THIs iS wHITFiEld. COUld YOU ExplAiN
A biT AbOUT YouR RESEARCH TO Him? 

suRE! GREAT To HAvE You viSIT uS HERE. SO, TO TRY AND puT  
IT SimplY: AS YOU HAvE SEeN, THE FACToRING-RACE Is GOiNG TO BE 
DOmiNATED AND REvOLUTIONIzEd bY THE qUANTum COmPUTER SOoN. 
THEREFoRE, wE NEeD TO DEVElOp A mATHEmATICAl pROBlEm wHICH 

Is HARd TO SOlVE, EVEN FoR quANTUm COmpUTERs. THE ONE WE 
CHOsE IS bASED oN lAttiCEs.
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A lOT oF pOsT-quANTUm 
CRYpTOGRApHY Is BAsEd ON 

mATHEmATICAl LAttICES. A LAttiCE  
Is A dIsCRETE sUBGROUP oF  
A mULTI-dImENsIONAl SPACE. 

PuH – I Am SoRRY, buT is 
THERE ANY OTHER wAY TO 
ExplAIN THIs? i Am jusT 
A littLE FOX ANd NOT 

ExACTLY A mATH GENiUs...

Lattice-Based Cryptography
Picture a chain-link fence – this is a 
two-dimensional lattice. The lattice 
points are the inter section points of 
the chain-links in the fence (we call 
these links vectors). It is extremely 
 mathematically demanding to try 
to find a ‘short vector’ in a high- 
dimensional lattice; i.e., a chain link 
close to the origin of the graph.

IF i pUT A RED NosE ON oNE OF THEsE 
sHORT CHAiN-LINk lAttiCE vECTORs, 
IT miGHT TAkE You A wHIlE TO FIND 

IT, buT EvENTuALlY IF YOU wERE 
PATiENT ENOUGH YOU wouLD SuCCEED. 

IN A HIGH DImENSIONAL lAttICE, IT Is 
mATHEmATICAlLY VERY DIFFiCUlT ANd 

TImE CoNsumiNG TO FiNd suCH A VECTOR 
- EvEN FoR A qUANTum COmPUTER. POST-

quANTUm sECURE CRYPTOGRAPHY IS bASED 
ON THE diFFICuLTY OF FiNdING sHORT 

vECTORs IN HIGH-dImENsIONAl LAttICES.

THIs iS oNLY THREE DImENSioNS.
OUR NEw pOsT-quANTUm CRYpTOGRApHY 

RELiEs ON THE DiFFICulTY OF FiNDING 
ONE SPECIFiC INTERSECTION iN A 

500-DImENSIONAL lAttICE!

HOLY GuACAmOlE!  
THIs iS ImpRESsiVE.
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sO, wE WIlL ONLY NEED THIS iN 
sOmETHING lIkE 15 YEARs TO 

PROTECT ouR COmmuNiCATION? 

NO! wE NEeD TO UsE THIS NOW, SO THAT 
TOdAY'S COmmuNiCATION REmAiNS 

PRIvATE EvEN IN 15 YEARs.

REaL LifE StoRy
The American National Institute 
for Standards and Technology 
(NIST) has recognized the risks for 
secure data encryption posed by 
quantum computers and, in 2016, 
started a process to stan dardize 
post- quantum cryptography. 69 
proposals were submitted from 
the research community world-
wide which were evaluated in 
a public process. In July 2022, 
four of these were selected to 
be standardized by NIST: three 
digital signature schemes and 
one  public-key encryption  system. 
CASA researchers contributed to 
three of the four systems: 
CRYSTALS-Dilithium, SPHINCS+ 
and CRYSTALS-Kyber. 

wHAT A GREAT sUCCESs 
FOR CASA! AND SuCH impoRTANT 

wORk. CONGRATULATioNs!

THANk YOU!

THAT'S wHY ImmEDiATE 
ACTioN IS REqUIREd: 
OUR dATA ENCRYpTEd 

TOdAY STILl HAs  
TO BE sECuRE IN 10  

TO 20 YEARs!
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fUN faCTwE ARE vERY pROUd! ALl SubmisSIONS wERE sCRuTiNIzED  
vERY CAREFUlLY. sOmE, HowEVER, wERE NoT As SAFE AS 

As THE ApPLICANTS THOUGHT.
A little over four hours after NIST 
published the specifications  
of all submitted algorithms, 
Lorenz Panny, at the time Ph.D.  
student at TU Eindhoven, already  
presented a full break of the 
candidate “Guess Again”.  
The attack software required 
less than 30 lines of code and is 
called “guessed once”.

uH, NICE, THE NEw NIsT PROPOSAlS 
ARE oNlINE! I'Ll jusT HAVE A lOOk 
AT ONE OF THEm wHIlE HAvING mY 

mORNiNG COFFEE.

NOW i 
uNdERSTAND 
wHY YOU ARE 
CELEbRATING! 

TAkE THIs HAT FOR THE pARTY LATER. I THINk THAT 
NOW YOU HAvE GoT A pREttY GOOd ovERviEW OF WHAT 
wE dO AT CHALlENGE 2. I kNOW, IT Is SUCH A HuGE TopIC 

IN SUCH A sHORT TImE. BUT YOU CAN AlWAYS COmE bACk 
ANd lEARN mORE.

wE'RE AlWAYS HApPY TO GivE 
vISiToRs A GlimPSE INTO ouR 

ExCiTING REsEARCH!

THANk YOU! I Am NOT USED TO 
THAT mUCH THEORY THOUGH  
I DEFINITElY lEARNEd A lOT.
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wHEw! THAT WAs SomE pREttY COmPLEx 
ANd THEORETICAL sTuFF. I’m GLAD FOR 
THIs LittlE BREAk IN THE CHAIRlIFT.

buT i woNDER HOW THIs iS 
AlL REALlY usEd ANd wHAT 

EFFECT IT HAs ON mY 
DAiLY LIFE?

THEY HAvE 
CCTV HERE? 

THAT dOEsN’T FEEl NICE…

As already mentioned intelligence services  
perform mass surveillance… 

…on both their own and 
other states’ citizens. 

OH, A lEttER!  
FOR mE?

wHAT?! iT’s FROm
mY AUNTY!

META DATA
Sender: Aunty Fox
Receiver: Whitfield Fox
Date sent: 4 days ago
Date received: Right now
Carrier Material: Paper
Format: SnailMail 
Transferred by: US Postal
Volume: 3 pages 
Language: Fox-Vox-en-us
Encryption: Envelope

Even if the content of a message is  
encrypted, the sender and recipient can 
be identified during transmission. 

This so-called “meta data” contains lots of valuable 
information.

ChaLLEngE 3
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AlSO oN YOUR WAY TO 
THE PARTY? SO sORRY 

FOR THE ROUGH WElCOmE 
TO CHALlENGE 3. WE JUST 

wANT TO CONvEY HOW 
ImpORTANT PRIvACY IS. WE 

AlSO woRk ON FiNDING 
sOLUTIONs HERE, wITH 
A mAIN GOAL bEING THE 
CREATION OF A SECURE 

mOdEl FoR CRYPTOGRAPHIC 
kEY AGREemENT. 

wE WANT TO CREATE A FAST AND SImplE moDEL, 
mAdE UP OF mULTIplE, sECURE NODES. AND 

FINAlLY, wE WANT TO imPLEmENT iT IN A WAY 
THAT ANYoNE CAN UsE iT. HERE’S THE iDEA iT’S 

bASED oN.... 

YES! THE SO CALlEd 
‘‘TOR” NETwORk,  

OR “ONioN ROUTING”, 
PROvidEs A SOlUTION.

TOR is THE ACRoNYm FOR “THE ONION ROUTER”. 
THE mESsAGE iNClUdING mETA DATA is ENCRYpTEd 

wITH THREE lAYERS. LET’S TAkE A CLOsER loOk…. .

I DON’T kNOW 
ANYTHING

AbOUT THAT…

AN ONION?

Dear Whitfield!Since you are at CASA, I thought 
this might interest you: I just  
received an encrypted e-mail  
from your cousin in Australia.  
He’s a journalist, as you know,  
and he says that the government  
    has been spying on him.     Maybe your new friends know  

how to help him? Love  from your concerned

In 2016, Paul Farrell researched detention camps for 
refugees on the island Nauru, where the poor, inhu-
mane conditions have been harshly criticized.
Based on the government’s Data Retention Act 
laws, the Australian Police were legally allowed to 
obtain and study all of his communication; under 
the grounds of identifying his sources and procuring 
information about potential whistle blowers. They 
also collected the meta data from Farrell’s mobile 
phone and analyzed data from his e-mail account.

If such an invasion of private space is allowed in 
democracies, what kind of things are happening in 
authoritarian regimes?

REaL LifE StoRy
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THE mESsAGE is SENT TO AN ENTRY NOdE oF THE NETWoRk. THIS ONE 
PEELs oFF ONE lAYER OF ENCRYPTION. ANd sENDS IT TO A RELAY NoDE. 
THIs ONE DOES THE sAmE ANd sENDS IT TO THE ExiT NodE. HERE THE 

lAST ENCRYpTION lAYER iS REmOvEd ANd THE mESsAGE is REDIRECTED 
TO THE RECIpiENT. NONE oF THE NOdEs HAs THE FUlL INFORmATION 

AbOUT THE sENDER OR THE RECEIVER.

Entry  
node

key

Relay  
node

key

Exit
node

key

Message

Ok, NOW i 
uNdERSTAND 

THE COmPARIsON 
wITH AN oNION. 
EvERY LAYER 

Is AN ADdITioNAl 
ENCRYPTION.

OmG! THAT’s mORE THAN FIVE 
EYES. mORE LAYERs COUld 

bE A soLuTioN, BuT iT mAkEs 
THINGs EVEN SlOWER.

As iT TAkEs TimE TO PEEL AN ONION,  
TOR is SlOWER THAN REGUlAR  

INTERNET TRAFFiC - WHICH mEANS IT’S 
NOT mUCH FuN GAmING VIA ToR. IT is 
ImpORTANT TO kNOW THAT TOR IS AlSO 

NOT 100% sECURE, As SO CALlEd “TRAFFiC 
CORRELATION AttACks” CAN ENDANGER 
THE ANoNYmITY OF ToR uSERS. THESE 

AttACks TRY TO OBsERvE AS mANY 
TOR NOdEs AS POSsIBlE, iN oRDER TO 

FIND pAttERNs IN THE TimING, SIzE 
OR dElAY OF iNComING ANd ouTGOING 
COmmuNiCATION. SuCH AttACks CAN 

uTiLIzE mACHINE LEARNING TO REvEAL 
THE UsER’s INFORmATION.

Even hidden nodes can be detected. Some Tor-specific code can be recognized using deep package 
inspection if a message is sent. Once the hidden node is known, it can be blocked. For example, 
China blocks all attempts to access entry nodes from within the country.

lIkE YouR NAmEsAkE wHITFIEld 
DIFFiE, YOU SEem TO bE A CLEvER 

ONE. THE DECIsION To HAvE THREE 
NOdEs WITHIN A ToR SYSTEm HAS 
bEEN mAdE TO kEeP A GOoD BAlANCE 

bETwEEN spEED AND SAFETY.
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COmmANdER! wE CAN’T 
FIND OUR sHIPS DuE To 
OUR SECuRE RouTiNG!

Despite its apparent enmity with 
Tor, the U.S. government played a 
pivotal role in its creation. Onion 
Routing, in it’s most basic form, 
was developed by the U.S. Navy in 
the 1990s to protect intelligence 
communications. Also, the U.S. 
Department of State Bureau of De-
mocracy, Human Rights and Labor 
is among Tor’s financial backers.

+ 
1 Layer

sO pATH “A” DEpICTs TRAdiTIONAl oNION RouTiNG AND uSEs oNlY THREE dIFFERENT 
NOdEs. ouR SOlUTION IS PATH “b”: IT TAkES A lONGER ROUTE OvER moRE NOdEs 

ANd THEREFoRE iS sLOwER. BuT THE NETWoRk PLAYS A RoLE As WElL. WITH EACH 
ADdiTIONAl NoDE, THE AmouNT OF UNIqUE PATHS A mESsAGE CAN TAkE GROwS 

ExpONENTIALlY - wHIlE ALsO iNCREAsiNG THE EFFoRT REqUIRED TO sImPLY OBsERvE 
EACH oF THE TOR NoDES iN THE CHAIN. 

RESUlT: THE LEttER CAmE 
FASTER ovER PATH “A ”, BuT 

Is RiPpED OpEN.  vIA pATH “b” 
IT TOok LONGER, buT THE 

lEttER Is STILl ENCRYpTEd. 
I’D GO wiTH “b” THEN.

lET’s GET THE 
CRYpTO-pARTY 

sTARTED!

I HOpE THAT YOU ARE ABlE TO 
TAkE somETHiNG HOmE wITH 

YOU - ANd I mEAN mORE THAN  
JuST A CoOkiE!

fUN faCT
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CHEERS TO YOU! YOU HAVE DONE A 
GREAT job WITH lISTENING ANd 

uNdERSTANDING OUR wORk!

wELl, I GUESs IT’s pROBAbLY 
JuST THE TiP oF THE 

ICEBERG, ISN’T IT?

HEY, YOU TWo! STOp TALkING AND 
JOiN ouR BREAk-DANCE BAttlE! 

IT SOUNds REAlLY 
TEmPTiNG, BuT i’Ll 
HAVE To pAsS. mY 

AUNTY IS PRObABlY 
sTARTiNG TO GET 
REALlY wORRiEd…

sO, NOW I HAVE A bAG FULl oF COOkIEs, mY HEAd FULl OF 
kNOwLEDGE ANd EvEN sOmE ANSwERs AND AdvICE 

FOR AUNTY. sHE wiLl BE PROUD. AFTER ALl,  
I HAVE lEARNEd THAT SECURITY is NoT A STATE  

buT A CoNTINUous pROCEsS. YOU HAVE TO TAkE FUTURE 
POSsiBIlITiEs INTO ACCOUNT. IT’S GOOd THAT THE pEoPLE 

AT CAsA ARE TAkING CARE oF IT.

Hmm… I THiNk YOUR CouSiN ALREAdY mADE 
THE FiRsT sTEP BY uSiNG ENCRYPTED 
E-mAIL. HE sHOUld usE A TOR bROwSER 

ANd sECURE mEsSENGER AS wELl. EvEN 
NOW, CERTAIN SECURITY ANd PRIvACY 

mECHANIsms CAN BE vERY INCONvENIENT 
TO USE - buT OUR COlLEAGuES AT Hub 
D ARE woRkING ON THAT! mAYbE You 
sHOUld vISiT THEm sOmETImE ToO.

OH, ANd bY THE wAY: I GOT 
THIs LEttER FROm mY 
AUNTY. sHE is ASkING  

FOR sOmE ADViCE. 

lET mE SEe…. .
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CASA: Cyber Security in the Age of Large-Scale 
Adversaries was established in 2019. It is the only 
Cluster of Excellence in the field of computer secu-
rity in Germany. CASA is funded by a grant from the 
Deutsche Forschungsgemeinschaft (DFG, German 
Research Foundation) worth about 30 million Euros, 
which ensures excellent research conditions.

CASA brings together a core group of principal in-
vestigators, chosen with a strong focus on security 
and privacy, with selected top-level researchers 
from highly relevant neighboring disciplines. The 
team covers the full scope needed to tackle the 
challenging research problems in modern computer 
security; namely computer science, mathematics, 
electrical engineering, and psychology.

CASA is hosted by the Horst Görtz Institute for 
IT Security (hgi.rub.de/en), a pioneering research 

center in Germany. Furthermore, CASA collaborates 
strongly with the Max Planck Institute for Security 
and Privacy in Bochum (mpi-sp.org) and several 
other institutes and universities.

What is a “Cluster of Excellence”?
With the funding line “Clusters of Excellence”, 
internationally competitive research centers at 
universities or university alliances in Germany are 
provided with project-based funding for a period 
of 7 years. Within the clusters, scientists from 
different disciplines and institutions work together 
on a research project. The funding gives them the 
opportunity to concentrate intensively on their 
research goal, to train young scientists and to 
recruit international top researchers.
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HUB A HUB B HUB C HUB D

wHAT iS sAFE TOdAY mAY BE AN OpEN  
sECRET TomORROw. THIs iS EspECiALlY TRuE IN 
THE DiGITAl SPHERE: FROm mAsS suRvEILlANCE 
ANd POST-quANTUm CRYpTOGRApHY TO SAFE 

ROUTING ANd ENCRYPTION.

FOLlOW THE CURIOUs LITTlE FOx WHITFiELD ON 
HIS CHAsE THROUGH HuB A. WIlL HE mANAGE AlL 

THE TWisTs AND TuRNs ALONG THE wAY?

FIND OUT mORE! 


