
1 1

A JOURNEY THROUGH THE SECRETS  
OF SECURE SYSTEMS AND THE EXCITING 

 RESEARCH WORLD OF CASA

CASA UNIVERSE



2



2

A JOURNEY THROUGH THE SECRETS  
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CASA
Cyber Security in the Age of Large-Scale Adversaries

Outstanding scientists within the Cluster of Excellence “CASA - Cyber 
Security in the Age of Large-Scale Adversaries” research and develop 
strong and sustainable countermeasures against powerful cyber 
attackers, with a particular focus on nation-state attackers. Research 
in CASA is characterized by a highly interdisciplinary approach that 
examines not only technical issues, but also the interplay between 
human behavior and IT security. This unique, holistic approach forms 
the basis for excellent IT security research.

CASA unites four main research areas:

HUB A “Future Cryptography”: Researching future cryptography and 
developing quantum-resistant approaches with provable security.

HUB B “Embedded Security”: Tackling the task of strengthening the 
security of embedded systems at the hardware level by investigating 
the interaction of security systems with their physical environment.

HUB C “Secure Systems”: Developing secure and efficient systems at 
the software level. Machine Learning is one of the many methods used 
to explore and expand this field.

HUB D “Usability”: Focusing on usable security and privacy and 
researching the interface between humans and technology.

Each HUB addresses specific major research challenges that have 
been carefully selected to address security issues critical to the 
protection against large-scale attackers. The challenges of HUB C are:

Research Challenge 7: Building Secure Systems
Research Challenge 8: Security With Untrusted Components
Research Challenge 9: Intelligent Security Systems
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It might not be easy to believe, but the calm 
and beautiful hills of the CASA Universe are 
located in the world that we know. A world 
that faces more and more challenges as 
the rabbit squad – like everyone else – is  
becoming increasingly digitalized…

Brave bunny Betty decides that she wants to find out what is really happening there. She wants 
to acquire more knowledge so that what happened to Mark wouldn’t happen to her and the rest 
of the herd. They urgently need their winter supply.

Right in the heart of these hills you can find 
HUB C, a part of the CASA Universe. No-
body really knows what’s happening there. 
Some say they are working on novel secure 
systems, others say they want to make older 
ones resilient. Everyone seems to agree that 
they are working on some hot stuff.

yO, BEttY! DID YOU HEAR THAT 
MARk’S wINTER SUppLy VAUlT 
wAS HACkED EvEN THOUGH IT  

wAS DiGITALlY lOCkED? 

wELl, I AM GoING TO CHECk IT 
OUT. IT IS ABouT TimE THAT  
I kNOw WHAT’S GOiNG oN IN 

 MY BACkYARD.

BuT DiD you REAlIzE  
THAT YOU lIVE RIGHT  

OUTSIDE A pLACE WHERE 
SCIENTISTS ARE woRkING 
ON SOlUTIONS FOR SUCH 

CHAlLENGES?

OH, THE wORlD IS CHANGiNG...  
STIlL, NOTHiNG yOU CAN DO.

TO bE HoNEST, IT DOESN’T 
SOUND LIkE You kNOw 

ANYTHING ABouT iT EITHER.
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WELCOME TO RESEARCH HUB C

Challenge 8

Challenge 7

lET’S START  
OUR TouR!
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CHAlleNGe 7 
Building Secure Systems
How can we build safe and secure 
systems by design? From scratch and 
more trustworthy than ever before. 

CHAlleNGe 8
Security With Untrusted Components 
How can we make and keep systems 
reliable and robust even when using 
older hard- and software?

CHAlleNGe 9 
Intelligent Security Systems
Security is a process, not a state. How 
can we stay ahead of potential attacks 
and be resilient even when unforeseen 
things happen? 

CASA BACKGROUND
CASA stands for ‘Cyber Security in 
the Age of Large-Scale Adversaries’ 
and is funded as a Cluster of Excel-
lence (EXC) within the Excellence 
Strategy of the DFG in Germany. Its 
goal is to enable sustainable security 
against sophisticated large-scale  
attacks. Therefore, an interdisciplinary 
team explores not only technical 
but also social interactions. The 
Cluster of Excellence is located at  
Ruhr-Universität Bochum.

Content

Challenge 9

https://casa.rub.de

https://casa.rub.de
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wOW. THIS iS STARTiNG 
OFF pREtty UNIquE. 

wHERE Am I?

HI CHAp! 
CAN i
HELp 
yOU?

wELl, HERE wE GO. 
THE FiRST OF THE THREE 

Hub C CHALlENGES.

AND wHAT ARE THESE CREATURES CONFiNED 
wITHiN THE CONTAINERS? SOME oF THEM REMIND 
ME OF SpACE INvADERS, buT SOMEHOw pERplExED. 

HA, i kNow THEY CAN loOk kiND oF CREEpY, 
SORRY! YOU ARE LOokING AT oNE piECE OF ouR 

AttACkS COlLECTION! wE ARE uSiNG  
THEM TO woRk OUT HoW TO bUIlD SECURE  

SYSTEMS FROM SCRATCH.

HuH. ACTUALlY yES. WHAT 
IN CARRoTS NAmE IS THIS?

CHAlleNGe 7 
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THAT’S TRuE AND 
AND EXACTLy THE 
REASoN WHY I’M 

HERE. 

I REALlY THOUGHT
wE WERE muCH 
FuRTHER ALONG… 

I AM bEtty, NICE To mEET You!

DESpiTE MANy 
yEARS oF INTENSIvE 

RESEARCH AND 
DEVElopMENT  
ON SECURE 

COmpUTER SySTEmS, 
THE NUmBER OF 

SuCCESSFUl AttACkS 
CONTiNUES TO 

INCREASE EvERy YEAR. 
ANOTHER ISSUE IS  

THAT THE pRACTICAl, 
RObUST IMplEmENTA
TION oF SuCH COmpLEX 
SOFTWARE SySTEmS 

REmAINS lIttLE 
uNDERSToOD, iF 

uNDERSToOD AT AlL.

uNFORTUNATElY, WE STilL HAVE A lONG WAy TO Go. wITHiN CASA, WE 
INVESTIGATE HoW SECURE pROGRAmmING pARADIGMS AND FuNDAmENTAl 

CHANGES To A SYSTEM’S uNDERLyING ExECUTION plATFORM CAN bE USED TO 
ACTUAlLy builD SECURE AND DEpENDAblE SySTEmS FROm THE GROUND up. THE 
MAiN RESEARCH quESTION WE TRy TO SOLvE IS: HOw CAN WE BuiLD SAFE AND 

SECURE SySTEmS by DESiGN? OH, i AM ANNiE, BY THE wAY! 
 I’M AN ASSISTANT pROFESSoR FOR COmpUTER SCIENCE.
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An Application Programming  
Interface (or API) is an interface that 
allows two programs to communicate 
with each other in a standardized 
manner. This transfer of data and 
commands is structured according  
to a defined syntax.

A program executed by a computer 
consists of only two different charac-
ters – the 0 and the 1 – which is why 
it is called a binary program. A Com-
piler is a program that translates the 
source code written in a high-level 
programming language (such as Java 
or C/C++) into the machine-read-
able binary language. The result is 
 “executable code” which the com-
puter can then interpret and execute.

A Central Processing Unit (CPU), 
often called a processor, is the 
central unit within a computer. The 
processor coordinates everything 
and performs arithmetic and logi-
cal operations to process data from 
internal or external sources, such as 
the main memory. There are CPUs 
from different manufacturers, such 
as Intel, AMD, or ARM.

In practice, we observe many  
successful attacks against various 
targets, such as the German Bun-
destag, large companies, or political 
activists. A recent example is the 
Pegasus spyware, which can be 
secretly installed on mobile phones 
by exploiting a security vulnerability. 
Among other dangerous activities,  
Pegasus is able to read text messag-
es, track calls, and steal private infor-
mation from a compromised phone.

CaSa WIKI
wE HAvE THREE MAIN GOALS 
HERE AT CHALlENGE 7. WE 
DESiGN SECURE AppLiCATION 

pROGRAMmING INTERFACES (ApISS) 
SO pROGRAmmERS CAN DEVElOp 
MORE SECuRE SySTEmS AND 

 THEy DO NoT NEED To WORRy 
ABOUT SECURITy.

SECOND: WE DEVElOp NEW 
COmpiLER ExTENSIONS. THESE 
AlLOw DEFENSES To bE BUILT 
DIRECTlY INTO A pROGRAM 

wHEN THE HiGHlEVEl SouRCE 
CODE IS TRANSLATED TO 
 A BiNARY pROGRAM.

FuRTHERmoRE, wE REvISiT THE 
FuNDAmENTAl bUIlDING BLOCkS OF THE 
MODERN wEb TO ENABLE THE CREATION 

OF SOpHISTICATED AppLiCATIONS 
THAT OFFER RObUST AND RELiABLE 

SECURITy GuARANTEES.

I SEE YOU HARDEN THE 
BASiS ALl OUR AppS  
AND SOFTWARE ARE 

RuNNiNG oN.
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THAT DOoR LOOkS vERy SECURE.

yOU HAvE GOT A TRAiNING ARENA?!

wELl, THAT’S THE lEAST WE CAN
DO TO pRoTECT OUR INFORmATION.

...uNFORTUNATElY, ADvANCED AttACkS 
ARE STILl AblE To BYpASS THESE 
DEFENSES AND THE ARMS RACE IS 

 NOT OvER (yET). 

OOoH,  
THEy ARE
 SO CUTE!

wITHiN CASA, WE INVESTiGATE HOW THE NExT GENERATION  
OF SOFTwARE SYSTEMS CAN BE DESIGNED So THAT THEy 
 CAN wiTHSTAND EVEN THE mOST ADVANCED AttACkS.

yEp. HERE WE TEST THE mETHoDS 
wE HAvE DEvELopED TO INCREASE 
MEmORY SAFETY... THE CHAlLENGE 
IS FOR THE READING AND WRITiNG 
OF mEMoRy TO REmAIN pROTECTED 

FROM SOFTwARE BUGS DuRiNG  
ANY pOSSiblE ACCESS. THE 

pROBLEM oF SECURING pROTECTED 
INFORmATION wITHIN UNSAFE 
pROGRAMmING lANGUAGES AND 
COmpLEX AppLICATIONS REmAINS 
lARGELy UNRESOlVED. IN THE 
pAST, MANy DIFFERENT TypES 

OF DEFENSES wERE pROpOSED TO 
MITiGATE THESE ISSUES, SOME oF 
wHICH HAVE EvEN BEEN wIDElY 

ADOpTED IN pRACTiCE... 
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wE HAvE HIGH HOpES FoR WHAT iS 
CALlED MEmORY TAGGiNG. IT WilL 

BE AVAIlAblE WITHiN THE NEXT FEW 
yEARS IN ARm pROCESSoRS AS A 

HARDWAREASSiSTED IMplEmENTATioN. 
HOWEvER, THIS STIlL lEAVES THE 

MAjORITy OF DESkTop AND SERVER 
SYSTEMS RuNNiNG oN uNpROTECTED 

INTEl pROCESSoRS. WHILE SoFTWARE
ONLy mEMORy TAGGiNG wOULD bE 

IMmEDIATElY AvAiLABLE FOR MILlIONS 
OF DEvICES, THERE ARE SOmE MAjOR 
HuRDLES To OvERComE; SOFTWARE 
INCOMpATIbilITy AND ESpECIAlLy 

pERFORMANCE DEGRADATioN. 

yEAH, IT lOOkS LIkE THEY ARE 
NOT ACTUAlLy READY FOR A 
TOUGH COMpETITION YET…

MeMORY TAGgING Memory Tagging is a promising 
new mitigation technology. The 
general idea of memory tagging  
is to separate the memory space 
of a program into different areas 
and then closely track which part 
of the program can access and 
modify which part of the memory 
space. You can think of it like  
this: The memory space is divided  
into different areas, which are  
marked with different colors.  
During operations on these 
memory areas, the color is then 
passed on accordingly – you  
can observe at runtime how 
instructions affect the memory. 
Such precise observation  
can stop many different kinds of 
software-based attacks in a 
generic way.
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IN OUR XTAG pROjECT, WE 
DEmONSTRATE A MEmORY TAGGiNG 

METHOD THAT iS CompATiBLE  
wITH LEGACy SOFTwARE, WHILE  

ONLy INDUCING A SmAlL  
pERFORMANCE DEGRADATioN.

BASED oN XTAG, wE DEvELOpED A NOVEl mITIGATION 
MECHANISm THAT mAkES IT ExTREMELy DIFFiCULT 

FOR AN AttACkER To BE AblE TO EXploIT  
vERy COMmON SoFTwARE vULNERABILITiES.

SO, NOW I wOULD RECOmmEND yOU To HAVE A lOOk 
AT THE OTHER RESEARCH AREAS. IF YOU FOLlOW THIS 
HALlWAy AND GO THROUGH THE NEXT DOOR, YOU wILl 

GET TO CHALlENGE 8. plEASE AlSO TAkE THiS AS A littLE 
GIFT: yOU mIGHT NEED IT TO kEEp A ClEAR FIELD oF 
vISioN IN THE wiLD WATERS oF COMpuTER SECuRITy.

wELl, I’M HAppy THAT THE CASA 
pEOplE TRY EvERyTHING THEY  
CAN TO mAkE SySTEmS SECURE. 
BOTH THE OLD oNES AS wELl AS  
THE UpCoMING ONES. lET’S SEE  
HOW THEy ARE CuRRENTLy  

TRyING TO pROTECT ExiSTING 
SYSTEMS AGAINST AttACkS.

THANk yOU! I’M SuRE IT wILl HElp 
ME TO kEep ALl THE THiNGS I lEARNED 

FROM YOU IN my LIttlE RABbIT’S 
BRAiN. I wILl TAG THEm AS 

 vERy impoRTANT.

SEE You 
SOON, 

HEHEHE!
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EvERy DAy, wE WORk wITH COMplEx 
SOFTWARE SySTEmS THAT HAVE BEEN 
DEVElopED OVER THE pAST DECADES:
SuCH SOCALlED lEGACY SYSTEMS…..

….. ON THE OTHER HAND, wE 
DESiGN METHODS TO HARDEN 
THE UNDERLyING ExECuTioN 
ENViRoNMENT OF A SYSTEM 

TO mAkE IT RESIlIENT 
AGAINST DIFFERENT TYpES

OF (SOFTwAREBASED)
AttACkS... 

...ON THE ONE HAND, wE ARE EXplORING NEW SECURITy 
TESTiNG mETHODS THAT CAN pROACTIVElY DETECT 

vuLNERABILiTIES AT SCALE BEFORE AttACkERS CAN DO So... 

...wERE oFTEN DESIGNED wiTHouT 
CONSiDERING SECURITY ASpECTS AND 

ARE VUlNERAblE TO AttACkS... 

CHAlleNGe 8
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wOW, iT’S REAlLy buSY. pEOpLE 
SEEm To bE iNTERESTED IN 

yOUR woRk.. wHAT’S HAppENING 
OvER THERE?

THIS iS ElLA pRESENTING FuzziNG – THE pROJECT I WAS 
pLANNiNG oN SHOWiNG yOU. lET’S GET ClOSER, SO WE  

CAN HEAR wHAT SHE iS SAYING. 

...AND wE WilL DEVElop 
SECURE AND NONDiSRUpTIvE 

METHODS FOR RUNTIME 
pATCHiNG. THANk YOU FoR 

yOU AttENTioN! NOW pLEASE 
ENjOy ouR OpEN HOUSE, GET 
IN TOUCH wITH OUR STAFF 

AND REmEMbER: AlWAyS STAy 
CuRiouS!

I wAS woNDERiNG IF 
yOU CoulD EXplAIN 
TO mE oNE OF THE 

kEY ASpECTS YOU ARE 
wORkiNG oN. RIGHT 

NOW, EVERYTHING’S A 
BIT FUzzY TO mE.

NO WORRIES! i’M 
pHIl AND AND I’m 

pHD STuDENT HERE. 
AND yES, THERE IS 

SOmETHING ON my mIND 
THAT REpRESENTS  

THIS RESEARCH AREA 
 quiTE wELl.

HI, SORRY.  
DO YOU  

wORk HERE? 

yES
I’M bEtty. SOUNDS BRIlLiANT! OFF WE GO!

AH, RIGHT, OpEN HouSE! pERFECT TO CATCH A  
GLIMpSE oF wHAT THEY ARE DOiNG IN HERE. SomETimES 

IT’S kINDA HARD TO WRAp MY HEAD AROUND ALl  
THE TECHNICAL STuFF.
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FuzziNG IS AN 
AUTomATED TECHNIqUE 

FOR SOFTWARE 
TESTiNG. IN THE TEST 

ENViRoNMENT, A 
pROGRAM IS REpEATEDlY 
FED RANDom INpUT DATA.

OH bOy! I CAN RELATE 
TO THAT vERy WElL!

THAT REMINDS ME OF THE  
INFiNITE ”MONkEY THEOREm”.  

HAVE you HEARD OF iT?

THIS CAN LEAD TO SITuATIONS iN 
wHICH THE pROGRAM DOES NoT 

kNOw HOw To REACT TO THE INpuT, 
THE pROGRAM CAN THEN CRASH 

uNiNTENTIONAlLy.

OF COURSE, WE Do NOT USE 
puRElY RANDOm INpuTS,  

BuT RATHER DEVElop CLEvER 
METHODS TO MUTATE THE 
INpUTS wITH THE GOAl OF 

TRIGGERING A SOFTwARE CRASH. 
THIS iS CALlED FUzz TESTiNG – 

OR FUzzING FOR SHORT.

THIS REvEALS A VUlNERAbIlITy – FOR ExAMplE,  
A SOCAlLED bUFFER OVERFloW – THAT AN AttACkER 

CAN pOTENTIAlLy ExpLOIT. 
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wE USE A SimIlAR AppRoACH HERE, HoWEvER 
wE’RE FACED WiTH THE CHAlLENGE HOW To mOST 
EFFiCIENTLy ImpLEMENT OUR FUzzING mETHODS.  
wE WANT TO ExECuTE THE TESTS HuNDREDS oR 
EvEN THOUSANDS OF TiMES pER SECoND. THIS 

AlLOwS US TO EFFICIENTLy TEST HOW A pRoGRAM 
RESpONDS TO RANDoM INpUT.

TO bE oR NOT
TO bE: THAT iS 
THE qUESTION!

wITH FuzziNG wE HAvE 
BEEN qUITE SUCCESSFUl IN 
AUTomATiCAlLy DETECTING 

vuLNERABILiTIES iN 
DIFFERENT OpERATING 

SYSTEMS, WEB bROWSERS  
AND SOFTWARE LIBRARIES.

HA, HA, MY SECOND 
COUSIN IS AN 

AMERICAN FUzzY
lOp TOo, AS iT IS ALSO 

A RAbBIT BREED.

yES, ACTUALlY IT iS. AND HERE’S THE lAb. 

IS THIS BY ANY CHANCE 
 yOUR pHD TOpiC oR HOw  

ElSE Do YOU kNow SO  
MuCH AbouT iT?

 “The theorem states that a 
monkey that randomly hits 
keys on a keyboard for an 
infinite amount of time will 
type any given text, like the 
complete works of William 
Shakespeare. In fact, the 
monkey would type every 
possible finite text an  
infinite number of times.”  
By the way: rabbits could  
do the same.

Buffer Overflows are among 
the most common security 
vulnerabilities in software.  
Other important attack vectors 
are the so-called use-after-
free vulnerabilities. An attack-
er can take advantage of such 
vulnerabilities to hijack the 
control flow and then execute 
arbitrary code. 

AFL (American Fuzzy Lop) is 
a well-known fuzzing tool and 
is available under an open-
source license. The tool has 
helped to detect hundreds of 
software bugs in dozens of 
major software projects.

CaSa WIKI
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OUR GoAl iS To DIG DEEpER iNTo A 
pROGRAM’S FuNCTioNALiTY TO FiND 
vuLNERABILiTIES THAT ARE DIFFiCUlT 

TO LOCATE. 

IT’S IMpORTANT TO kNOWABOUT ABOUT 
SuCH SECURITY vuLNERABILiTIESS. wITHOUT 
THAT kNOWlEDGE, IT’S FAiRlY IMpOSSIBLE 

TO DEvELOp pROpER DEFENSES…

IT iS UNREAlISTIC TO FIX SECURITY ISSUES mANUALlY. 
wE NEED AUToMATED mETHODS TO LOCATE THE RoOT 

CAUSE OF A VUlNERAbIlITy AND THEN DEVElOp A 
SOFTWARE pATCH. 

wE DEvELOp mETHoDS TO REpLACE CODE IN AN AuTOMATED WAy. THE NEW CoDE wiLl CONTAIN 
SEVERAL CHECkS TO pREvENT THE bUG FROm TURNING INTO AN EXplOITABLE CoNDITioN.

wOW, THERE ARE 
SECRET BACkDOORS 
TO DiSCovER HERE!

CAUGHT ONE! woW, THIS ONE
wAS CHAlLENGING TO FiND!

ONE FoCuS OF ouR wORk IS THE DETECTION 
OF LOGICAl VUlNERAbilITIES THAT REpRESENT 

(OFTEN SUBTlE) pROGRAmmING MISTAkES. THIS 
CAN BE, FoR EXAmpLE, A miSSING SECURITy 

CHECk iN A CERTAIN SITUATION!
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yOU’RE RIGHT! my COlLEAGuES ARE 
AlSO USING Up To DATE mACHINE 
lEARNING TO TACkLE THE pROBLEM 

FROM ANoTHER pERSpECTIVE. jUST GO 
AHEAD AND ASk FOR MAE.

I HOpE yOU ENjOyED THIS LOok 
BEHiND THE SCENES. HERE’S A 
lIttLE ToOL FOR you TO STAy 

AHEAD OF THE AttACkERS.

THAT’S kIND! IT’S SCARY TO 
HEAR ABOUT AlL OF THESE 

pROBLEMS. buT iT’S GOOD To SEE 
THAT WE ARE NOT HElplESS. 

 IT iS wELl kNOWN 
THAT mUTATIONS 
ARE pART OF 

EvERyDAy LIFE IN 
BIOLoGICAl SySTEmS. 
BuT THEy ARE AlSO 
pART OF CompuTER 
SECURITy RESEARCH. 

I HOpE IT 
MuTATES 

INTO GREATER 
SECURITy!

One of the main challenges 
we need to deal with is how to 
efficiently mutate the input data 
such that we can provoke an 
unexpected system behavior. 

As a Mutation, we can slight-
ly change the input data (e.g., 
change a O to a 1, add random 
characters to the end of the 
input, or cut out some charac-
ters in the middle). We study 
different types of mutations and 
observe how efficiently they 
trigger unexpected behaviors 
in different types of programs. 
This helps us to identify the 
vulnerabilities of systems, 
because an attacker can often 
exploit unexpected behavior. 
Ultimately, this helps us to fix 
the problems.

MUTaTIOnS
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Fulfill everyday tasks, for 
example, translating a text 
from one language to another. 

Learn how my algorithms  
can themselves be made 
more robust against attacks.

Learn patterns and correla-
tions from data, and con-
tinue to improve without 
being explicitly programmed.

SuRE, mAE. i AM m.L, A bRANCH OF ARTIFICiAL
INTElLIGENCE (AI). i LovE my OCCUpATION HERE, WHERE I CAN 
DO WHAT I lOVE AlL DAY: LEARN! EVERYTHING! my mETHODS 
HAVE BEeN SuCCESSFULlY uSED IN mANY AREAS, AND I AM 

EXCiTED TO SEE wHAT THE FUTURE HOLDS FOR ME.

puH, THAT’S A 
TOUGH oNE. 

SHE SAID ”HELlO”.

COOoOOME OOoN, 
TEN MORE puNCHES!

HALlO!

M.l. AND HIS DAILy ROUTINE

IN OUR DEpARTMENT, wE ExpLoRE HOw mACHINE LEARNiNG (ML) CAN BE USED TO 
BuiLD INTELliGENT SECURITy SySTEmS THAT CAN ADApT TO NOVEl THREATS AND 

AttACk vECTORS. wE ALSo AiM To IMpROVE THE EXplAINABILITY AND TRANSpARENCy 
OF ml ALGORITHMS SO THAT HUmANS CAN BEttER uNDERSTAND AND USE THEM iN 
pRACTiCE. AND THERE HE IS, M.l., ONE oF OUR MoST ImpORTANT EmpLOyEeS. wHy 

DON’T YOU AlSO SAY A FEW wORDS?

CHAlleNGe 9 
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Develop intelligent 
security systems that can 
keep pace with the 
evolution of attacks.
 
The resulting intelligent 
systems will be able to: 
(a) detect and analyze 
novel threats with little 
human interaction, 
(b) provide correct results 
even in the face of attacks, 
(c) provide explanations 
for ML decisions to create 
transparency and fairness.

Study novel
methods for 
building robust 
and resilient ML 
algorithms.

Investigate how  
large-scale data 
analysis and a close 
intertwining of ML 
and security can help 
us to build intelligent 
security systems. 

wE iNvESTIGATE HOw TO MAkE SUCH mETHODS MORE RobuST SO THAT  
AN AttACkER CANNoT bypASS OR FoOl THEm. WE FOCUS ON DEEp  
NEURAl NETWORkS, BECAUSE THiS METHOD iS VERY pRO MiSING AND 

HAS ENAblED MANy bREAkTHROUGHS IN RECENT YEARS.

lET ME SHoW yOU AROUND A bIT...

FOUND A bREACH!

ACTUAlLy, lOTS OF MY SkIlLS 
ARE bASED ON THESE.

IN OUR DEpARTMENT WE 
FOLlOW THREE mAIN GOAlS:
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Deep neurAl NeTwORKS InfOgrAphIC
Deep Learning (DL) is a
specialized information 
processing method and 
a subfield of Machine 
Learning. Deep Learning 
uses so called neural 
networks to analyze large 
data sets. The functioning 
of Neural Networks is in 
many ways inspired by the 
biological neural network 
of the human brain. Neural 
networks consist of many 
layers of linear and non-
linear processing units, 
the “artificial neurons”. 
This is where the term 
“deep” comes from: the 
more neurons and layers 
that a neural network can 
be comprised of, the  higher 
the complexity of the  
problems that it can  
represent.

An Algorithm is a specific 
set of instructions for solving 
a given problem, similar to a 
cooking recipe that describes 
each step of preparing a meal.

Psychoacoustics studies 
the relationship between 
physical sounds and the  
human perception of sound  
as an auditory event.

An important application of 
this field is the compression  
of audio signals to MP3 files;  
removing audio signals  
that the human ear cannot  
perceive anyway.

IT mAy ALl bE
BASED oN THE 

HumAN bRAiN, buT 
I AM CERTAiNLy 
AT LEAST AS 
INTElLIGENT.

CaSa WIKI
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SpeeCH reCOGNITIOn SYSTeMS

Artificial Intelligence and
Machine Learning methods have
already transformed many areas
of our modern lives, for example,
in areas such as automated text 
translation, speech recognition,
or video games where algorithms
compete against human players.

Deep Blue, a chess computer developed by  
IBM, was able to beat Garri Kasparow, the  
world champion in chess, in 1996.

In 2016, AlphaGo, a computer program 
developed by Google DeepMind, beat 
the world champion Lee Sedol in Go. 

ML METHODS 
OUTpERFORm
HumANS IN
MANy AREAS.

lET’S HAvE A lOOk..

TODAy, ML METHODS EVEN 
REGUlARlY BEAT HUmAN 
pLAyERS IN REALTImE 

STRATEGY GAmES
SuCH AS STARCRAFT 2.

AS ALREADy mENTioNED – COmpUTER SySTEmS ARE EXpOSED TO AttACkS.  
wE RESEARCH EXTENSIvELy, FOR EXAmpLE, SpEECH RECOGNITION SySTEmS AND HOw 
THEy CAN bE MANipULATED. buT LET’S FIRST HAVE A lOOk AT HOw THEY wORk. 

DOES THAT mEAN 
I wiLl NEvER BE
A CHAMpION?

wOULD YOU 
lIkE SomE
ADViCE?

BY THE wAY: 
I AM STILl m.L. –
I JUST HAvE A
vARiETY OF 

MANiFESTATioNS.

wHAT?!?

Nowadays, Speech Recognition  
Systems (SRS) help us more often 
than we think. Controlling devices by 
voice, for example, is a great advance-
ment for people with disabilities.
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ACTUAlLy, NOW i REmEMbER SoMETHiNG THAT 
HAppENED TO ME A wHIlE AGO...

SuRE!

OH, OH!

CAN yOU plAY wiTH mE AND GET ME A DOLl HOUSE?

I lOVE yOU
SO mUCH!

DAYS 
 lATER...

wHAT HAppENED HERE, HONEY? WHO 
ORDERED A DOLl HOUSE AND COOkIES?

OBViouSLy, SHE iS NoT 
THE ONLy pERSON WHOSE 
SmART SpEAkER REACTED 

TO THE Tv…

I’vE LEARNED
MY lESSON!

HA, HA!

OkAY!

ReAl lIFe 
STOrY

AND THAT’S HOW A CUTE CONvERSATioN bETWEEN
A GiRl FROm TExAS AND A SpEeCH RECOGNITION SYSTEM
ENDED IN THE ORDERING OF AN ExpENSIVE DOLl HOUSE

AND FOUR pouNDS OF COokIES!
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wITHiN CASA, WE FoCuS ON AuDio 
ADVERSARIAL EXAmpLES: wE WANT 
TO CREATE AN AuDio SIGNAL THAT 

A HUmAN uNDERSTANDS AS A 
CERTAIN SENTENCE ‘A’ wHIlE A 

MACHiNE RECOGNIzES A CompLETELy 
DIFFERENT SENTENCE ‘b’. 

OUR AttACk CAN BE SUCCESSFULlY 
pLAyED THROUGH THE AIR FROm A 
lOUDSpEAkER To A MiCRopHONE.

Ok...iF you SAy So:
COmmAND ”OpEN AlL
DOORS” ExECUTED!

OH, NO! AlSo
 THE DOoR TO 
MY CARROT 
STASH?!

An Adversarial Example is a 
specially manipulated input to a 
deep neural network that inten-
tionally causes it to misclassify. 
The manipulation is done in such 
a way that a human cannot no-
tice it or does not recognize any 
discrepancy. For example, for a 
neural network trained in speech 
recognition, the input audio might 
be slightly altered. These chang-
es can be inaudible to humans, 
but still lead to a misinterpreta-
tion by the network.

CaSa WIKI
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BuT DON’T FEAR! wE ARE 
AlSO ABLE TO DEvELOp NovEL 

MECHANISmS TO DEFEND AGAINST 
AUDIO ADVERSARiAL EXAmpLES.

HEY, THERE IS m.L. AGAIN! HE iS vERy DIliGENT.

BY ApplYING THE pRiNCIpLES OF pSyCHOACouSTiCS, WE CAN REmOvE 
SEmANTICALlY IRRElEVANT iNFoRmATioN FROM THE AUDIO INpuT OF THE 

SpEECH RECOGNITION SYSTEM. BASED oN THIS iNSIGHT, WE CAN BUILD A SySTEm 
THAT RESEmBLES HUMAN pERCEpTION MORE CLOSELy. AttACkS AGAINST THIS 

SYSTEM ARE STIlL pOSSiblE, BuT THEy ARE CLEARLy pERCEIvAblE by A HUMAN 
– wE FORCE AN AttACkER TO REVEAl THAT AN AttACk iS oNGOiNG.
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INTERESTED iN SEeING ANoTHER SpECiAL
pROJECT WE ARE WORkiNG oN AT CASA?

yES, SuRE! THE MORE
I kNOw THE SAFER MY 
CARROttS wILl bE!

wOW... wAiT, WHAT?!? THAT NEVER 
HAppENED! I pROMISE. OH DEAR, 

wILl i EvER BE AblE TO Go HOME 
AGAIN?

I AM SUCH AN ARTIST! I GET 
BEttER AND BEttER BY COpyiNG.

HA, HA! wELCOmE To THE 
wORlD OF DEEp FAkES.
REmEMbER WE TALkED 
ABOUT DEEp NEuRAl 
NETwORkS? THESE 

DEEp FAkES WERE mADE 
pOSSiblE by GENERATIVE 
ADVERSARIAL NETwORkS 

(GANS).

How does it work?
Deep neural networks can  
generate images and other 
kinds of media like audio or 
even poetry that are astonish-
ingly realistic. So much that  
it is often hard for humans 
to distinguish them from  
real content such as actual  
photos or text. Deep fakes  
are a potential threat to our 
digital society. Just think of 
financial fraud or a loss in the 
credibility of news sources.

The generator creates 
candidates. Its goal  
is to learn to produce 
results that can fool 
the discriminator. 

The discriminator eval-
uates the generator’s 
output. It is trained to 
distinguish the results 
from the real data given 
to him in advance.

Generative Adversarial Networks (GANs) are a special type of deep learning systems. GANs  
consist of two deep neural networks that interact with each other in a simulated game. By  
performing a large number of rounds, the generator learns over time to produce very realistic 
content like images or videos. 
 

geNeRaTIVe aDVerSaRIAl neTwORKS
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SOON you WilL NOT BE AblE TO 
RELiABLy DISTiNGUISH BETwEEN 

FAkE AND REAL CoNTENT!

THE qUEeN’S FACiAl ExpRESSIONS 
AND ESpECIALlY HER lip 

MOVEMENTS wERE ARTIFiCIAlLy 
CREATED, WHILE THE REST WAS 
pERFORMED BY AN ACTRESS.

MY HuSBAND AND I
lOVE To NETFlix

AND CHIlL...

uH..… CREEpY! IF THEy CAN Do THAT 
wITH THE qUEeN... WHAT ABouT  
ME AND my FElLOw RABbITS?

DO YOU THINk yOU CAN TElL FAkE IMAGES 
FROM REAl ONES? TEST YOURSElF AND 
 lEARN mORE AbOUT How TO SpOT THE  

TINy DIFFERENCES. 

I REALlY
AlmOST

CAN’T TElL A
DIFFERENCE…

THAT’S wHy, AS pART oF OUR 
RESEARCH, wE iNvESTIGATE HOw 

DEEp FAkES CAN bE DETECTED. AND 
HOW MACHINE lEARNING CAN  

HELp US To DO SO.

ReAl lIFe STOrY
 

In December 2020, UK based 
Channel 4 released an alterna-
tive Queen’s Christmas video, 
created using deep fake  
techniques. Deep fakes of  
voices can enable fraudsters 
to commit crimes. They 
can use an artificially 
imitated voice to present 
victims with the identity 
of a trusted person.  
The victim may then  
take actions for the 
fraudster’s benefit.  
Such attacks have been 
successfully carried  
out several times in  
recent years.

whichfaceisreal.com

https://www.whichfaceisreal.com/index.php
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HERE you GO, THE NEw pAttERN wE
EXTRACTED FROM THE GAN’SS NETwORk.

OUR TECHNIqUE IS bASED ON THE iNSIGHT THAT 
GANGENERATED ImAGES EXHIBiT pARTICUlAR 

FREqUENTIAL FEATURES AND CHARACTERISTiCS THAT 
CAN BE EASiLy IDENTiFIED. OUR COmpREHENSIVE 

ANALySIS SHOWS THAT REGARDlESS OF THE 
NETwORk ARCHITECTURES, DATA SETS, OR 

RESOlUTIONS USED, THE SAME RESULTS ARE ACHIEVED.

HEY! YOU! HANDS up!
DON’T EVEN TRY
TO SHiFT A bIT.

OH, NO!

NOW wE CAN CATCH THEm!

Within CASA, we have de-
veloped a novel technique to 
reliably detect deep fakes. 
We have shown that we can 
take advantage of a structural 
and fundamental problem in 
the way images are generated 
via GANs. We hope that such 
techniques can reliably identify 
deep fakes – now and in future.

DeFenSeS In OpeRaTIOn

SO, i THINk yOU GoT A 
GOOD ovERviEW ON OUR 
wORk ON INTElLiGENT 
SECURITy SySTEmS. 
TAkE THIS SpECiAlLy 
pROGRAMmED TORCH. 
 IT WilL HELp YOU  

TO DiSTINGuiSH TRuE 
FROM FAkE. 

wOW! i HAvE ALwAYS 
DREAMED OF SUCH A TOOL. 
AFTER ALl YOU’vE TOlD ME, 

I AM GlAD TO FINALlY
HAVE oNE. THANk yOU!

THANk yOU FoR COMiNG AND 
BEiNG SO iNTRIGuED. GOOD lUCk!
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SO, HERE IS 
THE EXIT! IT 
wAS REALlY 
SpECiAL FOR 
ME TO SEe 
OUR HUB 

THROUGH YOUR 
EyES! IT’S 

IMpORTANT FOR 
uS TO lEAVE 
OUR RABbIT 

HOLE NoW AND 
THEN!

THANkS, MAE, THIS WAS  
A REAL DEEp DIVE FOR  

ME – AND SO mUCH FuN 
AS WElL!

I SHOUlD HAVE 
COmE HERE MUCH 
EARLIER! MAYBE I 

SHOUlD THINk ABouT 
STuDYiNG AGAiN!?

GIRl,
 I JUST CHANGED 
MY pASSWORD TO 

CARROT123 – ISN’T 
THAT ENouGH?

OH DEAR, wE HAvE A 
lOT OF WoRk TO DO! 

HEY pEEpS! wANNA kNoW SOmETHING INTERESTING 
ABOUT SECURITy?! I FiNAlLy FOUND ouT WHAT THEy 
ARE DoING iN THAT CASABuiLDING. I GOT SomE COoL 
TOOLS TO HELp DETECT SECURITY THREATS EARliER 
AND pROTECT US. THIS wiLl mAkE IT HARDER FoR 
THE FOxES TO STEAl ANyTHING FROm US AND...

I CAN’T WAiT To 
pROTECT my CARROT 
STACk AND TELl THE 
OTHERS HOW TO mAkE 
THEiR DIGITAl DEvICES 
MORE SECuRE. IT’S 
NOT COmpLICATED AT 
AlL, ONCE You lEARN 
ABOUT IT. SO LET’S 

GET STARTED! 
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I NEED TO TElL AlL 
THE OTHERS...
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The concepts and methods presented in this comic 
were developed by researchers involved in the Cluster of 
Excellence CASA. If you are interested in more details, 
you can find the original publications online. These 
scientific papers explain the results in more detail. For 
many publications we also publish the source code and 
other research artifacts. Please reach out to us, if you 
have questions: info@casa.rub.de
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CASA: Cyber Security in the Age of Large-Scale Adversaries 
was established in 2019. It is the only Cluster of Excellence in 
the field of computer security in Germany. CASA is funded by 
by a grant from the Deutsche Forschungsgemeinschaft (DFG, 
German Research Foundation) worth about 30 million Euros, 
which ensures excellent research conditions.

CASA brings together a core group of principal investigators, 
chosen with a strong focus on security and privacy, with select-
ed top-level researchers from highly relevant neighboring dis-
ciplines. The team covers the full scope needed to tackle the 
challenging research problems in modern computer security; 
namely computer science, mathematics, electrical engineering, 
and psychology.

CASA is hosted by the Horst Görtz Institute for IT-Security  
(hgi.rub.de/en), a pioneering research center in Germany. 
Furthermore, CASA collaborates strongly with the Max Planck 
Institute for Security and Privacy in Bochum (mpi-sp.org) and 
several other institutes and universities.

What is a “Cluster of Excellence”?
With the funding line “Clusters of Excellence”, internationally 
competitive research centers at universities or university alli-
ances in Germany are provided with project-based funding for 
a period of 7 years. Within the clusters, scientists from differ-
ent disciplines and institutions work together on a research 
project. The funding gives them the opportunity to concentrate 
intensively on their research goal, to train young scientists and 
to recruit international top researchers.

https://casa.rub.de

ABOUT CaSa



CASA HUB C

Copyright 2022 
All contents, especially texts and graphics 
are protected by copyright. All rights,  
including reproduction, publication,
editing and translation, are reserved,  
Cluster of Excellence CASA.

Editorial team
Thorsten Holz  
(CASA/Ruhr-Universität Bochum)
Annika Gödde
(CASA/Ruhr-Universität Bochum)  
Niels Jansen (Ellery Studio)

Ellery Studio
Art Direction and Design:
Luca Bogoni
Illustrations:
Lucia Cordero, Hannah Schrage
Project Management:
Martin Steffens

Cover image
Hannah Schrage, Lucia Cordero

Printed at 
Schmidt, Ley + Wiegandt GmbH + Co. KG, 
Lünen, www.slw-medien.de

Published by
CASA: Cyber Security in the Age
of Large-Scale Adversaries
Universitätsstraße 150
44780 Bochum

casa.rub.de



33



34

THE wORlD IS AWASH wITH DIGiTAl  
SECURITy THREATS; AttACkERS wILl NOT  

STOp AT CARROT STASHES. TODAy’S CARROT 
STASH COULD bE TOmoRROw’S CENTRAl bANk.

 
CAN BRAvE bEtty SAvE HER FElLOw 

BuNNiES? AND WHAT ROLE DOES  
CASA’S HuB C RESEARCH plAY iN FIGHTING 

THIS EVIl? 

FIND OUT MORE!

HUB A HUB B HUB C HUB D


